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EXECUTIVE SUMMARY

This deliverable consists of the results of the validation including the evaluation of the
applicability in realistic industrial contexts, together with recommendations for thefuture
improvements and refinements of the project results.

The deliverable identifies and defines the validation strategy for the SecureChange final
results, with the identification of the validation objectives (Section 1 Validation
Objectiveg for each WPand of the validation exerciss and analyses of the related
outcomes. The validation analyses the final and consolidated project results. It
demonstrates that SecureChangartefacts can work efficiently in real life environments,
while addressing the problem for whichthey have beerdeveloped
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"lifelong" compliance to evolving security, privacy and dependability
requirements for a longrunning evolving software system.

The validation has taken place in the final year of SeceChange and ithas delivered and
influenced the research workin the last phase ofthe project lifecycle.The validation has
provided insights for future further improvements and refinements of the SecureChange
results. Particular attention has beengiven to the usability, of the project results, in real
industrial contexts captured by the three different case studies: ATBection2 ATM CASE
STUDY, HOMESSection3 HOMES CASE STUpahd POP$Section4 POPS CASE STUDY
Moreover, the validation criteria also include the applicability in real life and specific
validation exercises designed to provideéndustrial feedback about essentiahspectsof the
project results.

The SecureChangevalidation identifies the validation objectives (Section 1 Validation
Objectiveg with respect to the project outcomes(for each WP)and the way the validation
activities have been organised and carried out (in the final part of the project) in order to
address these objectives. Due to the complexity of validating diverse project outcomes,
the validation strategy has taken into accounthanges and subsequent contributionsAs
natural consequence of the complexity of the SecureChange approach, tools and solutions
that will be the outcomes of each SecureChangeork package can be significantly
different. Therefore, eachwork packagehas ®ntributed to this document by designing,
planning and performing different validation activities, compliant with the characteristics
and scopes of thework package itself. The validation involves subsequent validation
activities that have been planned for each case study and for each WP (Appendix8sF,
and H show the validation plans for the ATM, HOMES and POPS case studies, respectively).
The validation activities combined together hghlight validation strategies and processes
tailored to the specific validation objectives and case studies.

Eachwork package has provided inputs for the final validation under the support and
coordination of DBL, as leader of T1.3 and responsible of thwserall Validation of the
SecureChange results.
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SecureChange Overview

The main objective of SecureChanged O1 AAOAT T B OAAET ENOCAOG AT A Ol
compliance to security, privacy and dependability requirements for an evolving software
system.This is particularly challenging because these requirements are not necessarily

preserved by system golution. The practical relevance of this researchas beenvalidated

against three challengingcomplex industrial domains, i.e. smarcards, digital homes and

Air Traffic Management,which offer most research challenges and greatest lonAgrm

business opmrtunities.

The complexity and the innovation of the proposed solutions make the process of
validating the results issued from this collective endeavour a very challenging task. Just as
the issues addressed by SecureChange are heterogeneous, so are thelteeexpected for
eachwork package ranging from an overall security architecture to specific methods and
algorithms for the evolution of secure software, from a set of working tools for the design,
implementation and verification of secure code, to purgl conceptual frameworks and
meta-models. Therefore, itwas necessary to perform different and customizedralidation
activities. Leaders of the technicalwork packagesinteracted and collaborated with the
leaders of the validation tasks in defining the evalation and validation objectives(Section

1 Validation Objectivey, criteria (as identified in D1.2[3]) and methods for the work
packagethey have beenresponsible for,because of theirawarenessof the issues at stake
and the solutions developed within theirwork package In order to identify realistic and
challenging validation criteria and to support collaborations among theechnical work
packagesand the industrial partners (to minimise the risk that eachwork packagewould
define its own criteria of success independentlyf the others partners with little or no
interaction within the SecureChange project), we used the realorld casestudies as
means for evaluating how SecureChange meets its main godlgure 1 stresses the critical
role of a proper, realistic and coordinated validation plan for a successful SecureChange
validation.

MO M12 M24 M36
WPL1 - Case Study »| WP 1 Applicability ;l WP 1
Requirements ' Analysis ~  Validation
Revised Models
»| [Rev. Method. | [~
WeawiPr
:
Revised Tools
==y Technical Dependency WP2-WP7
Input for Evaluation WP2-WP7

Industrial Feedback

Figure 1 Work package 1 and other work packages
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In order to provide some guidance to the validation activities acrosshe three different
case studies, we have identifiech general and widely used Validation Proces@ppendix

A). The Validation Process has been drawn from industry practices and it has been used
within the SecureChange projecto guide and coordinate thedifferent evaluation tasks.
Eachwork packageinteracted with one or more case studies, according to main scopes
and security characteristics of the case studies themselve3able 1 summarises the
interactions among technicalwork packagesand the case studies These interactions have
contributed to the validation of the SecureChange outcomes. The validation results for
eachwork package are reported for the three case studies: ATM (Sectiod ATM CASE
STUDY, HOMES (SectioB HOMES CASE STUpahd POPS (Sectiod POPS CASE STUDY

Table 1 Interaction among industrial case studies and technical ~ work packages
N

ATM X X X X

Tools, techniqgues and methodologies developed by th&ork package have been to a
certain extent integrated and applied within the selectedcase studyto specific scenarios
highlighting the peculiarities, innovation and applicability of the SecureChange ottmes
under validation. Therefore, the Validation of the SecureChandeas beendesigned and
carried out by following acase-study-oriented structure

Project Rationale and Results

System evolution has captured centre stage in software engineering research and practice
for good reasons. There is growing demand to continuously evolve systems to meet
changing business needs, new regulations and policies, novel technologies and compmitin
infrastructures. The main objective of SecureChange is to develop techniques and tools

OEAO AT OOOA OIEEAITTCo AiiplEATAA O OAAOOEOU

system. This is particularly challenging because these security requirements are tno
necessarily preserved by system evolutionThe project has focused on the challenging,
long term objective of rethinking processes and tools that support design techniques for
evolution, testing, verification, reconfiguration and time deployment analyss of evolving
software.

SecureChange successful achievementsonsist of these tangible scientific and
technological results :

1. A specification of the SecureChange software design process based on metadels.
This also includes the specification of a securiy architecture supporting the adaptable
configuration of security functionality on the basis of the concept of security as a
service.
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2. A series of methods and algorithms supporting the process at each step. These
methods provide mechanisms for:

a. Specifyingcode-level security properties in a lightweight way (via programming
models) in order to cope with changing vulnerability classes.

b. Verifying code that is loaded on a device in light of changing requirements or risk
models, computing impact of requirement evolution on already installed code, and
re-validating already installed code again new requirements.

Incrementally reacting to changes in requirement and design models.
d. Eliciting evolutionary requirements.

e. Specifying designlevel models for evolutionary systems and their security
requirements and formally analyzing the models against the requirements.

3. A suite ofsoftware tools supporting SecureChange solutions:

a. Atool managing evolving, configuable and highlyinterrelated services and their
security requirements at several levels of abstraction

b. A tool for the automatic transformation of security requirements models into
searity design models when requirements change or the automatic rassessment
of requirements when design models and processes are changed.

c. A tool to automatically and formally verify design models of evolutionary systems
against evolutionary security requirements.

d. A tool for the verification of evolving security requirements and the automatic
transformation of security requirements models into security design models when
requirements change or the automatic reassessment of satisfied or unsatisfied
security requirements when design models and processes are changed (i.e. in
process reengineering).

e. A tool for automatic or interactive simulation of changes to the risk picture as a
function of executing changes in the underlying system description (with change
as a first class citizen).

f. A modelbased testing tool prototype to automatically (re)generate the test
repository and automated test scripts according with property and requirements
evolutions, and managing the priority detected from risk analysis.

g. A tool to verify security properties of code that is annotated according to a
programming model.

h. A tool to automatically and formally verify design models of evolutionary systems
against evolutionary security requirements.

i. A tool to verify mobile code at loading itme against flexible security requirements
and to detect the impact of new requirements on already installed code.

4. Theindustrial validation of the scientific and technological results has beendone
in three case studies The industrial validation involved

a. Arequirement and success criteria collection of the SecureChange case studies.
This includes a complete description and a detailed specification of security
requirements of each of the case studies.
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b. A process validation . This consis$ of validating that the lifelong development
cycle designed in SecureChange can be applied in industrial scenarios.

c. A final evaluation of the technologies . Technologies studied, developed or
improved during the project have beenevaluated to validate its applicability to
industrial contexts.

Purpose of This Document

This document identifies and defines a validation strategy for the SecureChangeal
results, with the identification of the validation objectives and of the validation exercise
validation and analysis of the related outcome. The SecureChange validation analyses the
final and consolidated version of the project results, so as to demstrate that
SecureChange can comply with changes requirements and security features drawn from
industrial contexts, while addressing the problems for which it was developed. The
purpose of this document is to provide insights for future further improvements,
refinements and exploitations of the SecureChange results. Particular attentidras been
paid to the usability of the project resultsin the selectedindustrial contexts. In particular,
the identified validation criteria include the applicability on validation exercises designed
to provide feedback aboutSecureChang®bjectives. This deliverable reportsthe results of
the validation including the evaluation of the applicability in realistic industrial contexts,
together with recommendations for the fuure improvements and refinements of the
project results.

Document Structure

The document organisation takes into account the interactions among the technical work
packagesand the case studies. Sectioh identifies the Validation Objectivesfor each WP.
The validation criteria (identified in D1.2[3]) have been reported bgether with validation
scenarios, exercises and results for each validation objective. This allowed us to identify
specific feedback for all SecureChange results. The remainder of the document is
organised per case study. Sectioh reports the validation activities and resultsof the WPs
that worked on the ATM CASE STUDYection 3 reports the validation activities and
results of the WPs that worked on theHOMES CASE STUDSection 4 reports the
validation activities and results of the WPs that worked olPOPS CASE STULBéction5
summarises the validation results.The Appendixes provide specific supporting material
(e.g. definitions, notations details of exersies). Three appendixes detailed the validation
plans adoptedfor the case studies with respect to the assessed WPs. Appendig§, and

H show the validation plans for the ATM, HOMES drPOPS case studies, respectively.
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1 Validation Objectives

This sectionidentifies the SecureChange solutions, i.e. methodologies and tools, developed

by the technical WPs. They are the focus of the validation activities. i$tsection reports

the main Validation Objectives for each developed solutioffhe validation objectivesthat

have driven the first two year of the project have been tailored to the different case

studies (as identified in D1.2[3]) and they are reported together with the validation

activities conducted on the SecureChange Solutionghe work in the last year of
SecureChange AO &I AOOAA 11 OEA OAIEAAOQCEIT 1T &£ 70058
development of new ones.

1.1 WP2i Architecture and Design Process

The main outcome for WP2 was the development of concepts and tools for architecture,
design and operation of lifelory systems. In particular, WP2 delivered a framework for a
Security Architecture for Evolving Requirements and atool -based change-driven
security engineering process . Main Objectives to be fulfilled by the Security Architecture
for Evolving Requirements ae COVERAGENd APPLICABILITY.

RegardingCOVERAGEcriteria identified for its validation state that:

1. Every type of security requirement must be realized through one or more technical
security service in the Target Security Infrastructure (TSI).

2. Every type of security requirement must be realized through one or more abstract
security service in the Security Architecture (SA).

3. Abstract security services and compositions map to configurable technical services or
compositions thereof in the Target Security Infastructure (TSI).

RegardingAPPLICABILITY, we identified the following criteria:

1. The TSI must cover change scenarios which are related to the ATM and/or the HOMES
case study.

Service composition in the SA and TSI must be consistent.

The mapping of the secrity requirements onto the services in the SA and TSI must be
valid.

Relevant goals for an effective Conceptual Model for a security engineering process for
evolving systems are traceability, changeriven process and modularity. Formally stated
the Objectves are COVERAGEAPPLICABILITY, andANALYZABILITY.

RegardingCOVERAGHhe following criteria are to be fulfilled:

1. Relevant artefacts which are processed in security engineering must be categorized
and identified.

2. Relevant activities which are executed irsecurity engineering must be categorized
and identified.
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APPLICABILITY validates the changedriven by ensuring that:

1. Changedriven security engineering process must cover change scenarios which are
related to the HOMES and/or ATM case study.

We identified the following criteria with respect to ANALYZABILITY:

1. Models with states of the processed artefacts must be analyzable by using reasonable
techniques.

1.2 WP3'i Requirements

The main resuls of WP3involve: a conceptual model for the characterisation of evolving
requirements, a methodology base on such conceptual model, algorithms and reasoning
techniques for incremental requirements models evaluation and transformation, and a
tool to analyse the impact of changes in requirements models. Among the WP3 result is
the identification of the key features of requirements models thatare subject to
evolutionary transformations and the definition of the methodological aspects for their
graphical and conceptu& representations, their versioning capture and their runtime
monitoring. Objectives to be fulfilled in the definition of theconceptual model for the
characterisation of evolving requirements are: COVERAGE APPLICABILITY and
ANALYZABILITY of the model.

For the COVERAGEtwo criteria are identified:

1. All requirements types must berepresentablein the model.

2. Evolution of requirements must be representable in the model
Regarding the modeAPPLICABILITY, one of the main relevant criteria is:
1. Case study requirements must be representable in the model
Finally, the ANALIZABILITY of the developed model states that:

1. The model must be analyzable by using reasoning techniques

The requirement conceptual model and the associatedgeneral methodologyshould be
able to handle the changes on security requirementicluding how to represent security
requirements, how to model the changes of them, how to manage the changes and how to
argue that the changes are fit for the purposes’he conceptual modelswere refined to
better satisfy WP3objectives.

Other WP3 results involve algorithms and reasoning techniques for incremental
requirements models evaluation and transformation.Objectives to be fulfilled in the
definition of the algorithms and reasoning techniques for incremental requirements
models evaluation and transformation are: COVERAGE APPLICABILITY and
PERFORMANCE

For the COVERAGEone criterion is identified:
1. The transformation algorithms are able to propagate any type of change
For the APPLICABILITY, one criterion is identified:

1. Transformation algorithms must be able to propagate change between different
requirements models and design models.
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For the PERFORMANCEwo criterions should be obtained:

1. Changes are detected and propagated faster than by traditional transformation
algorithms.

2. Complex models can be handled by the algorithm

WP3 has also developed arototype of the tool to analyze the impact of a change in ¢h
requirements model.Objectives for the tool areFUNCTIONALITYand USABILITY.

For the FUNCTIONALITY, two criteria are identified:

1. The representation of the conceptual model for requirements should be supported by
the tool.

2. Impact of a change can be ass&sd by the tool
For the USABILITY one criterion is:

1. The representation of the requirement conceptual model and the change analysis
should be easy to use functionality for endisers.

1.3 WP4 i Model Design

WP4 develoed methodologies for modelling evolution in security designs and
requirements for integrating security design, modelling and assessment technologiess
well as models into a security engineering processMain result of SecureChange ia
conceptual process related to industry practices for the characterisation of evolving
design.Properties relevant for the model developed are:

COVERAGE APPLICABILITY of the model, that means:

1. The design must be representable in the model

2. Change must be representable or detectable in the model
SOUNDNESSf the model with respect to changes and evolutian

1. The modetbased approach must be soundith respect to change
Formal ANALYZABILITY of the model:

1. The model must be analyzable by using reasoning techniques.

1.4 WP5 71 Risk Assessment

During the first year of project, WP5 evaluatd existing methods and principles for
assessment of security, privacy and dependability and idenigd strengths and
weaknesses of existing methods with respect to assessment of leliged and evolving
systems. ThenWP5 pinpointed open issues that needd to be addressed, while still
making full use of existing knowledge in the field. Furthenore, WP5 during the first year
developed a risk modelling language for documenting forecasts of future evolvement of a
system. The language shdd have the expressiveness to capture future evolvement of a
system, while still being suitable for use in an assessment process that involves analysts
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with different backgrounds and levels of training.Thus, main objectives for the definition
and developnent of a proper and effective language addressing evolvemesite:

COVERAGEthat is
1. Change must be representable in the model

2. Relevant risks must be representable in model

APPLICABILITY, that is

1. Models must be easy to make, use and read
2. Model must bescalable

During the second year of the project, WP5 develegd a method for security, privacy and
dependability assessment with respect to forecast of future evolvement, a framework for
integrated documentation of system and assessment results, and a thtemanagement
method incorporating the parameter space of applicationsFor the methods the main
objectives are

COVERAGREthat is.
1. Methods must discover relevant risks

2. Method must make useful predications

APPLICABILITY, that is

1. Method must be usable foheterogeneous groups
For the documentation framework the main objectives are

APPLICABILITY, that is
1. Models must be representable

2. Traceability of models
For the threat management method the main objectives are

COVERAGEthat is

1. Parameter space of application representable in model
2. Method must make useful risk estimations

During the third year of the project, WP5hasdeveloped techniques, methods and tools for
automatic or semtautomatic revalidation of assessments with respect to change.

1.5 WP6 1 Verification

In WP6, a new programming modehas beendefined for an emerging vulnerability class.
This high-level objectiveis demonstrated by the following concrete results:
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e A conceptual model characterizing a new programming model
e A notation supporting the programming model

The objectives of this WP, duringyear one were to identify an emerging relevant
vulnerability and to define a suitable programming model to counter it. Consequently, a
user-friendly notation has beendefined to be used in order to annotate the source code.
The notation should have the following 3 maircharacteristics:

1. COVERAGE

(a) The programming model must ensure absence of a walefined class of security
vulnerabilities.

(b) The programming model should support common coding patterns (as long as they
do not violate security).

2. SOUNDNESS

(a) A program that is verfied to comply with the programming model should not
contain vulnerabilities of the class covered by the programming model

3. LOW ANNOTATION OVERHEAD

(a) The programming model should not impose too much additional effort on
developers

1.6 WP7 1 Testing

WP7 focused on developing a methodology and a prototype of modddased testing tool
for testing the evolutions. Test generation is ensured by a modblased approach. Test sets
are based on particular coverage criteria, e.g. security requirements criteri8tudying the
impact of evolution on modetbased testing approachand taking into accountthe state of
the art, WP7 proposed extensions of methods and tools todeal with evolution. WP7
generated tests to emphasize the correctness of the system with respect &volution, on
the base of the requirements and model changes. Objectives to be covered for the
validation of the Behavioural and Security Model developed in WP7 are:

1. COVERAGE

(a) Security properties specified in addition to the model

(b) Evolution of therequirements can be expressed as model modifications
2. APPLICABILITY:

(a) The security aspects are representable in the model

(b) The model evolutions can be translated as updates of its transition relation
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2 ATM CASE STUDY

This section describes the validation activities and results based on the ATM case study.
The validation organisation has been tailored to capture specific validation objectives with
respect to the SecureChangeartefacts and ATM domain features. The ovefavalidation
organisation, activities and objectives build over the previous WP1 deliverabld4][2][3],
which have defined the scope and feasibility of SecureChange artefacts.

2.1 VALIDATION ORGANISATION AND CONDUCT

The ATM case study focused on four work packages (i.e. WP2 Architecture and Design
Process, WP3 Requirements, WP4 Model Design and WP5 Risk Assessment) and their
artefacts. Due to the nature of the ATM case study (mainly ocmgrning with technological
changes from an organisational viewpoint) the WPs focusing on requirements, design and
assessment aspects, the ATM case study has contributed towards the validation of
relevant artefacts supporting specific design and assessmeattivities while preserving
critical security features. Each WP has produced different artefacts (emethodologies
tools). Hence, it has been necessary to tailor the validatioactivities to the different
peculiarities of the artefacts and their developmental stages. This required WRailored
validation activities. This sectiondescribesthe validation activities for each WP from an
organisational viewpoint and discussesthem.

2.1.1HIGHT LEVEL OBJECTIVES

The validation objectives of the ATM case study have concerned thelevance of
SecureChange artefactaind their assessmentsby ATM domain experts (e.g. Air Traffic
Controllers) and potential endusers (e.g. IT and operational experts within an Air Traffic
Control Service provider). The validation activities have been tailored for each WP and
related artefacts. This is to take into account the different nature of the artefacts (e.g.
methodologies, modelling languages, tools). Moreover, it has been necesstrysupport
different developmental paths of the artefacts. All SecureChange artefacts delivered by the
ATM-related WPs have beewalidated by subsequent activities in order to support their
developments through subsequentrefinements (i.e. adjustments dueto feedback). The
main validation activities fall into three major categories Methodology Evaluation
(modelling), Walkthrough and Tool Live Demo with ATM Experts. Methodology evaluation
consisted of modelling exercises focusing on specific changes andwdty requirements in
order to refine and consolidate the underlying modelling languages and their
methodologies, respectively. Walkthrough activities involved stefby-step evaluation of
the SecureChange methodologies with ATM experts. This allowed to ess the proposed
methodologies with domain experts and to identify alternative usages (with respect to
current practices within the ATM domain). Finally, tool live demo activities aneéxercises
allowed the validation (in terms of usability and acceptance Yo ATM experts) of the tools
supporting the SecureChangemethodologies. Figure 2 shows the subsequent activities
and their focus on the SecureChange @afacts forming the ATM validation The ATM
validation is consistent with the SecureChange Validation Iterative Process (as identified
and described by the WP1 deliverablegl][2] [3]).
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Figure 2 ATM Validation

Each validation activity involved ATM experts in order to assess SecureCharaygefacts
from a practitioner viewpoint and to identify opportunities for exploitation of project
results within the ATM domain. The ATM case study identifies specific user needs and
expectations for the ATM industrial domain. In particular, the ATM valigtion highlights
how SecureChangesolutions can be used in the application domain and expected
improvements to comply with industry practices. The remainder of this section describes
the validation outcomes for each WP artefact. For each validated Secure@fe artefact, it
describes the main artefact features, the higtevel validation objectives (as identified in
[3]) and the validation results.

2.2 WP2 Architecture and Design Process
2.2.1 WP2 ARTEFACTS

The validation activities for WP2 focused on the two maiartefacts delivered:
1. Change driven security engineering process

2. Tool-Support by MoVE Framework
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The change driven security engineering process highlighted a methodological account of
security engineering from a process viewpoint. The procedural account ofecurity
engineering is fundamental in order to coordinate and relate different modelling artefacts.
The change drivensecurity engineering process was presented to and validated by ATM
experts in a dedicated workshop (Rome, June 2011). The MoVE framewadptures the
change driven security engineering process. The tool implementing and supporting the
MoVE framework, hence the change driversecurity engineering process, has been
presented to and validated by ATM experts in another dedicated workshop (Rome,
September 2011). The following sections report the results of the validatiomctivities
concerning the WP2 artefacts (i.e., the change driven security engineering process and the
tool-Support by MoVE Framework).

2.2.1.1 Change Driven Security Engineering

The charge driven security engineering process has bednitially validated in a dedicated
workshop (Rome, June 2011) with ATM experts. The initial validation focused on the
aspects that concern the process. The rationale for the process is that it is necessary to
support different stakeholders, who may need to be informed about specific changes
affecting critical security properties. The SecureChange process is concerned in particular
with those business stakeholders who are responsible for the design, implementation and
deployment of ICT in complex application domains. The change driven security
engineering proces aims to support collaboration among stakeholders in order to assess
the impact of changes on security properties. Moreover, it would enable them to identify
what aspects of the ICT have changed and their impact on critical security properties. This
requires the process to support different modelling artefacts that are useful to the
stakeholders (seeFigure 3).

1
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I
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level :
I

I

1

____________________________________________________________________

application
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technical
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Notation:

.. model element
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Figure 3 Collaboration support
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The change driven security engineering process copes with the idigfied challenges by:
e being fully driven by change events and change propagatipn
e supporting change propagation based on dependencies between artefacts

e providing an integrated view of the entire system, since change cannot be tackled
from a single perspective anymore

e supporting a tight integration of functional and security aspects
e defining clear domains and responsibilities for the various stakeholders.

The changedriven security engineering process supports different stakeholders by means
of common system view&onsisting of functional system models, security models domains
and responsibilities) and mechanisms of reflecting changdsonsisting of model element
states, change events and change propagationgjigure 4 shows the functional system
meta-model underlying the change driven security engineering processthe different
views provide direct mappings on the level of model elements (e.g. requirement models,
system models, architecture models) that are tailored to support different stakeholders.
The coordination of such elements, hence theorresponding views, is central to the
change driven security engineering process.
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VALIDATION SCENARIOS and EXERCISES

The validation workshop consisted of a walkthrough of the ATM case study. The WP2
models and basic notions were presented to ATM experts and contextualised for the ATM
case study (in terms of changes and security properties). WP2 validation focused on the
ATM Organizational Level Changad on the security properties ofinformation Protection
and Information Provision[1][2][3]. The impact of the introduction of the AMAN (Arrival
MANager) was assessed acading to different viewpoints: information view, business
process view and system viewFigure 5 shows for instance the impact of thentroduction

of the AMAN from a business process viewpoint of analysihe analysis of changes
involved also an information view (highlighting changes in thenformation flow) and a
system view (highlighting changes in the system architecture). All these viewpoints of
analysis contributed to the assessment of the impact of changes, hence, the risk
assessment. The changes triggered new requirements that were assessed. The risk
analysis was then updated in order to account for AMAN introduction and the potential
impact on the security properties. This required a coordination of different models (e.g.
requirements, architecture and risk) while updating their status as modified by relevant
engineering activities.
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Figure 5 Impact on business process view
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The change driven security engineering process relies on different statenachines
capturing the model states while they are updated. These state machines can be tailored to
capture domain specific engineering processes. Thatate machines reflect the lifecycle of
artefacts (e.g. state machine for the system model). Transitions between states define
change handling and fire new change events to other models (e.g. evaluation of all security
requirements causes the security olgjctives to change their states to evaluated}igure 6
shows for instance a state machine capturing the different states for a requirements

change.
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addModelElement

[BSO added to same/superior ModelElement]

LS |

complete

[new associated BSO
or new SR added)]

complete | at (time passed)
[forAll(SecurityRequirement. state = added)]

[all SR of ModelElement evaluated]

evaluated |
[forAll{SecurityRequirement. state = evaluated)]

Figure 6 Sample state machines for requirements changes

Figure 7 shows sample models (i.esecurity requirements, architecture changes and risk
estimates) for the ATM case study once all models areassessedin order to take into
account the introduction of the AMAN.
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Figure 7 Sample models in an evaluated state again

The walkthrough of the ATM case study highlights how the change driven security
engineering copes with the identified challenges. In particular, it is fully driven by change
events and change propagation. Change propagation is based on dependencies between
artefacts. It provides an integrated view of the entire system, since change cannot be
tackled from a single perspective anymore, and a tight integration of functional and
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security aspects. It defines clearly domains and responsibilities for the various
stakeholders.

VALIDATION CRITERIA

The evaluation criteria of Applicability and Human Effort (as identified in deliverable D1.2
[3]) for the change drivensecurity engineering process are detailed as follows:

e Applicability : The changedriven security engineering process can be applied to the
ATM case study. We operate witthe following increasing levels ofulfilment :

0 The changedriven process case studycan be conductedby the researchers
developing the methodology

0 The report documenting the results of the case studgan be understoody the
relevant stakeholders

o0 The major principles of the changedriven processcan potentially be establishelly
a software provider.

0 The principles of the changedriven process can be fully appliedby a software
provider.

e Human effort : The second evaluation criterion is that the changdriven software
engineering process can produce the desired results with less effort than by using
alternative, traditional methods. We operate with the following increasing levels of
achievement:

0 The steps of the security engineering procesare doable no matter the level of
required human effort.

o Handling a change request with the changdriven security engineering process is
doable with the samelevel of human effort as traditional methods and/or manual
approaches

0 A change request can be handled witkignificantly lesshuman effort than by using
traditional methods and/or manual approaches.

VALIDATION RESULTS

The walkthrough of the ATM case study was evaluated by a feedback session and a
questionnaire evaluation. Both activities allowed us to capture dch set of information to
evaluate the change drivensecurity engineering process with respect to the ATM case
study. The feedback session concluded that:

1. The change driven security engineering process supports properly capturing and
analysing changes ath evolutions of complex domains such as ATM. All the
methodology steps are relevant to evolution.

2. The ChangeDriven Security Engineering Process allows the modelling of complex
security problems. However, it would be necessary to be tested on more complex
problems and detailed pilot studies. This is because it is related to the fragmentation
of problems and the required level of detail to model these aspects.
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3. The change driven security engineering process captures ATM organizational settings
and operational procedures. It would deal also with hew systems and be related to
system usages too.

4. It is clear how all the artefacts/steps of the Chang®riven Security Engineering
Process are linked in a weldefined methodology. However, it is not very clear and
easyto grasp how states change from one step to the other. Probably ways to better
highlight the consequence of change handling step are needed.

5. The change driven security engineering process could be applied in the ATM domain
with R&D, for industrial usage mt clear yet. It would need more integration and
further evolution.

A questionnaire evaluation followed the feedback session. The evaluation questionnaire
consisted of six groups of evaluation criteria (four concerning in general SecureChange
artefacts, i.e., Methodology, Modelling Language, Algorithm and Tool, one concerning the
relevance for ATM domain and a final one tailored specifically for the WHjigure 8 and
Figure 9 show the median score for each evaluation group or criterion, respectively.

WP2 Evalution Questionnaire WP2 Evaluation Questionnaire
6 1
22 6 2
5 21 3
20 4
g4 19 5
3 18 6
2 17 7
1 16 8
15 9
o
ethodology  Modelin s Algorithm ATMspecfc WP2-peci W i
12
Figure 8 Median score grouped for each criterion Figure 9 Median score for each evaluation
category criterion

The relevance for the ATM domain focused on the following criterigATM Relevance):

e The methodology/artefact complies with prectices drawn from the Air Traffic
Management (ATM) domain

e The methodology/artefact can be easily understood and applied by ATM experts

e The methodology/artefact deals with requirements changes drawn from ATM case
study.

e The methodology/artefact deals with security properties drawn from the ATM case
study.

4EA AOAI OAOGEIT T 1T &£ OPAAEZLZEA 7080 AOOAEAADOO &I AD(

o Applicability: The changedriven security engineering process can be applied to the
ATM case study

e Usability: The changedriven security engineering process can produce the desired
results with less effort that by using alternative traditional methodologies
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e Tool Support: The changedriven security engineering process is supported and
demonstrated by a specific toal

2.2.1.2 MoVE Tool

The MoVE Tool has beendevised in order to support the change driven security
engineering process and its main steps. It is aeans to coordinate different state
machines that relate to the status of different design artefacts (e.g. requirements models,
risk analysis models). The main rationale is that different system artefacts that concern
with the development environment are subject to changes. Different tools are often used
in order to support developmental activities (e.g. requirements modelling, risk angis).
Different stakeholders are responsible for the management of such artefacts.
Unfortunately, the coordination of artefacts and developmental activities is little
supported. The MoVE tool addresses such aspects by:

¢ notifying stakeholders of relevant hianges
o fostering collaboration among stakeholders
e supporting the analysis of aspects of systems that are affected by changes.

Figure 10 shows the corteptual architecture of the MoVE tool. The coordination among
different artefacts is supported by specific adapters that capture the different states. The
MoVE tool highlights changes and communicas¢hem to stakeholders.
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Figure 10 Conceptual Architecture of the MoVE Tool
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VALIDATION SCENARIOS and EXERCISES

A dedicated workshop (Rome, September 2011) was organised in order to validate the
implementation of the MoVE tool and its support for the change driven security
engineering process. The validation activities consisted of a walkthrough user story
supported by the MoVE tool of the selected changes requirements and security properties.
The main aim was to assess and validate how the MoVE tool supports the different
underlying aspects of the change driven security engineering process. In particular, how
the MoVE toolsupports the coordination and communication of changes across different
but related developmental artefactsFigure 11 highlights that it is necessary to coordinate
stage changes in order to support the change driven security engineering process.
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Figure 11 The MoVE Tool highlighting state changes

VALIDATION CRITERIA

The evaluation criteria of Applicability and Human Effort (as identified in deliverable D1.2
[3]) for the MoVE TOOlare detailed as follows:

e Applicability : The framework is applied to the Change Driven Security Process. We
operate with the following increasing levels ofulfilment :

0 An implementation of the frameworkis available and demonstratedith academic
examples

o0 An implementation of the frameworkis available and is applicabléeo the ATM case
study.

0 The implementation of the framework can be adoptedby relevant stakeholders
and applied to their tool landscape

o0 The framework and its interfacesare adoptedby software providers and further
developed.

e Human effort : The second evaluation criterion is that a process supported by the
MoVE Framework can produce the desired results with less effort than by using
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alternative, traditional methods. We operate with the followng increasing levels of
achievement:

0 The installation of the framework enablesthe implementation of a change driven
security process

0 The installation of the frameworkreducesthe communication and synchronization
overhead, reducing human effort.

VALIDATION RESULTS

The WP2 ATM Validation Workshop (Rome, September 201#jas concerned with the
following objectives:

1. Introduction on the change driven security engineering Procest® ATM experts.
1. Demonstration of MOVE Tool support for the SecureChangetégrated Process
2. Evaluation of the tool and results.

The management of models in a change driven process requires an effective set of
networked tools. In the context ofSecureChangave employ the infrastructure of MoVE
(Modelling and Versioning Environmen) that provides a framework to build such a tool
support. Figure 12 shows a sample screenshot of the MoVE Tool.
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Figure 12 Screenshot of the MoVE Tool
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MoVE provides version control features leveraging classical subversion technojo@nd
extends it using EclipseModelling Framework (EMF) to provide sophisticated model
versioning methods. To support the Living Security process the MoVE tool provides model
element states and respectively state machines for model elements. State mackirse
implemented based on SCXML and OCL as a query and constraint language. Together with
change propagation, state machines fulfil the need of a chandgven process. MoVE
adapters allow tight integration and connection of heterogeneous modelling artetss.

The user story of the walkthrough validation session followed specific steps in order to
highlight the different functionalities of the MoVE tool and its support to the change driven
security engineering process. The user story involved the followingteps (in summary):

1.

Project Setup z a script loads different models (e.g. UML system modgllists of
requirements state machines) and information (e.g. configuration of MoVE pltig).
This created an initial repository with a basic set of models.

Design Changes z Checking the system modelKigure 13 shows an example of an
UML systemmodel that is modified) and adding two new elements (each with state
ADDED): A/C position and ADS.

Committing Changes z The MoVErepository starts state machines and changes
Business Security Objectives SO1 and SO2 to state ADDED according to state machine
definition. This can be viewed in the commit log and in the state machine change
window (Figure 13). Changing the state of A/C position and ABB to state PENDING
and committing changes.

2] (el
Instance Statename From To

AD5-B Mode state COMPLETE e ADDED P
W/C position state PENDING e ADDED

502 state EVALUATED e ADDED

501 state EVALUATED e ADDED -

Figure 13 Screenshot of the state machine change window

Checking Security Requirements z Switching to requirements model, adding two
Seurity Requirements SR7 and SR8 andommitting changes. Adding Security
Requirement SR9 with parent SR2 and committing changes result in an additional
change in SR2s state. System Desg is informed and changes the state of A/C
position and ADSB to state COMPLETE. Commit changes.

Risk Assessment z Add 3 new Risks R% R7 with State ADDED to model. Commit
changes. Some Security Requirements change state to COMPLETE. Complete
requirement definition and set state to EVALUATED. Commit changes.

Changes Evaluated z Previously added Security Requiremerst change their state to
EVALUATED. Therefore SR2 changes to EVALUATED too. This triggers also a state
change in SO1 and SO2. The two elements of A/C position and AD&hange their
state to EVALUATED.
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After the evaluation session, we gathered feedback bygstionnaire to collect structured
feedback and brainstorming session to collect suggestions about the MoVE tool and the
supported change driven security engineering process. The brainstorming session finally
was useful to interpret some of the questionnae outcomes. The following points
summarise the final evaluation remarks for the MoVE tool and the change driven security
engineering processkFigure 14 and Figure 15 show the median score for each evaluation
group or criterion, respectively.

WP2 Evaluation Questionnaire WP2 Evaluation Questionnaire
6
5
gl 5
E 2 7
1 8
0
Methodology ~ Modelling Algorithm Tool ATM-specific  WP2-specific
Language Criteria Criteria
Figure 14 Median score grouped for each Figure 15 Median score for each evaluation
criterion category criterion

2.2.2 Validation Remarks
The evaluation activities for the WP2 artefacts stress the following evaluation remarks:

1. It is critical the role of State Machines as a means to coordinate change management
processes in order to safeguard critical security properties.

2. Different State Machines may support different project phasege.g. requirements
modelling, system designand risk assessment) However, tailoring such State
Machines and building domairspecific adapters (e.g. adapters to integrate tools
within the ATM domain) for different models require substantial effort

2.3 WP3 Requirements

2.3.1 WP3 ARTEFACTS

The SecureChangeMethodology for Evolutionary Requirements (SeCMER) supports:
RequirementsHlicitation , RequirementsEvolution and Argumentation Analysis

e Requirements Elicitation. 4 EA 3 A #eqetredndefs elicitation step produces a
requirements model (i.e. an instance of the SeCMER conceptual model), which
combines conceptsddrawn from Problem Frames,SI*and security properties.

e Requirements Evolution. 4 EA 3 A#- %2860 OANOEOAicdhieded AOT 1 OO

with detecting changes that might have an impact on the satisfaction of a security
property. Such changes are detected by means of evolution rules that are event
condition-action rules. The event and condition part of a rule match a possibbhange

in a requirement model while the action partspecifiescorrective actions to be applied
to the requirement model.
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e Argumentation Analysis. 4 EA 3 A#- %280 AOCOI AlcteckOtEal 1
security properties are preserved by evolution anddentifies new security properties
that should be taken into account. The output of this phase is an argumentation model
that provides evidence for denial of satisfaction of a security property.

Figure 16 shows the main steps supported by the SeCMER methodology.

Risk luti
Assessment Evolution
Rules
Change Requirements Requirements Requirements
Request  — Ejicitation —* &Change <> Eyolytion
requirement l
satisfiable?
. Argument secure
< Analysis after
change?
3 3 A Al System -
Properties

Design

Figure 16 Overview of SeCMER

The validation activities for WP3 focused orthe modeling of evolution as obervableand
controllable rules as well as orthe two main delivered artefacts:

1. SeCMERMethodology.
2. SeCMER Tool

The SecMER methodology was validated by two dedicated workshopBdme, April and

July 2011) with ATM experts. The SecMER tool (and its support to thecareChange

Methodology for Evolutionary Requirements) was validated by a dedicated workshop
with ATM experts (September 2011).

2.3.1.1 SeCMER Methodology

The validation activities of the SeCMER modelling methodologycusedon the assessment
of: modelling requirements evolution, estimating the impact of changes on requirements
and supporting of the different phases. The SeCMER methodology consists of different
modelling artefacts that combined together deal with requirements changes and security
properties. The SeCMER methodology supports
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e modelling requirement evolution by different requirement methodologies, i.e. SI*,
Problem Frames and SecMER ontology

e automatically detecting requirement changes and violation of security properties by
means ofevolution rules,

e argumentation analysis to check security properties are preserved by evolution and to
identify new security properties.

The main output from the methodology is therefore either an argumentation that system

changes do not affect required ssurity properties or a formulation of security properties

that are satisfied by new system design. The first workshop (Rome, April 2011) concerned

with the assessment of the SeCMER conceptual model. In particular, the validation

activities focused on small-scale modelling exercises in order to assess the

Ol AROOOAT AAAET EOU 1T £ OANOEOAI AT 6O AOI 1 OOEIT60
(Rome, June 2011) concerned with the assessment of the different phases supported by

the SeCMERnethodology. The followingsections report thevalidation results.

VALIDATION SCENARIOS and EXERCISES

The first workshop (Rome, April 2011) concerned with the assessment of a graphical
representation of requirements evolution (i.e., of evolution rules for requirements). The
workshop focused on the following points:

1. 3 OAE A E Idésife ofOrénirements evolution analysis z what type of support do
stakeholder expect to receive from an evolution analysis?

2. Notation and graphical representation of evolution rules for requirementsg How to
represent the observable evolution rules? Are the rules able to captaeemental model
of evolution of the users?

3. Preliminary elicitation of quantitative estimates (e.g.likelihood of changes)z What
kind of questions to ask stakeholders to get numbers (i.e. probabilities of evolutions)?

The workshop involved a roleplaying scenario in which different stakeholders were
AT TAARAOT AA xEOE AEAT CAO OANOEOAI AT 608 4x1 1 AEI
validation activities:

72 Requirement engineer s (modellers) who are responsible to conductelicitation
activities (e.g. brainstorming sessions) with stakeholders AAT OO0 OOAEAET 1 AA
desires, and present graphical representation of rules in the designer workshop.

72 Business Stakeholder s (Domain Experts) , e.g. Air Traffic Controllers, who will
evaluateand provide feedback orthe graphicalrepresentations of evolution rules.

The workshop consisted of different sessions. The initial session introduced the general
aspects of goabriented requirements engineering. In particular, the introduction
provided a rationale for capturing requirements (and requirements evolution) in a
structured way. It described the graphical notation of SI* and a general modelling
requirements engineering process.Table 2 shows some examples of goairiented
concepts and their rgresentations in SI*.Examples drawn from the ATM case study in
ATM were represented by an English description as well as a requirements model.
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Table 2 Sample concepts and graphical representation in SI*

Agent/Role

Goal

Delegation

Event

The first workshop (Rome, April 2011) aimed at assessing alternative representations of
requirements changes. In particular, the ATM case study was modelled in order to
investigate how requirements evolution modelling would enhance reasoning about
changesfrom a goatoriented viewpoint, that is, how requirements changes would affect
responsibilities from an operational viewpoint. Figure 17 shows an exanple of observable
evolution rules stressing changes in terms of goals due to the introduction of the AMAN.

Introduce AMAN with basic

functions
Befare the introduction of

AMAN

Figure 17 Alternative goal -oriented changes due to AMAN introduction
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Similarly, during the workshop, ATM experts (e.g. Air Traffic Controllers) assessed the
representation of changes (in terms of goals), the likelihood of particular change scenarios
and the representation of such chances. Theombination of change represenation and
change likelihood is useful in order to capture evolution rules to be monitoredATM
experts pointed out that currently, in the whole ATM domain, an increasing interest is
devoted to methodologies and processes supporting and documenting the dsioin
making activities within the ATM developments. They have confirmed that change
management and the need of a formal methodology to trace and assess the introduction of
new operational concepts and their impact on ATM Key Performance Areas are among
R&D problems. Currently, change management processes are supported by influence
diagrams that allow to trace strategic objectives to operational solution and that allow to
perform what if analysis to understand the impact of a proposed change. However, the
Evolution Elicitation and Probability Estimation might be useful during the brainstorming
phase to identify the alternative operational requirements associated with a proposed
change. The reasoning phase instead can be used to support the decision makers in
identifying the best solution at operational level to be implemented.The SeCMER
methodology to model and reason on evolution would support managers and controllers
during the change management procesgigure 18 shows another example ofobservable
evolution rules.

<Hirst Possibility of Evolution>
— R1: Manage keys

42% and identities of

stem entities
{ R2: aupport a robust,

scalable IKMI
<Original Requirements> @
R1: Manage keys - _
and identities of <Second Possibility of Evolution>

stem entities R1: Manage keys

and identities of

@ stem entities
k R2: qaupport arobust,
1904 scalable IKMI
0
46 /0\9 (FB: Qupport single sign-oD

@

Figure 18 Modelling evolution as a set of rules

Overall, during the ATM workshop for, the evaluation omodelling and reasoning on
evolution highlighted that:

e The ATM experts pointed that Evolution Elicitation and Probability Estimation might
be useful to identify the alternative operational requirements associated with a
proposed change

e Reasoning on evolubn can be used to support decision makers in identifying the best
solution at operational level to be implemented.
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e Predicting the probability of evolutions is not trivial. The ATM experts suggested that
an incremental approach should be adopted tadentify all possible evolutions for a
given before-evolution requirements model.

The second ATM workshop (Rome, June 2011) was useful to consolidate the validation of
the SeCMER methodology and to get some initial feedback about the tool suppditte
validation activities involved the presentation of the SeCMER methodology to ATM experts
and awalkthrough change scenario. Thevaluation was concerned with each modelling
artefact supporting the SeCMER methodology. Modelling examples captured tA&M case
study. Figure 19, Figure 20 and Figure 21 show examples of requirements modelsecurity
pattern and argumentation analysis, respectively.

pattern
assetLeak(ConcernedActor,UntrustedActor,SecGoal,Asset) {
find want(ConcernedActor, SecGoal);

s - find securityGoal(SecGoal);

® o .90

find protect(SecGoal, Asset);

find delegate(Concerned Actor, UntrustedActor, Asset);

neg find trust(Concerned Actor, UntrustedActor, Asset);

’\D\ - AMAN Arrival
- Sequence
\. P
Trust ]
S — ] ()
Figure 19 Example of requirements model Figure 20 Example of security pattern
32A2
F11: Only authorised users can access SWIM data F12: User authorisation policies are managed by several managers F13: Access level according to user role in organisation
3 3z
R
i Ad: SWIM personnel sre trustworthy
A3: Physical infrastructure is secure K 3212
ELTV] 5 :
F10: Pecple working with SWIM data will be vetted
F7: SWIM adaptor is tamper-proof F&: SWIM-Box is secure F9: Data cables cannot be cut P
3% 3% 32
v, "
A2: AMAN is no longer secure
2#F1
Fd: SWIM network will be introduced F5: SWIM data will be shared
2% 2%

F6: AMAN+S5WIM is not a closed system
2%

7 [
/ :
s H
g :
/
/
i
AL AMAN system is sedure
1= i
7 3
F1: AMAN is a closed system F2: Physical location of AMAN is protected
1# 1%

F3: If AMAN is closed and protected, then it is secure
1%

Figure 21 Example of argumentation analysis
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VALIDATION CRITERIA

The evaluation criteria take into account two aspects of the SeCMER methodology: the
modelling language and the overall methodology (supporting different phases, i.e.
requirements elicitation, requirements evolution and argumentation analysis). The
evaluation criteria of Applicability and Human Effort (as identified in deliverable D1.43])

for the SeCMER methodology are detailed as follows:

SeCMERModelling Language

e Applicability: The first evaluation criterion is that the SeCMERnodelling language
can be applied on the ATM case study famodelling and reasoning on evolving
requirements.

0 Both functional and security requirements characterizing the nitroduction of
the AMAN must bemodelled using SeCMER concepts

o Evolution of requirements associated with the introduction of the AMAN must
be modelled using SeCMER concepts

o0 The requirement models related to the introduction of the AMAN must be
analyzableby using reasoning techniques

0 The requirementmodelling must be computeraided.

e Human effort: The second evaluation criterion is that themodelling of changing
requirements in the ATM case study can be conducted with less effort than by using
state of the art requirementsmodelling languages or techniques.

o Themodelling of changing requirements using SeCMER methodology is doable

0 The modelling of changing requirements using SeCMER methodology saves
effort.

SeCMER Methodology

e Applicability: The first evaluation criterion is that the SeCMER methodology can be
applied on the ATM case study fomodelling and reasoning on evolving requirements.
We can identify several sub criteria for the applicability to the ATM case study

0 The SeCMER methodology should consists of well defined, precise and easy to

apply steps
72 Each step can be understoodnd applied bythe researcher.
72 Each step can be understoodnd applied by the stakeholder
72 Each step can be understoodnd applied by the stakeholder, at

least partially.

72 Each step can be understoodnd applied by the stakeholder, in
complete independence.
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o Explicit linkage of produced artefacts with SeCMER methodology steps

o0 The methodology can be applied to the case study

72 Can be done by the researcher

72 Results can be understood by the stakeholder

72 Can be done by the stakeholder, at least partially

72 Can be done by thetakeholder, in complete independence.

e Human effort: The second evaluation criterion is that the SeCMER methodology can
be applied to the ATM case study with less effort than other existing requirement
engineering approached.

0 SeCMER methodology steps carelexecuted no matter the level of required
human effort.

0 SeCMER methodology steps can be executed with the same level of human
effort as traditional methods and/or manual approaches

0 SeCMER methodology steps can be executed with (significantly) less human
effort than by using traditional methods and/or manual approaches

VALIDATION RESULTS

The evaluation of the SeCMER methodology by ATM experts highlighted the applicability
of the methodology within the ATM domain. The ATM experts pointed out that the
methodology can be applied to the ATM domain. However, they reported that the
additional value of having the SecMER conceptual model needs to be better outlined. This
was due to the fact that many concepts in the SeCMER conceptual model were new to the
ATM expets. Figure 22 and Figure 23 show the median score for each evaluation group or
criterion, respectively.

WP3 Evaluation Questionnaire WP3 Evaluation Questionnaire
22_6 : 2
21 3
20 4
19 5
18 6
17 7
16 8
15 9
14 10
Methodology  Medelling Algorithm ool ATM p cific wps p cific 13 11
Language 12
Figure 22 Median score grouped for each Figure 23 Median score for each evaluation
criterion category criterion

2.3.1.2 SeCMER Tool

The SeCMER tool was validated in a dedicated workshop (Rome, September 2011) with
ATM experts. The validation exercise involved walkthrough change scenario of the ATM
case study in order to present the different aspects of the SeCMER methodolagyl their
tool implementation.
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The SeCMER tool, implemented as an Eclipskig-in, provides basic viewing and editing
functionality to the integrated aspect models (Si*, abstract SeCMER model and Argument
model currently). Additionally, the tool supports the following mechanisms:

e Onthe-fly bi-directional synchronization between SeCMERand Si* representation of
requirement models.

e Evolution rules detect violations of certain security patterns and offer automated
solutions. Violations appear as Eclipse problem markers (of level WARNING). The
suggested solutions appear as Quick Fix rules.

e Traceability is established between the argument and requirement bpdels,
requirement changes that make an argument obsolete can be automatically detected,
and the user is notified by a message box.

Changes made in the abstract EMF representations (like the tree editor and the GMF
Tropos Diagram) are transformed and synchronized between th&eCMERind Si* aspects
on the fly. Textual formats (like the .ontology format of thesSeCMERequirement model)
are more detached: updates to and from them are only propagated upon savirnthe
walkthrou gh ATM change scenario was a means to present the differefunctionalities
supported and implemented by the SeCMER tool. Thmplemented plug-in supports the
different phases of SeCMER methodology.

VALIDATION SCENARIOS and EXERCISES

The different functionalities implemented and supported by the SeCMER tool were
presented to ATM experts by means of a walkthrough change scenario drawn from the
ATM case study. The SeCMER Tool supports Viewing and editing of requirements models.
The SeCMERab of the tree edibr of the .secmertool EMF resource (seéigure 24) allows
viewing the abstract representation of the contents of all associated models.

4 *demo.secmertool 3 =0

- i platform:/resource/Misc-SecMER-Demos/ATM-SWIM/2%20- %20poststate/demo.secmertool
- |4 platform:/resource/Misc-SecMER-Demos/ATM- SWIM/2%20- %:20poststate/aspect-models/demo.tpd
4|l platform:/resource/Misc-SecMER-Demos/ATM-SWIM/2%:20- 5620poststate/aspect-models/demo.ontology.xmi
4 < Situation ATM2
4 4 World
< Actor MDC
4 Actor AMAN
< Security Goal MDIntegrity
4 Resource MeteoData
<4 Actor SWIM
4 Actor SWIMBox_AMAN
< Actor SWIMBox_ MDC
4 Security Goal MDAccessCantrol
< Action SecurityScreening
4+ Relationship protects (MDIntegrity, MeteoData)
Relationship protects (MDAccessControl, MeteoData)
Relationship wants (AMAM, MDIntegrity)
Relationship provides (MDC, MetecData)
Relationship trusts (AMAN, MDC, MDIntegrity)
Relationship delegates (MDC, SWIMBox_MDC, MetecData)
Relationship delegates (SWIMBox_MDC, SWIM, MeteoData)
Relaticnship delegates (SWIM, SWIMBox_AMAN, MeteoData)
Relationship delegates (SWIMBox_AMAN, AMAM, MeteoData)
Relationship wants (AMAN, MDAccessControl)
Relationship carries out (AMAN, SecurityScreening)
Relationship interfaces (AMAN, SWIMBox_AMAN)
Relationship interfaces (SWIMBox_AMAN, SWIM)
Relationship interfaces (SWIM, SWIMBox_MDC)
Relationship interfaces (SWIMBox_MDC, MDC)
platform:/resource/Misc-SecMER-Demos/ATM-SWIM/2%20- %:20poststate/aspect-models/demo.argument
- |d] platform:/resource/Misc-SecMER-Demos/ATM-SWIM/2%:20-%:20poststate/aspect-models/demo.argument_diagram

L+ LSS+

Figure 24 Tree editor of the abstract model
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The abstract model captures the following information:

e within the .secmertool file proper, the element Integration Model is responsible for
gluing together the various other models, and containgaceability information,

e the abstract EMF model converted from the textual representation of the
requirements model,

e the argumentation model associated with the requirements model, which is actually
the abstract EMF model transparently parsed from the tdual representation of the
argumentation model,

e two subtrees contained in the Si* file: the abstract Tropos Model, and the abstract
structure of the graphical diagram elements.

The tree editor can be used in conjunction with the Eclipse Properties View tonanipulate
the abstract form of the SeCMER Requirements mod&he editor has two more tabs. The
Tropos tabcontains the Si* Tropos diagram editor to show the graphical representation of
the Si* aspect (sed-igure 25). This tab can be used as a regular Si* editor. Users typically
perform most of the requirement modelling using this view, since modifications are
automatically propagated between the abstict SeCMER requirement model seen in the
tree editor, and the Si* requirements model. There are certain types of model elements,
though, that are not represented in the Si* syntax. The most important is therotects
relationship between asecurity goal andan asset that can be created using the abstract
tree editor. The Argument tab (see Figure 26) shows the argument diagram for the
Argumentation model associated with the requirements model.The SeCMER tool allows
the creation of new models by the New SeCMER model wizards ($égure 27).

144 "demo.secmertool £3 =0 &) *demo.secmertool £3 =g

+ Palette b * | 53 Palette

= A2 AMAN is no longer secure 2 —
> Actor 3o longer secur (= Objects

£ | Senvice F4: SWIM network will be introduced £2 F5: SW Argument
(= Association (= Connections

(&> Relationships. 4 Denies

/* Contribution
F6: AMAN+SWIM is not a closed system #2 4 Mitigates

7 Ipact 4 Rebuts

. Alleviation ¢ Replaces

A Composition 4 Restores
(= Custom Relationships

D, . | Dependency

(= ECO Model

« i < i
SecMER | Tropos | Argument SecMER | Tropos | Argument

Figure 25 Si* diagram on the Tropos tab Figure 26 Argument diagram on the Argument tab

= SecMER - SecMER-Demo/demo/demo.secmertool - Eclipse
File Edit Navigate Search Project Run SecMERTool Editor

H@ = W QB
[ Project.. F'

|

¢ @ New SeCMER model from scratch o1
c

i & New SeCMER model from Tropos/Si* model o
| 9

ol
New SeCMER model from .ontology file

ol
" Task o1
¥ Untitled Text File
Folder

File
[ Example...

[ Other... Ctri+N

o tamanlatar

Figure 27 New SeCMER Model wizards
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The SeCMERditor allows the direct manipulation and export of Aspect models. Invoking
the Export SeCMER model into .ontology file exports the requirements model into a
selected file with the .ontology textual syntax. Invoking Export Tropos / Si* model will
export the Si* aspect into the selected .tpd file. Finally, Export Argument Model extracts
the argument model in the .argument textual syntaxThe SeCMERtool allows the
evaluation of some security properties based on the requirements models in a completely
automated fashion. Detected securityviolations show up as a Warning marker in the
6001 Al Al 66 6EAx | &£ OE kigussRd). FEECRACMER ©dEulghstsA E
default solutions or solution templates automatically. A dialog will appear listing possible
ways to resolve the violation in question. Such solutions can be selected and executed
automatically (seeFigure 29).

Quick Fix

Select the fix for ‘Untrusted delegation: AMAN wants MDIntegrity J
that protects MD which is delegated to the untrusted SWIM'. =

Select a fix:
Add trust relationship from AMAN to SWIM over MD

Add trust relationship from AMAN to SWIM over MDIntegrity
Create action carried out by AMAN that explicitly fulfills MDIntegrity

[ Properties |[2 Problems £3 3 Search| @] Error Log
0 errors, 3 warnings, 0 others
Description
4 & Warnings (3 items)
8 Untrusted delegation: AMAN wants MDIntegrity that protects MeteoData which is delegated to the untrusted SWIM ) — )
%, Untrusted delegation: AMAN wants MDIntegrity that protects MeteoData which is delegated to the untrusted SWIMBox AMAN 7 Cancel
B, Untrusted delegation: AMAN wants MDIntegrity that protects MeteoData which is delegated to the untrusted SWIMBox MDC
Figure 28 Detected security issues Figure 29 Automatically suggested solutions

The SeCMER tool currently supports two kinds of tieability information that connect the
Argument model and the Requirements model:

e The ground facts or evidence of an argument (typically an empty argument, i.e. fact)
are Requirements model elements about which the argument states a proposition.

i OAA

Many argi AT 60 j OUPEAAI T U OEA AlTi DI OEOA 11AO0Q Al

e Some toplevel arguments may have supported goals in the requirements model. If the
argument is valid, then the goals can be considered satisfied.

These traceability links can be established kb in the Argument Diagram or supported
goals in SeCMER moddtigure 30 shows a screenshot of the window for selecting ground
facts and linking them to an argument.

-
Ground facts of argument in SeCMER model -- Argument F10 : People working with SWIM data willlhév_e‘tm ﬂ‘é
Filter Available Choices
Choice Pattern (* or ?)

Choices Eeature
4 Action SecurityScreening Al [ add <4 Actor AMAN
<4 Actor AMAN = = < Action SecurityScreening
4 Actor MDC |Remove | | 4 Relationship carries out (AMAN, SecurityScreening)

<4 Actor SWIM

(]

4 Actor SWIMBox MDC

A Dalatinnchin carriae nrt (AMAN SaciirihCrraanin
« " » QOWH

&

Figure 30 Selecting ground facts for an Argument
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The point of maintaining traceability of supported goals is that reports of security
violations are suppressel from the Problems View if the violated security goal is
supported by an argument. In other words, manually verified arguments can override
automatic problem detection. While argumentation is a powerful framework for early
stage analysis of security properties based on the requirements model, by default it
considers a single state of the model. The challenge is in detecting arguments that have
potentially been invalidated by changes, and revisiting these arguments to reflect the
evolution, while no costly revision process is required for unaffected arguments. This is
the purpose of keeping the traceability information on ground facts, so that model changes
involving the ground facts may trigger a notification that alerts the user about the
possibility that the argument may have become invalid due to the chandgéigure 31 shows

a sample screenshot of the warning window detecting an invalid argumentation.

[ = Argument needs revisiting l_i?_l M

‘ . Argument F10 (People working with SWIM data will be vetted) might have become
invalid due to a change to the model.

Please re-establish traceability to ground facts afterwards.

——

& T——

Figure 31 Detecting the invalidation of an argument

VALIDATION CRITERIA

The evaluation criteria (as identified in deliverable D1.2[3]) for the SeCMER TOOL are
detailed as follows:

e Technical Usability.
0 Look and Feel
0 Learnability/Memorability .

User Acceptability.

Human Effort.

Presentation of Information.

Domain Applicability:
0 The SeCMER CASE Tool can be used to model and analyse the case study:
Can be done by the researcher

Results can be understood by the stakeholder

> > >

Can be done by the stakeholder, at least partially
A Can bedone by the stakeholder, in complete independence.
o Additional knowledge or research is required to run the SeCMERASETool.

o0 The SeCMER CASE Tool cannot be used in the existing ATM software
engineering processes

0 The SeCMER CASE Tool can be used only watfising the existing processes
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0 The SeCMER CASE Tool can be used without major revision of the processes
o0 Atool for requirement evolution management is already used

0 The SeCMER CASE Tool contributes to a better support for ATM evolution
requirement management

e Impact of a change can be assessed by the SeCMER CASE Tool

e The SeCMER CASE Tool can present the analysis of the change in a usable format for
end-users.

VALIDATION RESULTS

The evaluation workshop (Rome, September 2011) organisefor the SeCMERtool
evaluation gathered feedback by ATM experts, who assessed how the tool captures and
supports each aspect of the methodology. One of the outcossetressed the need to
improve the user interface.A user-friendly interface would be critical in order to support
users who might have received limited training on the SeCMER methodology. The SeCMER
tool could be really useful as decisiorsupport tool during the brainstorming phase of the
change management process applied by Air Navigation Service ProvidersN@&Ps) to
understand all the possible implications of changes. The evaluation outcomes allowed the
identification of specific improvements, which have been implemented into the final
version of SeCMER TodR]. The workshop feedback contributed to the improvement of
the tool. Numerous changes were made to the tool at the request of the ATM experts, such
as a customization of the Si* User Interface tot fISeCMER concepts and workflow. The
changes include the following:

e An improved Graphical User Interface, with usefriendly features including wizards
and export / import functionality. For instance, help functionality has been added on
how to perform the main steps of SeCMER.

e A customized adaptation of the Si* diagram features to be more aligned with SeCMER
concepts

e An extended mapping between Si* and SeCMHERenable Si*based modelling for all
concepts involved in the Year 2 and Year 3 demonstration scenarios. This required
that the concepts in the SI* interface to be renamed in order to avoid confusion
between the SI* view and the SeCMER view.

e New Security Patterns have been added to cover further security issues, including
violations of the least privilege principle.

e Added support for generating a dynamic list of quick fixes for a single security
violation.

e Miscellaneous bug fixes (e.g. the fault in the g@ag project functionality has been
fixed).

The implemented changes improved the overall usability of the SeCMER tool. Further
feedback has been collected by means of evaluation questionnair€sgure 32 and Figure
33 show the median score for each evaluation group or criterion, respectively.
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WP3 Evaluation Questionnaire WP3 Evaluation Questionnaire
13 1

5

4 19 5
g 3 18 6

2 17 7

6
. 1 8
15 9
o

Methodology M dellin g Algorithm Tool ATM p cific J\P] p | 13 13:

Figur e 32 Median score grouped for each Figure 33 Median score for each evaluation
criterion category criterion

2.3.2 Validation Remarks
The evaluation activities for the WP3 artefacts stress the followingvaluation remarks:

1. The SeCMER methodology extends requirements engineering approaches (i.e. i* and
Problem Frames) in order to deal with requirements changes and safeguard critical
security properties.

2. The SeCMER methodology and tool require training inrder to support capturing of
domain knowledge and practice.

3. ATM experts highlighted an alternative use of the methodology/tool to support
brainstorming sessions and gathering of requirements rather than modelling system
entirely z large models tend to be @o complex.

2.4 WP4 Model Design
2.4.1 WP4 ARTEFACTS

The validation activities for WP4 focused on théntegration of Design Modelling Solutions
SecureChangemethodologies and artefacts support different development phases (e.g.
requirements, design, risk analysis, implementation, testing). SecureChange
methodologies support such development phases by modelling specific artefacts (e.g.
requirements model, riskanalysis model) and their evolutions. WP4, within the scope of
the ATM case study, focused on the integration of such modelling artefacts for
requirements, design and risk analysisThe different SecureChange modelling artefacts
were presented to ATM expds in a focused workshop (Rome, September 2011). A
general development process tailored to security served as a means to introduce the
different modelling artefacts and their relationships.

24.1.1 Integration of Design Modelling Solutions

The ATM workshop (Rome, September 2011) for the WP4 Integration of Design Modelling
Solutions involved awalkthrough scenario showing different development phases and the
corresponding SecureChange modelling artefacts. Theain emphasis was on the
relationships between different modelling artefacts.
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Figure 34 shows the engineering process presented during the ATM workshop in order to
introduce the SecureChange modelling artefacts and to highlight their relationships.

Ewide!lce: including overall

Y

L j Security assurance argument

Figure 34 An engineering process for security -critical systems

Note that the process is similar to the one adopted for ongoindevelopmentsin the ATM
domain (the process is similar to the one adopted for the development of SWIM, System
Wide Information Management[5]).

VALIDATION SCENARIOS and EXERCISE

The walkthrough scenario (presented during the validation workshop) involved the
presentation of different SecureChange modelling artefacts developed for the ATM case
study. The validation activity presented proprietary industry tools (developed and
adopted by Thales) alongside SecureChange modellirgrtefacts in order to stress
integration among different modelling artefacts and relevance to industry practicedn
particular, the walkthrough engineering process highligbed the following engineering
development phases and the relevant SecureChange modelling artefacts:

1. Requirements Modelling that relies on goatoriented notations to specifymulti -agent
systems Figure 35 shows a sample Si*architectural model that highlights system
resources.

Figure 35 A sample Si* model capturing system resources
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2. Risk Assessment Modelling in order to estimate the impact of changeskigure 36
shows a sample risk assessment model that supports discussing emergent security
threats due tochanges.

Figure 36 A sample CORAS Risk Assessment model

3. Security Design Modelling in order to support design, implementation and testing
activities. WP4 worked in particular in the adoption of UMLSet¢o support system
specification.

In order to simulate the iterative nature of the engineering process, we have executed
modelling exercisesof the ATM case study before and after changes. Appendixeports
the modelling exercise.

VALIDATION CRITERIA
The evaluation criteria (as identified in deliverable D1.33]) for the Integration of Design

Modelling Solutions are detailed as follows:
e Effective Usage:
o Overall well-defined system engineering process with clear steps and links

o0 Compliancy with already existing tools, standard and/or work-practices in the
ATM domain

0 Computer aided support for systenrmodelling.
e Usability and Applicability:
0 The research technique can be applied on the ATM case study
0 Results can be understood by the ATM domain expert
o Can be done by the ATM domain expert, at least partially.
e Required human effort
o Equivalent to manual approach
0 Saves effort (in terms of time, workload and needed expertise)

0 Enhance the system models (providing further details and clearenodelling).
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VALDATION RESULTS

The modelling exercises(see AppendixE) highlight the Integration of Design Modelling

Solutions with respect to an engineering process tailored to deal with security
requirements and assurance. During the focused workshop with théTM experts, a

brainstorming and feedback session allowed us to identifgpecific comments concerning

the integration of design modelling solutions:

e The process is assessed as being sound and relevant to their professional work in the
ATM domain

e Theintegration of the processes (i.e. security anéngineering activities) is of value
Convergence of safety and security engineering practices is recommended.

e The responsibilities of each stakeholder in the process wer@nclear; this would be
critical in order to integrate the engineering process within current organizational
practices. The use of models in litigations was an explicit questianSpecific attention
should be set on the (legal) responsibilities related to dnges.

e The current high tool diversity is an issue

Figure 37 shows the outcome of the evaluation questionnaires collected during the
evaluation ATM wakshop. It highlights a general level of acceptability of the engineering
process presented for the Integration of Design Modelling Solutions.

WP4 Evaluation Questionnaire

General Overview Security Engineering Process Tools

Figure 37 Median score grouped for each criterion category

2.4.2 Validation Remarks

The evaluation activities for thelntegration of Design Modelling Solutions with respect to
the ATM case study stress the following evaluation remarks:

1. Security Engineering Processes, Tools and Models extend development processes by
focusing on security apects.

2. The security-tailored engineering process intends to coordinate models supporting
different development activities (e.g. requirements gathering, risk assessment, design
modelling).

3. ATM experts highlighted that models and structured engineering presses might be
useful in clearly allocating security responsibilities.
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2.5 WP5 Risk Assessment
2.5.1 WP5 ARTEFACTS

The Risk Assessment WP contributed towards the developments of the CORAS risk
assessmenimethodology, modelling language and tool in order to deal with SecureChange
scenarios.The WP5 artefacts evaluated are:

1. The Risk Assessment Language and Methodology z CORAS as its extension in
order to deal with SecureChange objectives

2. TheRisk Assessment Tool supporting the CORAS language and methodology, that is,
the notation supported by the modeldriven risk analysis and the different steps
forming the risk analysismethodology.

CORAd6] is an approach to risk analysis that consists of three tightly integrated parts,
namely the CORAS method, the CORAS language and the CORAS tool. The method is based
on the 1SO31000 risk management standard7] and consists of eight steps. The four first
steps correspond to the context establishment, whereas the remaining four are risk
identification, ri sk estimation, risk evaluation and risk treatment. The method comes with
concrete tasks and practical guidelines for each step, and is supported by several risk
analysis techniques. The CORAS language consists of five kinds of diagrams, each of which
provides support for specific tasks throughout the whole risk assessment process. The
method is supported by the tool, which is an editor for ofthe-fly risk modelling. The most
important kind of CORAS diagram is threat diagrams which are used for risk identétion

and risk estimation. The language constructs are firmly based on an underlying well
defined conceptual framework for reasoning about risk, and includes: human and nen
human threats, vulnerabilities, threat scenarios, unwanted incidents and assetshreat
diagrams are used for orthe-fly risk modelling during structured brainstorming that
involves personnel with expert knowledge about the target of analysis. In such a setting,
the diagrams must be intuitive and easy to understand, also for people wittitle technical
background and little experience in risk analysis. For this reason, the CORAS language
constructs are graphical, easily understandable symbol&igure 38 shows the symbols for

the main CORAS concepts.

Vulnerability

Treatment

L

——————————————————————————————

ﬁ Likelihood%

| Sp— P
Consequence Risk A

Unwanted !
incident

Figure 38 Main CORAS concepts
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CORAS has been generalized to provide specialized support for assessing risks of changing
and evolving systems. When systems change, so do risks and therefore need to be
modelled and analyzed as such. In the following we describe selected parts of the
gengalized CORAS approach and exemplify with parts of an ATM case study. We focus on
the identification and modelling of changing risks since this is the core part of the process.

CONTEXT ESTABLISHMENTThe context establishment includes making the target
description, setting the focus and scope of the analysis, identifying the assets, and setting
the risk evaluation criteria. In the setting of evolving systems, the context establishment
moreover includes the specification of the changes to the target, the afges in assets or
asset values, and the changes to the evaluation criteria, if any. When making the target
description we need to describe as precisely as possible at a suitable level of abstraction
the structure and behaviour of the target of analysis. Tts includes the actors, roles and
components, the work processes and interactions, the interface with the environment, and
so on. A welunderstood and suitablemodelling language should be used for this purpose,
for example the UML. For changing and evohg systems we need first to make a target
description of the system as is. Then the relevant change requirements must be described
as precisely as possible. Using the target description -&s (before changes) and the
specification of the change requiremets, the target description of the system tebe (after
changes) is made.

The context establishment also involves identifying and documenting the assets with
respect to which the risk analysis is to be conducted. An asset is something of value that
must be protected, and can, for example, be integrity of information, privacy and human
life and health. In the ATM example the assets were based on the identified security
properties of Information Protection (confidentiality) and Information Provision
(availability). For changing and evolving systems, we furthermore need to identify any
possible changes to the assets, for example new assets that emerge or changes in asset
values or priorities. A further part of the context establishment is to define the scales fo
likelihood and consequence, the values of which are used during risk estimation for
determining risk levels. In the ATM example we based the scale on the EUROCONTROL
safety regulatoryrequirement (ESARR4)8] . Figure 39 shows the risk evaluation criteria.

Insignificant Minior Moderate Major Catastrophic

Rare
Unlikaly
Possible

Likaly
Certain

Figure 39 Risk evaluation criteria

RISK IDENTIFICATION.RIisk identification using CORAS is conducted as a structured
brainstorming involving personnel with firsthand knowledge about the target of analysis.
By conducting a walkthrough of the target description, risks are identified by
systematically identifying unwanted incidents, threats, threat scenarios and
vulnerabilities. The results are documented by means of C@R threat diagrams. So far,
the methods and techniques are as for traditional risk analyses. When dealing with
change, a guiding principle for the generalized risk analysis method is that only the risk
analysis results that are affected by the system chaeg should beassessedgain
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We therefore provide techniques and language support for tracing changes from the target
system to the risk model so as to enable the identification of the parts of the risk models
that are not affected by changes and therefermaintain their validity under change Figure
40 shows a fragment of a CORAS threat diagram resulting from the identification of
changing risks.
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Figure 40 Threat diagram with changing risks

Compared with the standard CORAS language, there are two main language extensions to
support the risk analysis of evolving systems. First, the rectangle icons with the system
diagram symbol (e.g. the one named Task TAthe first task in the arrival managenent
work process) exemplify the new construct for referring to the target of analysis. Second,
the threat diagram constructs of threat, unwanted incident, asset, etc. are generalized to
three modes with different appearances, namely the modes before, aftend before-after.
The before constructs are in gray shade and dashed outline and represent parts of the risk
picture that are valid only before the changes. The after constructs are @mlour and solid
outline and represent parts that are valid only afte the changes. The beforafter
constructs are twolayered and represent parts that are valid both before and after
changes. The explicit references to the target system in the threat diagrams facilitate the
identification of the parts of the risk picture that are affected by system changes. For
example, in the ATM risk analysis, the radar was not subject to the ATM system changes.
Hence, the vulnerability, Insufficient radar maintenance and the threat scenarig Loss of
radar signal in MRT(multi -radar tracking), are maintained under change. The threat
scenario Monitoring of A/C (aircraft) in the sector fails, on the other hand, is affected due
to the introduction of the ADSB (automatic dependent surveillancebroadcast).

The different appearance of the thee modes of the language constructs facilitates the
immediate recognition of the risk changes that arenodelled. This feature is an important
part of supporting the risk identification brainstorming and for appropriately
documenting the results. Furthermoee, in order to highlight the risk changes, the CORAS
tool implements the functionality of changing between the views of before, after and
before-after. This is illustrated in Figure 41 with the before view to the left and the after
view to the right. An important feature of our generalized CORAS language is of course the
support for giving a combined representation of the isks before and ater changes as
shown in Figure 40.
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Figure 41 Two views on changing risks

RISK ESTIMATION.The risk estimation basically amounts to estimating likelihoods and
consequences for unwanted incidents. Usually, we also estimate likelihoods for threat
scenarios in order to get a better basis for estimating the likelihood of unwanted incidents
and to understand the most important sources of risks. To the extent that risks before
changes are completely unaffected by the changes, the risk estimates need not be
conducted twice for these risks. Diagram elements of mode befeedter are assigned a
pair of likelihoods. The former denotes the likelihood before the changes. The latter
denotes the likelihood after the changes. Diagram elements of mode before or mode after
are assigned only a single likelihood. The distinction is likewise for the consequence
estimates. Hence, the threat diagrams document not only risks that emerge, disappear or
persist, but also how risk levels change. For example, the threat scenario Monitoring of
A/C in the sector fails is assigned the likelihood likely before the changes and the
likelihood possible after the changes. The likelihood drops due to the introduction of the
ADSB. Information provisioning fails is an unwanted incident, and therefore constitutes a
risk. Its likelihood is possible both before and after the changes, whiles consequence for
the Availability asset is minor as annotated on the relation between the unwanted incident
and the asset.

RISK EVALUATIONDuring the risk evaluation we first calculatedthe risk levels by using
the risk matrix exemplified in Figure 1and the likelihood and consequence estimates from
the risk estimation. We then compare the risk levels with the risk evaluation criteria to
determine which risks that must be treated or evaluated for treatment. The risk
estimation is supported by CORAS trsdiagrams which we do not show here as the focus
is on threat diagrams and risk identification. Risk diagrams show the changing risks
together with the threats that initiate them and the assets they harm. The unwanted
incident Information provisioning fails, for example, has the likelihood possible and the
consequence minor before and after the ATM system changes, which yields a low risk
level.

RISK TREATMENT.The purpose of the risk treatment is to identify options for risk
mitigation for the unacceptablerisks. In the setting of evolving systems, the treatments
should ensure that an acceptable level of risk is maintained under planned changes or
foreseen evolutions. This final step of the process is conducted as a structured
brainstorming with a walkthrou gh of the threat diagrams documenting the unacceptable
risks. The task is supported by CORAS treatment diagrams.
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The WP5 Risk Assessment artefacts have beewaluatedas follows:

e Workshop (Rome, June 2011)with ATM Experts to present, analyse and review the
Risk Assessment Methodology. Possible foreseen exploitation in the SESAR
Programme.

e Technical and operational workshop(Rome, June 2011)o evaluate the completeness,
expressibility and flexibility of the Risk Malelling Language.

e Interactive Demo of the WP5 Prototype and final toofRome, September 2011)Some
simple modeling activities carried out by ATM experts with the support of WP5
technical partners.

e Offline questionnaire evaluation by ATM stakeholders ofWP5 Risk Assessment
Methodology and Tool description to collect feedback about the applicability and
effectiveness of WP5 artefacts in ATM.

The remainder of this section reports the evaluation result®f the CORAS Risk Assessment
Language, Methodology andool.

25.1.1 Risk Assessment Language and Methodology

VALIDATION SCENARIOS and EXERCISES

The validation activities concerning the CORAS risk assessment language and
methodology involved a dedicated workshop (Rome, June 2011) with ATM experts. The
workshop consiged of awalkthrough ATM change scenario in order to perform a risk
assessment supported by the CORAS methodologihe Risk Assessment Language and
Methodology were further evaluated by the offline collection of questionnaires. The
CORAS methodology and the requirements changes were presented together with
relevant questionnaires (ollected in the period NovembefDecanber 2011, concerning
with Safety Culture Artefact Evaluation and Evolutionary Risk Analysis)to ATM experts.
This allowed us to question any relationship between ATM safety cultures and validation
aspects of the CORAS Risk Assessment Language and Metloggowith respect to the
requirements changes.

VALIDATION CRITERIA

The main case study in WPk ATM. It is therefore the ATMcase study that provides the
most thorough basis for the evaluation.

o Effective Usage: The criteria of effective usage of thartefacts require that the
artefacts can be applied in the ATM case study. We provide evaluation criteria for
applicability and for the required human effort. The degree ofulfilment is given by
categorizing the level of achievement of applicability andféort.

Risk Assessment Methodology

e Applicability: The first evaluation criterion is that the risk assessment methodology
and its techniques can be applied on the ATM risk assessment. We operate with the
following increasing levels offulfilment :

Seculre ;.

- D1.3 Report on the Industrial Validation of SECUREHANGE
CHAN%E Solutions | version 4.3 | page 56 / 187




(0]

(0]

The ATMrisk assessment can be conducted by the researchers developing the
methodology.

The report documenting the results of the case study can be understood by the
relevant ATM stakeholders such as the external risk assessment participants
The ATM risk assessm@ can be conducted only partially by a risk analyst
trained in traditional risk assessment methods

The ATM risk assessment can be fully conducted by a risk analyst in complete
independence.

e Human effort: The second evaluation criterion is that the risk ssessment
methodology and its techniques can produce the desired results with less effort than
by using alternative, traditional methods. We operate with the following increasing
levels of achievement:

(0]

(0]

(0]

Conducting the ATM risk assessment is doable, no mattihe level of required
human effort.

Conducting the ATM risk assessment is doable with the same level of human
effort as traditional methods and/or manual approaches

The ATM risk assessment can be conducted with (significantly) less human
effort than by using traditional methods and/or manual approaches.

Risk Assessment Language

e Applicability: The first evaluation criterion is that the risk modelling language can be
applied on the ATM case study fomodelling and assessing changing risks. We operate
with the following increasing levels offulfiiment :

(0]

The consistent and syntactically correctmodelling, as well as the semantically

correct interpretation, of the ATM risk models can be conducted by the
researchersdeveloping the riskmodelling language

The ATM risk models can be understood by the relevant stakeholder both
during the risk identification and assessment, and as part of the
documentation of the results

The consistent and syntactically correctnodelling, as well as the semantically

correct interpretation, of the ATM risk models can be conducted only partially

by a risk analyst trained in traditional risk modelling.

The consistent and syntactically correctnodelling, as well as the semantically

correct interpretation, of the ATM risk models can be conducted by a risk
analyst in complete independence.

e Human effort: The second evaluation criterion is that thenodelling of changing risks
in the ATM case study can be conducted with less effort that by using traditional risk
modelling languages or techniques. We operate with the following increasing levels of
achievement:

(0]

(0]

(0]

Conducting themodelling of changing risks is doal#, no matter the level of
required human effort,

Conducting themodelling of changing risks is doable with the same level of
human effort as using traditional riskmodelling languages or techniques,

The modelling of changing risks can be conducted with (gnificantly) less
human effort than by using traditional riskmodelling languages or technigues.

Similar validation criteria apply to the Tool supporting the Risk Assessment Language and
Methodology.
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VALIDATION RESULTS

The first validation workshop (Rome, June 2011) concerned with the evaluation of the
CORAS risk analysis language and methodology. The main aims were to present how the
CORAS approach deals with requirements changes and to assess the concepts underlying
the methoddogy. CORAS models and related requirements changes drawn from the ATM
case study were presented to ATM expertsThe risk identification and risk estimation
make active use of CORAS threat diagrams. These diagrams support the identification,
modelling and documentation of unwanted incidents, the assets that are harmed, the
threats that initiate unwanted incidents, the threat scenarios that are initiated by threats
and lead to unwanted incidents, as well as the vulnerabilities that are exposed. Because
the QORAS threat diagrams are firmly based on an underlying conceptual framework for
reasoning about risk, the ATM experts were exposed to emerging issues that must be
discussed during risk analysis and how they are related. Moreover, when shifting from
before changes to after changes, the ATM experts were exposed to threat diagrams to
identify changes to risks and explicitly model such change®e collected feedback and
comments of ATM experts by questionnaires and brainstorming sessions during the
workshop. Figure 42 and Figure 43 show the median score for each evaluation group or
criterion, respectively.

WP5 Evaluation Questionnaire WP5 Evaluation Questionnaire
&
5
vé 5
2, 7
1 8
0
Methedology ~ Modelling Algorithm Tool ATM-specific  WPS-specific
Language Criteria Criteria
Figure 42 Median score grouped for each Figure 43 Median score for each evaluation
criterion category criterion

In order to consolidate the validation of the CORAS risk assessment language and
methodology, wedistributed the ATM change requirements, the description of the CORAS

methodology and relevant evaluation questionnaires (i.e. Safety Culture, Artefact

Evaluation and Evolutionary Risk Analysis) to ATM expert&igure 44 and Figure 45 show

the median score for each evaluation group or criterion, respectively.

WP5 Evaluation Questionnaire WPS5 Evaluation Questionnaire
6 1
226 2
5 21 3
20 4
E 4 19 5
.é 3 18 6
E 2 17 7
1 16 8
o 15 9
Methodology ~ Modelling  Algorithm Tool  ATM-specific WPS-specific W Fr
Language Criteria Criteria 1
Figure 44 Median score grouped for each Figure 45 Median score for each evaluation
criterion category criterion
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Figure 46 and Figure 47 show the safety culture and the evolutionary risk analysis
profiles, respectively.
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Figure 46 Safety Culture profile by median score Figure 47 Evolutionary Risk Analysis
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This allowed us to generalise the validation results with respect to social and
organisational factors like safety culture and risk perceptionThe comparison of different
perspectives (i.e. Safety Culture, Artefact Evaluation and Evolutionary Risk Anab)si
highlights some analytical aspects of the CORAS methodology with respect to evolving
risks. In particular, Figure 47 highlights those evolutionaryrisk analysis criteria that ATM
expertsagreed (i.e. 1 and 11) or disagreed (i.e. 6, 7 and 12) mostly:

[1] This Area of Changes increases the likelihood of welllerstood current hazards
that will exist in the future

[6] This Area of Changes rendersettprojected safety systems more brittle to -off
nominal conditions

[7] This Area of Changes decreases safety levels duringnoomal or emergency
operations within the projected Future

[11] This Area of Changes creates new conditions that are currenty part of the
design assumptions for the Future systems and procedures

[12] This Area of Changes results in decreased skill levels and judgment among
operators of Future systems.

In summary, the CORAS language and metlmdogy supports the analysis of howrisk
changes due to requirements changes.

2.5.1.2 Risk Modelling Tool

VALIDATION SCENARIOS and EXERCISES

The CORAS Risk Modelling Tool was validated in a dedicated workshop (Rome, September
2011) with ATM experts.The WP5artefacts validated are the CORAS method for analyzing
changing and evolving risks, the CORAS language to support thedelling and assessment

of changing and evolving risks, and the CORAS tool that supports the method and risk
modelling. The validation activitiesfocused on risk identification and risk estimation.The
ATM experts were given the target of analysis, the security properties, the risk evaluation
criteria and the change requirements
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The selected focus ensured immediate hanelsn active use of core pas of all of the three
WP5 artefacts ATM experts were asked to work using theartefacts and conducting the
risk assessment on their own. They were able immediately to start building threat
diagrams using the tool during structured brainstorming. They had &#rst iteration where
they did risk identification and risk modelling before changes, as well as risk estimation. In
the second iteration, they did risk identification and riskmodelling after the changes. ATM
experts by the handson experience got a goodinderstanding of the CORAS method and
how the method deals with changeThe CORAS tool was actively used all the time, since it
was used for building all the threat diagrams and annotating the diagrams with the
likelihood and consequence estimates. The lidation exercises cover the most important
features of the CORAS tooFigure 48 shows a sample screenshot of the CORAS tool. It
shows an example of use of tool to do the risk modelling using the language in conducting
the risk identification and risk estimation of the mehod. In particular, it shows an
example of use of the WP5 risk assessment artefacts in identification and estimation of
changes to risks.
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Figure 48 Sample screenshot of the CORAS tool

When conducting the handson session, the rtes of the participants should be clearly
defined. In a CORAS risk assessment, we have on the one hand the analysis team, and on
the other hand the target team. The analysis team is commonly of two persons, one in the
role of the analysis leader and one ithe role of the analysis secretary. The analysis leader
is responsible for leading the discussions and directing the participants during the risk
identification and risk estimation. The analysis secretary is responsible for documenting
the results by doirg the onthe-fly risk modelling using the CORAS toolhe target team is
commonly representing the customer of the analysis and typically consists of@lpersons.
One of the roles is the decision maker (e.g. CEO, head of department, or the like) who is
responsible for the approval of the focus and scope of the analyes.g.what the assets to

be addressd are, what the risk evaluation criteriaare). The other roles are typically users,
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domain experts, consultants, developers, security officers, etc. T9& are people with
different insights into and experience with the target of analysis, and contribute to the
identification of threats, vulnerabilities, unwanted incidents, and so onWe identified
specific roles for the ATM experts. In order to evaluatehe CORAS risk assessment, we
divided participants into four teams, on the one hand the analysis team and on the other
hand the target team. Each team were assigned roles to simulate an actual risk assessment
setting: Analysis leader, Analysis secretary anDomain experts. The risk assessment was
conducted in two iterations:

1. Identify, estimate and document risks before changes
2. ldentify, estimate and document risks after changes.

VALIDATION CRITERIA

There are not specific validation criteria for the CORARisk Modelling Tool. The validation
criteria are drawn from the ones identified for the CORAS Risk Modelling Language and
methodology z similar validation criteria apply to the Tool supporting the Risk
Assessment Language and Methodology.

VALIDATION RESI&

The overall evaluation of the CORAS Risk Modelling Tool was positive taking into account
that risk assessment usually is conducted by people who are trained in using thgefacts.
Figure 49 and Figure 50 show the median score for each evaluation group or criterion,
respectively.

WP5 Evaluation Questionnaire WPS5 Evaluation Questionnaire
¢ 22_6 :
21 3
20 ') 4
g 19 A 5
é 3 18 1 6
3 o4
E 2 17 7
1 16 8
o 15 9
lethodology M | \I }‘ Algori TM p cific WPS p cific i 13 11 ¥
12
Figure 49 Median score grouped for each Figure 50 Median score for each evaluation
criterion category criterion

ATM experts found easy to immediately start the risk identification by using th&ol. The
CORAS tool can be used with little prior introductionHowever,conducting the assigned
tasks requires a more thorough understanding of theCORASmMethod, the underlying
concepts and the languagelLike many other modelling approaches supported bya
graphical notation, CORAS models easily become complex and messed up when dealing
with changes. Conducting the assigned risk analysis tasks correctly with little training
would be easier with further functionality for support in the tool, e.g. popups with
modelling tips when moving the mouse pointer over constructs, guidance in the tool on
the pragmatics of the language with respect to the CORAS method, and automated support
for systematically generalizing the models to changing riskSome changes (e.g. flagging
of changes automatedsupport for maintaining consistency when changes are introduced,
and systematic tracing of changes over the diagrams) to the CORAS tool have been
identified in order to address the evaluation feedback.

secure ,

- D1.3 Report on the Industrial Validation of SECUREHANGE
CHANGOE Solutions| version 4.3 | page 61 / 187




2.5.2 Validation Remarks

The evaluation activities for the WPS5 artefacts stress the following evaluation remarks:

1. The CORAS framework resulted quite mature and able to deal with changes affecting
security properties.

2. Different experts might benefit from the support provided by the CORASethodology
and approach.

3. Supporting different views (before and after changesgllows experts to focus during
risk analysis exercises and to scrutinise how changes affect criticsgcurity properties.
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3 HOMES CASE STUDY

3.1 VALIDATION ORGANISATION AND CONDUCT

This section describes the validation activities and results based on the HOMES case study.
The validation organisation has been tailored to capture specific validation objectivesitir
respect to the validate artefacts and HOMES domain features. The overall validation
organisation, activities and objectives build over the previous WP1 deliverabld4][2][3],
which have defined the scope and feasibility of SecureChange artefacts.

3.1.1 HIGHT LEVEL OBJECTIVES

The validation objectives for the HOMES case study have been focused on the effective
usage of the artefacts (including their applicability and degree human effort involved), as
well as specific industrial criteria such as perceived valugerformance, or usability.Table

3 summariseshow these objectives are mapped to the validated artefacts.

Table 3 High-Level Objectives

WP?2 artefacts WP 6 artefacts WP7 artefact
SeAAs  Change yoiirast SxC TTS
Patterns
Effective Usage
Applicability X X X X X
Human Effort X X X X X
Specific industrial criteria
Value
. X

appreciation
Flexibility X
Effectiveness X X
Usability X X
Performance X X
Automation X
Completeness X

These highlevel objectives are decomposed into measurable indicators, as shown later in
this section. The main validation activities fall into three major categoriesviethodology
Evaluation (modelling), Walkthrough and Tool Live Demo with HOMES ExpertsFigure
51 shows how these categories are distributed across artefacts.

Methodology evaluation consisted of modelling exercises focusing on specific ciges and
security requirements in order to refine and consolidate the underlying modelling
languages and their methodologies, respectively. Walkthrough activities involved steyy-
step evaluation of the SecureChange methodologies with HOMES experts. THmaed to
assess the proposed methodologies with domain experts and to identify alternative usages
(with respect to current practices within the HOMES domain).
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Finally, tool live demo activities and exercises allowed the validation (in terms of usability
and acceptance by HOMES experts) of the tools supporting the SecureChange
methodologies. Figure 51 shows the subsequent activities and their focus orthe
SecureChange artefacts forming the HOMES validation.

HOMES Validation
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Figure 51 HOMES validation

The remainder of this section will describe the validation outcomes for each WP artefact.

3.2 WP2 Architecture and Design Process
3.2.1 WP2 ARTEFACTS

The validation activities for WP2 focused on two artefacts:

e A complete SeAAS (Security as a Service) deployment for the HOMES case study
supporting the addition of new security functionalities.

e Change Patterns, a tool to assess the impact of trust changes itte system.

3.2.1.1 Security-As-A-Service (SeAAS)

This section reports on the validation of the SecuritAs-A-Service (SeAAS) artefact from
WP2 on the HOMES scenario. Security as a service is an architectural blueprint that
transposes the model of Software as aeBiice to the security domain. This results in a
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robust architecture with enough flexibility to cope with a broad variety of changes, thus
supporting long-lived, evolving systems.

VALIDATION SCENARIOS and EXERCISES

For the Security as a Service artefachithe HOMES scenario, the validation covered the
change requirement of Bundle Lifecycle Operations, in combination with the security
property of Security Expandability. The change scenario consisted on a degradation of
trust between a network operator anda third party service provider, which forced the
deployment of new security functionality in the form of a norrepudiation protocol.

The validation exercise for this artefact consistedof the deployment of SeAAS
infrastructure for the HOMES case study, ahg with a new security service implementing

a nonrrepudiation protocol. A sample service consisting on a news feed service was also
added to the platform and integrated with this nonrepudiation functionality. This
deployment was performed by UIB, with theassistance of TID. A detailed description of
the HOMESSeAAS architecture can be found ji].

On this HOMESSeAAS architecture, TID domain experts conducted a series of
experiments according to the validation criteria previously defined. The experiments
included observing the performance of the nosrepudiation protocol for the feed service
through network and systemtraces, adapting different OSGi services to use the SeAAS
architecture and nonrepudiation functionality, and managing the SeAAS configuration
both using a manual approach and a modalriven configuration methodology also
developed for the SeAAS artefact.

VALIDATION CRITERIA

Two validation criteria have been defined for the SeAAS artefact, related to its effective
usage: applicability, and hman effort. These have been further divided into measurable
indicators, as shown below.

Applicability

e SeAAS architeture can be deployed on the HOMES case study.

e Stakeholders can configure the SeAAS infrastructure.

e Stakeholders can adapt and extend the SeAAS infrastructure and the moeddien
configuration approach.

e Service providers can use SeAAS in HOMES services.

Human Effort

e Model-based approach configuration effort.
e Extension effort.

A detailed discussion of the evaluation for each sutriterion is provided below.
SeAASrchitecture can be deployed on the HOMES case study

The validation exercise proved that involved researchers can apply the SeAAS approach to
an OSGbased home gateway like the one presented in the HOMES scenario. UIB and TID
were able © deploy a SeAAS architecture on the HOMES platform, along with a fion
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repudiation security service and basic security services like cryptography, time stamp, or
logging, and integrate them with a sample service consisting of a news feed.

It should be noted that the HOMES entities (such as home gateway, network operator, and
service provider) in the validation exercise were implemented as OSGi platforms running
on Linux virtual machines, for convenience. This allowed replicating the validation
environment and testing it at different locations with ease. Nevertheless, this same
deployment could be translated to actual home gateway hardware, since the implemented
OSGi bundles can fit even in the limited footprint of these devices.

Stakeholders can configure the SeAAS infrastructure

Once the SeAAS architecture was deployed on HOMHES®: platform was handed over to
TID domain experts to experiment with. One of the tests they performed consisted on
managing the security configuration for the SeAAS infrastructure inombination with the
sample news feed service, confirming that such ofiguration was feasible for the
stakeholder.

Two configuration approaches were supported in this exercise. The first one was a
declarative security approach, where a series of policy files associated with each bundle
indicated the security services assadated with that bundle, and their configuration. On the
second, a modedriven security approach, a GUI was provided for the system
administrators to easily choose from the available security services and configurations for
a given bundle z after that, the model driven configuration tool would automatically
generate the corresponding policy files. The domain experts were able to use both
approaches without assistance (other than the architecture documentation), though they
found the modeltdriven tool to be easier to use.

Service providers can use SeAAS in HOMES services

The first sample service to run on the HOMES SeAAS architecture was a news feed service
implemented by TID with assistarte from UIB. This served to prove that it is possible to
develop OSGiervices for that platform that benefit from the SeAAS approach, with some
assistance from the researchers. A further experiment consisted on taking an OSGi
developer with no prior experience with SeAAS (but access to the HOMES SeAAS
documentation), and hae her create a simple service which could be integrated with the
SeAAS nosrepudiation protocol. This was performed successfully, demonstrating that a
service provider acting in complete independence could benefit from SeAAS
functionalities.

Stakeholders an adapt and extend the SeAAS infrastructure and the mattélen
configuration approach

Due to time constraints, it was not possible for TID to run experiments on the extension of
the SeAAS infrastructure. That said, after studying the SeAAS architectiard source
code, TID experts have concluded that extending this architecture (e.g. to implement new
security services, or new options for existing security services) should not be particularly
challenging, provided they have access to a sample security gee over SeAAS, like the
non-repudiation protocol, to use as reference.
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Any future extension to the SeAAS infrastructure should also be translated to the model
driven security tool. Extending the MDS tool relatively simple, since it just requires
adjusting the system metamodel with the new changes, and creating a template for the
policy file required after the change. Though this has not been possible to try in practice
either, we believe it to be feasible without much effort.

Modetbased approach configation effort

On the validation exercise, we found that configuring the infrastructure using the model
based security tool was easy and quick. Using this tool, changing the security \sees
associated with a bundle or the configuration parameters of thessecurity servicesonly
took a few clicks It was an intuitive process thanks to the friendly graphical user interface.
Overall, the configuration process using this tool was considelndy faster than under the
declarative security approach (i.e. editingpolicy files by hand), particularly for less
experienced users. That said, experienced system administrators can typically make more
efficient use of textbased editing tools, thus reducing the difference between the
declarative and modeibased approacty though the modetbased tool should still require
less effort, even in that scenario.
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both approaches when configuring more elaborate scenarios. The setup we used
represented a simplified home gateway with just a couple of services, whereas actual
deployments tend to have a much higher number of services, with the corresponding
increase in system configuration complexity. Overall, the results observed in this simple
scenario (i.e. modelbased configuration performs better) should remain valid regardless

of the amount of services in the system, but a more realistic scenario might reveal
interactions or bugs that are not observable this way.

Extension effort

As has beerexplained above, it has not been possible to experiment with infrastructure
extension during the validation exercises, so we have no direct data on the amount of
effort required by the extension process. That said, both the SeAAS architecture and the
model-driven security solution have been designed with extensibility in mind, and have a
series of features that should reduce extension effort compared with other approaches. As
an example, SeAAS allows the introduction or modification of security services tmpe
with new requirements without needing to propagate the changes to every endpoint in the
system, as happens in endpoint security or declarative security. Likewise, from a
configuration standpoint, the modeldriven security approach allows us to introduce
changes just by adjusting meta models and policy templates, since the tool takes care of
the generation and distribution of any new policy files.

VALIDATION RESULTS

An overview of the validation results is shown in the following tablgTable 4). The results
can be summarized as follows. The applicability criteria for the HOMES scenario has been
demonstrated to be met for the most part: SeAA8an be deployed on an OSGi home
gateway, and it is possible for TID to configure this infrastructure, and for service
providers to use its security functionalities on their servicesg without external assistance.

E|

The one point regarding applicability thatE AOT 6 0 AAAT DOI OAA AU A@GPAOE
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that this should in fact be feasible for the stakeholder.
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As for the human effort criteria, the validation exercises &ve shown that the modelbased
configuration approach allows the configuration of security parameters in the HOMES
scenario with less effort than alternate approaches like declarative security. The extension
effort is also believed to be reduced by the usef a SeAAS architecture and moddlased
configuration.

Table 4 Security -As-A-Service (SeAAS) validation results

Applicability Can be applied by stakeholder wit

little or no assistance
A SeAASarchitecture can be deployed on the Yes

HOMES case study
Stakeholders can configure the SeAAS Yes
infrastructure

Service providers can use SeAAS in HOMES Yes, in complete independence
services

Stakeholders can adapt and extend the SeAAS Feasible (not tested)
infrastructure and the model -driven

configuration approach

Human effort Compares favourably to
declarative approach

Model-based approach configuration effort More efficient than declarative
approach

Extension effort Should be moreefficient (untested)

Industrial considerations

Although the validation exercises for the HOMESeAAS infrastructure have focused on

the use of this methodology in isolation, practical development tends to involve a wide

variety of processes and tools, ah E 086 O EIi Bl OOAT O OiF ETTx EI x OE
With relation to this, there has been work on the integration of different artefacts for the

HOMES scenario, resulting in a demonstration case study which showcases an Integrated

Process and an integraidd MoVE tool. In this case study, the Securigsa-Service

architecture and modetdriven security tool have been used successfully alongside the

CORAS risk modelling methodology, and UMiased system modelling. Thus, it is

demonstrated that SeAAS can workn combination with other methodologies and tools in

a realistic development scenario.

3.2.1.2 Change Patterns

The WP2 artefact Change Patterns consists on a methodology to assess and minimized the
impact of changes in the architecture of a system, as well asoal to assist in its use. In the
context of the HOMES scenario, Change Patterns has been applied to deal with changes in
the trust relationships between actors in the system.
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VALIDATION SCENARIOS and EXERCISES

For the Change Patterns artefact in the HOMBEESCcenario, the validation covered the change
requirement of Bundle Lifecycle operations, in combination with the security property of
resilience to trust changes. In this artefact, a change scenario referring to the degradation
of trust between a network operator and a 39 party service provider is defined. Based on
this change scenario, a catalogue of change patterns is presented to help developers
handle these changes in the HOMES scenario.

The validation exercise for this artefact consisted in a workshmp where HOMES domain
experts from the stakeholder (TID) applied the Change Patterns methodology to a series of
changes in the HOMES architecture, assisted by researchers from KUL. After this
workshop, which was carried out via videoconference and recordefibr posterior analysis,
the domain experts filled a questionnaire about their experience with the methodology,
and participated in a series of interviews with the researchers.

Appendix Greports a detailed description of the workshop.

VALIDATION CRITERIA

Two categories of validation criteria have been defined for the Change Patterns artefact:
Effective usage (which includes applicability and human effort), and specific industrial
criteria (which in this case include the appreciation of value for the stakefider). These
criteria have been further decomposed into measurable indicators, as shown below.

Applicability :

e Change scenarios apply to HOMES.
e Suggested solutions can be applied in HOMES.
e The methodology can be applied in HOMES.

Human Effort :

e Learningeffort.

¢ Modelling effort.

e Preparation effort.

e Change Implementation effort.
e Overall effort.

Value appreciation :

e Anticipates changes.
e Saves effort.
e Guides design decisions.

A detailed discussion of the evaluation for each sutriterion is provided below.
Applicability

The applicability criterion determines whether the change patterns methodology can be
successfully applied to the HOMES scenario. For the purposes of evaluating drigerion,
we have decomposed the artefacinto three parts: the process ofthe methodology, the
defined change stories, and the set of suggested solutions associated with each pattern.
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Change scenarios apply to HOMES.

The catalogue of patterns defined for the artefact focuses on change scenarios related with
evolution of trust relationships. During the workshop, several examples of how these
generic scenarios can apply to the HOMES architecture were showevolving trust being

one of the primary security concerns for HOMES, to begin witihe trust evolution
patterns prove that change scenarios that are relevant for HOMES security exist. However,
Change Patterns is a generic methodology that can be applied to other kinds of changes, as
long they happen commonly in software architectures and have generic solutions. This
means that more patterns could be defined to apply the methodology in other
AT GEOT 11 AT OO OEAO AOAT 860 AO Ai1 AAOT AA xEOE
that the use of Change Patterns in HOMES could be expanded to cover other types of
changes.

Suggesteddutions can be applied in HOMES

In order for Change Patterns to be useful for a project, not only do the change scenarios
need to be compatible with the architecture of that project, but the solutions suggested by
each pattern need to be applicable as welln the workshop, we found that for all the
patterns that were applied, one or more of the suggested solutions were viable in the
context of HOMES. Due to time limitations, not every pattern in the catalogue was used
during the workshop, but our analysisindicates that each pattern in the catalogue has at
least one solution that can work for HOMES, either directly or with minor modifications.
Note that the Change Patterns methodology is not guaranteed to provide the best solution
for any given change, sice that is highly contextdependent and falls outside the scope of
the artefact. Rather, the patterns give a set of common, generic solutions that are known to
work in many environments. These solutions should be used as a starting point to guide
the design of the architecture, and may later be refined or replaced if optimization is
required for the system.

The methodology can be applied in HOMES

In the validation workshop, it was verified that the Change Patterns methodology can be
applied on a home gatewg architecture such as the one presented in the HOMES scenario.
Leaving aside the validity of change stories and suggested solutions (discussed in the
previous sections), the process followed by the methodology (which can be summarized
as applying patternsto prepare an architecture for future changes during design, and use
pre-defined solutions when implementing these change) can easily be translated to any
software project. One important factor to take into account regarding the applicability of
Change Pterns in an industrial context is that this methodology is intended to be used as
early as the design phases of a project. This means that the approach is definitely suitable
for new projects. However, it remains to be seen whether the approach also leatts
benefits for projects that are already in development or maintenance.

Human Effort

The level of human effort required by this artefact has been evaluated considering five
separate categories: the learning effort, the effort associated with the generation of
models required by the methodology, the effort required at the preparation phasend the
effort required for implementing a change. Finally, an overall estimation of the effort to
implement the methodology is provided and evaluated.
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Learning effort

In the validation exercise, it took TID experts 6 hours to start applying the methodody
with assistance. This includes learning of i*SF, change patterns methodology and
catalogue, andtop-cased modelling tool. After this time, our experts were able to
successfully complete the exercises presented in the validation workshop, though they
xAOAT 60 &OI 1T U AiTEEAAT O T &£ OEA OAOGOI 60h
documentation. We estimag¢ 10-12 hours, including some practical exercises, before a
developer is able to apply the methodology independently on a real projedf. we were
using an extended pattern catalogue covering more than the 8 patterns defined for
SecureChanggethe learningeffort would increase accordingly. We estimate that between 2
and 3 hours are required to become familiar with a set of 8 patterns, though this would
likely be lower for a developer that has already studied many patterns. The degree of
similarity between patterns in a set also affects learning effort, to a lesser degree.

Modelling effort

One of the requirements of the Change Patterns methodology is to have an alternate
representation of the architecture using the SI* modelling language, to show the trust
relationships between actors. This involves an additional modelling effort, which on our
experience approaches a couple of hours for the initial model, and a few minutes for
changes implemented by following a patternAn issue that we didnot have enough tirre to
observe properly is how the SI* model is affected by changes that are unrelated to the
defined patterns. This is highly dependent on context, but whenever the system is subject
to a change that affects requirements or architectural assumptions (whether not that
change matches an existing pattern), the SI* model will need to be updated. Furthermore,
it is hard to predict the difficulty of such a model update when no pattern is applied. We
believe that the overall effort for model maintenance would renain relatively low
nevertheless, but some direct experience applying the methodology over a real project
would likely be needed for an accurate estimation.

Preparation effort

During the preparation phase of Change Patterns (which should coincide with ttiesign
phase of the project), the change scenarios most likely to occur in the architecture are
selected, and solutions are chosen for them following the suggestions in their respective
patterns. Applying each of these patterns in this step usually involgeintroducing minor
changes in the model and implementing them in the architecture. This is not intended to
take a significant level of effortz at this point the changes consist mostly on preparing
interfaces, adding stubs, and ensuring that certain sedty services can be met in the
future. Though the preparation cost for each individual pattern should remain low, the
overall preparation effort for Change Patterns is proportional to the number of applied
patterns. This means that there is a risk of wastg resources (and needlessly complicating
the architecture) by applying an excessive number of patterns. On the other hand, we
want to make sure that the most likely changes for our architecture are adequately
covered by a pattern. Thus, developers need wtrike a balance that maximizes pattern
coverage while minimizing the risk of unused patterns. Given that the cost to prepare for a
pattern is relatively low, whereas the potential benefit if that change scenario comes up is
AT T OEAAOAAT Ah wxekdrithe@dndrdus didA (i.eA prepare for more patterns)
in case of doubt.
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Change Implementation effort

The advantages of the Change Patterns methodology become evident at the change
implementation phase, since whenever a change scenario comes up thatohes a pattern
added to the system during preparation, the effort to implement the change will be
noticeably reduced. At this point, the design of the solution should be mostly
accomplished, and a developer should only need to implement the missing fuimtality
required by the change, and plug it into an architecture that is already prepared for it. The
precise amount of effort saved will vary depending on the architecture, the specific
pattern, and the nature of the change.

Overall effort

When evaluatirg the effort involved in this methodology, the main question is whether the

time savings achieved while implementing changes compensate for the added costs of

learning and modelling.
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we expect developers to use the Change Patterns methodology over several projects.

Likewise, the additional costs associated with the SI* models are fairly low. Thus, the two

main effort components that should be taken into consideran are preparation effort,

and change implementation effort savings. The application of this methodology will be
advantageous from an effort standpoint whenever:

e the savings in change implementation for a given pattern exceed the costs of change
preparation (i.e. patterns actually save effort anddo not just move it to an earlier
stage),

e the rate of pattern application (i.e. the frequency of system changes, muliigd by the
likelihood of a change matching an existing pattern) is high enough for these savings
to exceed the fixed costs of the methodology (learning and modelling).

It is hard to provide concrete values for the first point, the effort balance for eachagtern.
However, we do know that implementing a change that has been prepared in advance
never costs more than doing so without preparation, and that introducing drastic changes
in an unprepared architecture can be costly, as well as prone to errors. So van estimate
that patterns typically result in significant effort savings.

The second point, pattern application rate, is easier to characterize. Projects where
frequent changes are expected are best for this methodology, and a careful effort in
selectingthe set of prepared patterns will greatly improve performance.

Specific Industrial criteria

The specific industrial criteria that was defined for the Change Patterns artefact was the
value that the methodology can provide to the industrial stakeholder. Walentified two
properties of the methodology that were of value for TID, in the context of the HOMES
scenario: the ability to prepare for changes in advance in order to minimize errors and
improve system stability and the reduction of effort in systems wih frequent changes. In
addition, a secondary valueadding property was found: the fact that the methodology can
help in making design decisions.
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Anticipates changes

The ability to anticipate changes and prepare for them in advance with minimal effort is
one of the main selling points of Change Patterns. Unexpected architectural changes when
a project is late in development or already in production can be costly and error prone. By
contrast, making these same changes after preparing for them early in desi¢ggsuch as
when applying a pattern) is much safer and easier, and better preserves architecture
stability. Each time the methodology succeeds in anticipating a change, it provides great
value to the stakeholder.The probability to anticipate a change for agiven project
depends on the number and relevance of patterns that are applied during design, and on
the rate of changes for that project. In general, applying more patterns in the preparation
phase increases the amount of changes that will benefit from éhmethodology, as long as
their change scenarios are relevant to the architecture. However, this tends to yield
diminishing returns, since once the main change scenarios have been covered, applying
new patterns will only address scenarios that are eitherdss likely or have less impact on
the architecture. The overall rate of changes in an architecture is also significant towards
change anticipation, since the more changes there are, the more likely that any given
pattern will come up. In the case of the HBIES scenario, we expect that the home gateway
architecture will be subject to a relatively high rate of changes, and that trust evolution
will be present in many of these changes, making the chances of successfully applying the
patterns in the current catdogue quite high. That said, we believe there is still room for
growth. There is potential for pattern categories other than trust evolution that could be
useful in HOMES. For this reason, we consider that extending the existing pattern
catalogue showgpromise as a future line of work.

Saves effort

As we have seen in the discussion of the Human Effort criteria, the use of change patterns
under the right conditions results in an overall reduction of development effort once
changes are applied. Thigs a very valuable property for the stakeholder.

Guides design decisions

One secondary aspect of Change Patterns that can nevertheless prove valuable to
developers is its ability to guide design decisions. This is manifested in two ways: by

helping identify common problems, and by providing generic solutions. When a developer

looks at a catalogue of patterns and attempts to apply it to the architecture of a system,
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previously unaware of. This is not to say that the change scenarios in a pattern catalogue

cannot be identified by other means, such as analysing amnchitecture, but the catalogue

approach is usually the best way to ensure that a given set of changes is properly covered

by the architecture. Related to the previous point is the ability of a pattern catalogue to

suggest generic solutions to address a change scenario. Though one should not expect the

list of solutions provided by a pattern to be exhaustive, or to include theptimal solution

for a certain context, this list does provide insight on what approaches are commonly
OOAZEZO1I ET A OUPA 1T &£ OAAT AOET 08 %wOAT xEAT OEAU
situation, the suggested solutions can be seen as a usefukrehcez either a starting point

to be later optimized on, or a sukpptimal but workable solution that is still good enough

for the less likely or important change scenarios. At any rate, having access to these-pre

defined solutions is a useful tool that an reduce development time.
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When applying Change Patterns on HOMES, we found the pattern catalogue to be helpful
in this regard, by providing one or more suggested solutions that were viable for the
change scenarios that came up. By following the patternt)e designers identified some
future problems and their corresponding solutions with relatively low effort.

VALIDATION RESULTS

An overview of the validation results is shown in the following tablgTable 5). The results
can be summarized as follows. The applicability criteria for the HOMES scenario are
fulfilled, since the methodology can be fully applied by a researcher on this case study.
Moreover, though this was not considered for the original specificath of evaluation
criteria, we believe that the stakeholder would be able to apply the methodology for
HOMES in an industrial context with little or no assistance.

Table 5 Change Patterns validation results

Applicability Can be applied by researcher on
case study

Change scenarios apply to HOMES Yes

Suggested solutions can be applied in Yes

HOMES

The methodology can be applied in HOMES  Yes

Human Effort Can save effort under certain
conditions

Learning effort 10-12 hour

Modelling effort 2 hours initially, plus ~10 minutes per
change

Preparation effort Low, increases with # of patterns

Change Implementation effort Lower than manual approach

Overall Effort Depends on effort saved per change,
and rate ofchanges

Value to stakeholder Valuable if frequent changes and
catalogue is appropriate.

Anticipates changes Very valuable. Depends on # of
patterns, and rate of changes.

Saves effort Very valuable. Depends on effort per
change, and rate of changes

Guides design decisions Less valuable. Helps developers.

Regarding the criteria of human effort, we have determined that the methodology can save
effort over the course of a project, provided that the architecture is subject to frequent

changes, and thatthese changes would be costly under the manual approach. Effort
overheads such as learning and modelling are relatively low, and are concentrated at the
beginning of a project.
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For the specific case of the HOMES scenario, the projected rate of changethénHOME
gateway architecture makes it suitable for the methodology, thus allowing for such effort
savings. As for the specific industrial criteria, which has been defined as the value
provided to the stakeholder, our evaluation is positive. Two major sowes of value have
been identified in the ability to anticipate changes and prepare for them in advance, which
prevents errors and increases architecture stability, and the effort savings mentioned
above. Both properties would be of application in the HOMEScenario, making the
methodology valuable for TID in this case. In addition, we have identified a secondary
valuable property of the methodology in its ability to guide design decisions, easing the
work of developers.Overall, we consider that the ChangBatterns artefact is a good match
for the needs of a home gateway architecture, and that adapting it to other industrial
scenarios should be feasible.

Industrial considerations

A major consideration for the use of Change Patterns is its place in the dey@hent
lifecycle. By its nature, the methodology should be applied as early as possible during a
project, since a significant phase takes place during design. This makes it ideal for
adoption in new developments, but might challenge its application on exiag
architectures z though this has not been assessed so far. That said, there may be a case for
using Change Patterns in an ongoing project that is expected to suffer frequent changes
over a long period of time. Although this is clearly not as ideal arcesnario as its use on
new projects, and despite the fact that in this case even changes prepared and
implemented with the help of Change Patterns are likely to be costly and risky, it could
nevertheless be worthwhile to use the methodology. The benefit gflanning in advance

for architectural changes without the pressure of close deadlines cannot be
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methodology, we believe it shows promise, since it could greatly expand its scope of
application.

3.3 WP6 Verification
3.3.1 WP6 ARTEFACTS

The validation activities for WP6 focused on two artefacts:

e VeriFast, a tool to validate some core security modules (programs written in C
language)

e Security-by-Contract (SxC), a methodology to verify thesoftware contract of OSGi
bundles.

3.3.1.1 VeriFast

This section reports on the validation of the VeriFast software verification tool as provided
by WP6. The VeriFast tool allows the verification of C and Java software, taking as input
the source code along with anotations consisting in method contracts written in
separation logic, inductive data type and fipoint definitions, lemma functions and proof
steps. Theoretical background and technical details on VeriFast are presented in D6.2.
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VALIDATION SCENARIOSBXERCISES
As discussed in D1.2, the experimental focus of WP6 off device verification on HOMES is on
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ensuring that no illegal operations (such as dividing by zero or illegal memory access) are

performed in the code, and (since the module is multhreaded) that there are no data

races.

The validation exercise for this artefact consiste in the application of the VeriFast tool to
verify the C code of a HOMES module, the PEP (Policy Enforcement Point). From the PEP
source code provided by TID, an engineer generated the annotations required for the
verification process. In parallel, the VaFast team worked on extending C language
support in the tool in order to make it fully compatible with the PEP code. Finally, HOMES
domain experts examined and evaluated the process and the achieved results.

PEP implements a Policy Enforcement Point fdrome gateways. The program, consisting

of approximately 1700 lines of C code, facilitates the application of security policies in

Network Admission Control scenarios. That is, for an authenticated network device, PEP

will receive an access policy from a Rigy Decision Point. This policy is then put in place
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the case study is given in D1.1IThis case study is eminently interesting and challenging

AOA OT 0 %0 é&ction with Lirddnetwdrkivd cdmponents. It is the first case study

in which VeriFast is employed on lowlevel network management software.

Note on validation time line

The PEP source code is released to WP6 in November 2010. Subsequently, an initial
assesment of the feasibility of fully verifying the program is carried out in December
cmpn8 )OO EO AilT Al OAAA OEAO Ai 1T AOAOET ¢ OEA OAOE
the C language to be extended, imposing substantial implementation effort on theniFast
team. Work on extending VeriFast with the objective to verify PEP starts in March 2011. In
September and October 2011 an extended case study on verifying PEP is conducted. In the
course of this case study WP6 produces a modified version of PEP sota only use C
language features that are supported by VeriFast. In addition, initial annotations, i.e.,
method contracts for the PEP implementation, are produced. WP6 concludes that fully
verifying PEP is feasible. Yet, it is not clear whether this worgan be finished before the
submission of the final project deliverables. In consequence, this report is based on a
validation of ongoing work on the case study.

VALIDATION CRITERIA

The validation criteria considered in this report are given in D1.2. In summary, we
investigate whether the VeriFast tool can be applied by the owner of the case study and
whether, and to what extent, interaction with researchers and the developers of Vé&iast

is required. Of particular interest for TID is the usability of VeriFast for developers and
testers with few or no experience in the field of formal methods.

We also determine the required human effort, judging whether the application of VeriFast
imposes additional costs or saves effort as compared to manual verification or pure
testing.
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Focusing on further technical aspects of VeriFast, we evaluate the flexibility of the tool,
judging its applicability to further security modules without major change. We also
validate the tools effectiveness, i.e., that a number of true property violatioris reported
while the rate of falsepositive error reports is comparably low. Considering performance
aspects, we require VeriFast to show similar rutimes asa compiler to enable efficient
integration into existing development processes.

The iterative decomposition of these evaluation criteria into measurable indicators is
shown below.

Effective Usage

e Applicability:
o Verification process can be performed on HOES
o Verification results can be understood
e Human Effort
0 Learning effort.
o Verification effort.
o0 Comparison to manual approach

Specific Industrial Criteria

e Flexibility:
0 Tool can be applied to different software modules
o Effectiveness
o False negative rate
o False positive rate
e Usability:
o Non-experts can check error reports on the tool
e Performance
o Verification time.

Verification process can be performed on HOMES

At present, the independent use of VeriFadiy the stakeholder is constrained by the still
incomplete support of the C programming language in the verification tool. In particular,
VeriFast lacks support for compound data structures (structs) that are not dynamically
allocated. Furthermore, initiaisers for compounds and arrays are also not supported.
While it is certainly possible to change the PEP implementation (or any other security
module) to avoid these programming constructs, this is highly inconvenient. WP6
confirms that most issues with repect to language support can theoretically handled by
the verification algorithm in VeriFast. Hence, enabling the stakeholder to perform
verification in complete independence of the tool developers is mainly an issue of
additional tool development effort.

Given that, the verification can be currently done partially by the stakeholder. Eventually,
as C language support in the tool improves, the stakeholder should be able to perform the
verification with little or no assistance.
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Verification results can be wherstood

VeriFast provides an interactive verification experience as verification times are short and
errors can be diagnosed using a symbolic debugger. Thus, the results of applying VeriFast,
i.e. bug reports, can be easily inspected and understood by ethstakeholder, and
specifically by developers with no direct knowledge of the tool algorithm.

One limitation when displaying verification results in the current version of the tool is that
only the first error in the code is shownz in order to observe further errors, a developer
has to first address or comment the code causing the current one. Having the verification
tool show a full list of errors in a section of code would make the process of understanding
and fixing problems with the code significantlyfaster and easier.

Learning effort

As part of the verification process, it is required to annotate the code to be verified.
Writing these annotations is difficult and would require a developer or tester to be trained
in the use of formal methods. Our evaktion and validation efforts show that an
experienced developer may need a month to learn using VeriFast effectively.

Since learning the use of annotations involves such a considerabb®mmitment, we
believe that the only costeffective solution is to delgate these verification tasks on
specialized personnel. Thus, a number of verification engineers, (similar to testing
engineers) would be in charge of annotating code to be verified across multiple projects.

Verification effort

As a drawback, the tool suérs in terms of usability from the amount and complexity of
annotations that are to be put in place in order to perform verification. As reported by
WP®6, applying VeriFast imposes an average overhead of 0.5 lines of annotations per line of
code. Moreover,writing these annotations is difficult and would require a developer or
tester to be trained in the use of formal methods, as elgned in the previous section.

Given the high cost involved in the verification of a section of code, this is not an operation
that should be taken lightly. In fact, only highly sensitive software should ever be subject
to verification of its full code. For most systems (including HOMES), developers should
take advantage of the fact that VeriFast can check specific sections ofleoby annotating
and using the tool to verify only the most critical parts that can really benefit from the
level of assurance provided by this process. Necritical code can still be checked by other,
less expensive means.

Comparison to manual approach

The use of formal software verification tools like VeriFast is intended to provide very
strong guarantees for the correctness of an implementatioartefact. That is, the software
will behave correctly with respect to its specification (given in terms of sorce-code
annotations in the case of VeriFast) for all possible input vectors. Other techniques,
including testing and code inspection, are complementary to formal verification but do not
provide the same level of assurance. Thus, they cannot be comparedemms of effort 7
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What needs to be determined, then, is whether a system requires the high level of
assurance provided by VeriFast. In the case of safatyitical systems, this is typically he
case.

In a case like HOMES and the PEP module, a selective application of VeriFast may reveal
critical errors that would otherwise emerge after deploymentz so it can be expected to
reduce the effective maintenance costs of a software project.

Tool canbe applied to different software modules

VeriFast may readily be employed for the verification of other security modules, provided
their code falls within the supported subset of the C programming language. Note that
ongoing work to expand C language suppbfor the tool contributes to mitigating this
limitation. Eventually, it should be possible to use the tool on most C language software. In
addition, verification of Java code is also supported by the tool, though this falls outside of
the scope of the H®IES validation exercises.

Finally, there are two points that puts into perspective how limiting the restriction to a
subset of C really is. On the one hand, outside of extremely sensitive systems (which the
(/-%3 CAOAxAU AOAEE OA AsardorA/eriEadtitdocovgrhiookdftie O 11 O
system codez rather, it is expected that only select portions of the code (such as those
dealing with threading or memory allocation) should typically be verified. Apart from that,

it is possible to sidestep the lak of compatibility for certain language features by
rewriting the code of the verified system so that it provides equivalent functionality
without accessing these features. This could be a very expensive solution if the whole
system code had to be modifiedhis way, but the fact that it is possible to perform
verification on just a part of the code (as explained above) makes this manageable. In fact,
this approach has been successfully applied to the HOMES PEP code during earlier stages
of the validation e»ercises, while C language compatibility was still relatively reduced.

False negative rate

One of the crucial properties of the VeriFast tool is its low rate of false negativesit
provides a very good level of assurance that a verified module is free bfttypes of errors
covered by the algorithm (including threading errors and memory problems).

It should be noted that there are a few factors that can increase the false negative rate. The
best performance is achieved when 100% of the code is verified, édithe corresponding
annotations have been perfectly defined. However this will not always happen in practice.
As has been discussed, the cost of annotation will lead to verification only covering critical
portions of code for many systems. In this case, KEast offers no guarantees whatsoever
that the unverified code is errorfree though, if the verified code has been selected
carefully, any unverified errors will have relatively low impact.

Quality of annotations can also affect the amount of false ndiees, in that in that a section
of code with insufficient or poorly defined annotations will not be properly verified,
leading to a lower level of assurance in practice. Thus, verification performed by less
experienced developers is less reliable. Becaus#f this, special attention should be
devoted to the learning process of the VeriFast tool. Also, the development of tools that
assist in the generation of annotations becomes a highly interesting topic and in fact
there is ongoing research in Leuven ftdwing that direction.
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Falsepositive rate

Another important parameter to describe the quality of the verification is the rate of false
positives. Though not directly affecting the level of assurance provided by the tool, the
amount of false positives is ignificant in that an excess of such positives can artificially
increase the effort required to fix errors after verification, by forcing developers to waste
time on incorrectly diagnosed bugs. In our experience, VeriFast has a low rate of false
positives. It is worth clarifying that the verification process performed by VeriFast does
not necessarily point to sections of code that are actively causing problems in the
software, but to dangerous code that has the potential to do so. This kind of bugs is not
considered a false positive even when a particular bug might not be negatively affecting
the behaviour of a program at a given timeg they tend to have unpredictable interactions,
and are likely to cause problems over time. Thus, identifying and fixing theis always
desirable.

The fact that the validation exercise for HOMES is still in progress makes it difficult to
provide specific examples for this evaluation criteria. Still, &ving applied VeriFastonly to

a subset of PEP so far, WP6 already reported a strong indication for a race condition in the
code. Final conclusions on the effectiveness of VeriFast on this case study can only be
drawn once the exercise is completéAs with false negatives, theate of false positives can

be affected by low quality annotationz the considerations regarding learning and tool
usage, mentioned in the previous section, also apply here.

Non-experts can check error reports on the tool

Unlike the annotation generation $ep, result inspection in VeriFast does not require any
particular knowledge of the algorithm. In VeriFast, errors can be diagnosed using a
symbolic debugger. Thus, the bug reports provided by the tool can be easily inspected and
understood by the stakehotler. In practice, this will mean that in a typical project, only a
small number of developers will need to be aware of the nuances of VeriFast, in order to
properly annotate the codez once that is done, anyone can access and use the information
provided by the verifier.

Verification time

Considering performance aspects, we require VeriFast to show similar reimes as a
compiler to enable efficient integration into existing development processes. VeriFast
performs efficiently on the example. In fact, veri€ation time is consistently short and on
par with compile time. This is an important point towards integrating VeriFast in existing
validation processes: the tool may be used interactively by the developers.

VALIDATION RESULTS

An overview of thevalidation results is shown in the following table(Table 6). The results

can be summarized as follows. The applicability criteria for the HOMES sceitaare
mostly fulfilled, since currently the stakeholder can use the tool on the case study with
moderate assistance (to extend C language support on the tool). Once better C language
compatibility has been achieved for VeriFast, the stakeholder should rage little to no
assistance to use the tool.
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Table 6 VeriFast validation results

Criteria

Evaluation

Applicability

Verification process can be performed on
HOMES

Verification results can be understood
Human Effort

Learning effort

Verification effort

Comparison to manual approach
Flexibility

Tool can be applied to different software
modules

Effectiveness

False negative rate

False positive rate

Usability

Non-experts can check error reports on the
tool

Performance

Verification time

Can
assistance
Yes,
independently

Yes

Doable, but significant

1 month

0.5 annotation lines / code line
Not comparable

be applied with some

now with assistance,later

Yes, moderate changes may be

required

Yes, conditioned
support

Tool is effective

to

language

Very low, depends on annotations

% of verified code

Low, depends orannotations
Easy inspection for non -experts
Yes

Allows interaction
~compile time

Regarding human effort, experience shows that VeriFastquires significant investments
both for learning and for the verification process. However, these can be mitigated with
techniques such as the use of specialized verification engineers and selective verification
of code. At any rate, an effort compariso with manual verification approaches cannot
really be made, since these approaches fail to provide the level of assurance achieved by
VeriFast.As for specific industrial criteria, we have confirmed that the tool is flexible and
can be translated to othersoftware systems without a major effort, though the level of C
language support is a limiting factor for now. Also, experience shows that VeriFast is an
effective tool, with a very low rate of false negatives and a reasonable level of false
positives. Inaddition, the usability criterion is also met, when it comes to result collection

Z any developer with no knowledge of the algorithm can inspect bug reports in an intuitive
way. Finally, the performance of the tool is good, with comparable delays to thoskown

by a compiler, allowing for interactive use and integration with IDESOverall, VeriFast is a
formal verification tool with a strong potential for applicability in industrial practice. The
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shortcomings with respect to language support and usability, which are currently being

worked on.
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Industrial considerations

For future work wereAT I | AT A OEAO 6AOE&AOOB0 OOPDPI OO0 A O #
further case studies in the domain of lowlevel system management components.

Furthermore, research should focus on simplify annotations and reducing annotation

overhead, as well as on prading automated tools to assist in annotation generation. The

VeriFast tool would also benefit from debuggetike integration in commonly used

integrated development environments such as Eclipse.

Since using the tool involves a significant effort investmenthe decision of when and how

to use it in a project should be taken with care. For highly sensitive systems, the high level
of assurance given by VeriFast is more than likely to justify the costs by itself, but in other
scenarios, including the HOMES taway, that much assurance is not really required for
the whole system. In those cases, applying the verification process on select modules and
code sections will yield a reasonable level of assurance with considerably less effort.

Other considerations ned to be taken when using VeriFast. The learning effort required
to apply the annotations for the tool encourages using specialized developers that focus on
the task of annotating code, possibly across different projects.

3.3.1.2 Security-by-Contract (SxC)

This section reports on the Securityby-Contract (SxC) methodology for the HOMES
scenario as provided by WP6. In an OSGi platform such as the one used in HOMES, the SxC
methodology enables each bundle coming onto the platform with a contract embedded
into its mMAT EEAOO £EEI A8 4EEO Ai 1 OOAAO AT T OAET O AAC
requirements, also listing permissions to access its services and packages. The
PolicyChecker entity embedded on the platform checks during installation and monitors at

run-time that the requirements of the bundle are satisfied. Thus the SxC methodology

enables dynamic functionality and security enforcement in a changing environment when

bundles from different providers are installed or removed while various provided services

can belaunched or stopped.

VALIDATION SCENARIOS and EXERCISES

Since the HOMES case study is considered a secondary case study for SxC (the primary one
being ATM), and due to resource limitations, it has not been possible to implement a
proof-of-concept prototype of the proposed SxC solution for HOMES. Instead, the HOMES
SxC work was focused on providing a detailed description of how the SxC approach could
be applied to this scenario. As a consequence, validation for this artefact was not based on
experimental exercises, but on analysis and discussion of the presented methodology.

As discussed in D1.2, the SxC artefact on homes is focused on the security property of
OOAAOOA A@OAT OEAEI EOU6h ET AT i AETAOETT xEOE «(
requirement. The goal is to improve the control of interactions between Java OSGi bundles

with respect to permitted/forbidden information flow paths, particularly between bundles

provided by different stakeholders.

For the validation exercise of the SxC artefact, the nh@in experts at TID were provided
with a technical report describing in detail the Securityby-Contract methodology for OSGi
platforms (such as the HOMES gateway). This description included the definition of bundle
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interactions and specification of a bundt contract, the definition of the OSGi platform
security, the sketch of the architecture of the SxC extension of the OSGi platform and the
checks to enforce security on the OSGi platform. The domain experts analysed this report
in depth, and conducted a s@es of discussions with the SxC researchers. With the
feedback and suggestions captured in this way, a new version of the report was generated.
This version (2.0 hasbeen included as part of deliverable D6.6. Finally, the methodology
was evaluated following the criteria defined in deliverable D1.2.

VALIDATION CRITERIA

Two top-level criteria have been defined for the Securitpy-Contract artefact in HOMES:
effective usage (which includes applicability and human effort), and specific industrial
criteria (including performance, effectiveness, and level of automation). The iterative
decomposition of these criteria into measurable indicators is shown below.

Effective usage

e Applicability:
0 The methodology can be implemented by the researcher.
o0 Bundle contractscan be used on HOMES by the stakeholder.
0 The methodology addresses relevant threats on HOMES.
e Human effort:
o Framework deployment effort.
0 Learning effort.
o Contract generation effort.

Specific Industrial Criteria

e Performance
o Delay on bundle lifecycleoperations.
o CPU and memory consumption.

e Effectiveness
o False negative rate.

e Automation:
o Contract enforcement automation.
o Contract generation automation.

A detailed discussion of the evaluation for each sutriterion is provided below.

Applicability
The mehodology can be implemented by the researcher

The HOMES SxC report provides an architectural and functional definition for a software
module (the SxC framework) implementing the Securitypy-Contract methodology on an
OSGi platform. Though it has not beeimplemented due to resource limitations, TID
domain experts have concluded that the OSGi framework presents no obstacles for the
implementation of such a system. A likely implementation of the SxC framework would be
as an OSGi bundle with permissions tocaess certain OSGI resources such as the service
registry, the framework policy file, and the manifest files and permission files of bundles
being loaded on the platform.

Seculre ;.

- D1.3 Report on the Industrial Validation of SECUREHANGE
CHAN%E Solutions | version 4.3 | page 83 /187




The methodology can be used on HOMES by the stakeholder

Once the SxC framework (as @eribed in the previous section) has been implemented, it
should be easy for the stakeholder to deploy it on the HOMES gateway and apply the
Security-by-Contract methodology there. This will typically involve two differentiated
tasks: SxC deployment and ediguration, and contract generation.

Deployment and configuration of the SxC framework on a HOMES gateway would be
performed by the network operator, and would involve the installation ofa SxCbundle
with the appropriate permissions. As any system update on OSGi, this could be done
dynamically on a running platform without interfering with its operation. It has to be
noted that even after deploying the SxC framework, usage of security contracts bundles

EO OOOEAOI U TPOEITAI h O EO xi1 O1i ATdO6 AA 1T AAAO

gateway services to comply with the methodology. A likely adoption scenario would have
a progressive introduction of bundle contracts, starting with new sevices, and adding
them to new versions of existing services as they were updated. Likewise, the inclusion of
contracts in a bundle is backwards compatible, allowing the use of contraehabled
services on systems without Sx@ though this would likely require additional security
measures to compensate for the lack of SxC.

On the other hand, contract generation would be the responsibility of service providers,

who would have to define contract permissions according to the needs of each specific
bundle. AsA@D1 AET AA AAT OAh DOI OEAAOO x1 01 AT80O AA
their services at once, since it would be possible to gradually add contracts to new services

and updated versions of existing services.

The methodology addresses relevant threats HOMES

An important parameter to determine the applicability of this methodology on the HOMES
scenario is its ability to address actual threats for a home gateway. The HOMES SxC report
has identified several cases where Securitgy-Contract allows serviceproviders to define
restrictions on bundle usage that are not possible using just the OSGi security framework.
As an example, SxC can prevent the install of a bundle under a series of specific services
are installed and running on the platform, in order b avoid denial of service attacks.

Learning effort

It is expected that the basics of SXC methodology will require a relatively low effort to
learn z a developer should understand enough to create a simple contract after a few
hours of study. However, leaning to take advantage of the new security functionalities
enabled by SxC may prove more complicated, and take a deeper study and some direct
experience before developers get it right. This is difficult to estimate until we have had the
chance to implementthe methodology and see it at work.

Frameworkdeployment effort

We estimate that the deployment of SxC once it is deployed will require very little effort
for the operator of a network of home gateways. Installing a bundle (such as the SxC
framework) on an OSGi platform like the HOMES gateway is typically a routine task that
presents few challengesSxC deployment should be transparent to and require no effort
from the users of a gateway, except from perhaps providing confirmation for a system
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update. Note OEAO ET 1T OAAO & O OEA 3@# 1 AOGETATIT cu Ofi
SxC framework deployedz security contracts also need to be added for each individual
service, as discussed in the following section.

Contract generation effort

The generation of @ SxC contract for an OSGi service should require a small amount of
work from the provider of that service z likely in the order of a few developer work days
per service. The developers would need to evaluate carefully the set of local permissions
required by a bundle, as well as to decide the set of authorizations they are willing to
provide for access to their packages and services. Though further bundle updates may
require modifying the bundle contract, it is expected that this will be a relatively rare
occurrence z so the maintenance work associated with SxC contracts can be considered
negligible./ T A OECT EEXZAEAAT O OPOEAA 1T &£ OEA 3@# 1 AOET AT |
backwards compatible, which means that service providers do not need to immexely
incorporate contracts into each running service as soon as SxC is adopted, but can
introduce them gradually as new bundle versions are released. This allows for careful
planning of SxC contracts, and to better distribute the workload.

Performance
Delay on bundle lifecycle operations

One of the potential drawbacks of a module like the SxC framework lies in the risk of
noticeably slowing lifecycle operations down, thus degrading user experience. Due to the
lack of an implementation, we have no hard ata on this issue, but analysis strongly
suggests that this will not be the case for SXC. On the contrary, the delay introduced by this
approach should remain at very low levels, so that the use of SxC would be transparent to
users.

The process of an SxCesurity check performed during lifecycle operations can be
summarized as follows: the SxC framework parses SxC headers in the bundle manifest,
checks for security stability, and checks for functionality stability. The operations
performed are relatively cheap ones, such as parsing a short text file or comparing sets of
permissions with bundle interactions, or sets of functional requirements with available
services in the platform. It is safe to assume that such a security check will not have a large
impact on lifecycle operation delay.It should be noted that, since the contract is included
as part of the bundle manifest, it does not need to be signed separately, thus saving the
need for a relatively costly decryption operationSome future extensions for SR currently
under consideration include the Conflict Resolution component, which would handle
conflicts between bundles in more complex scenarios based on a combination of
framework-specific policy and system policy. Such extensions are likely to involveone
complex logic and be more resourcéntensive, so special care will need to be taken to
preserve a good performance.

CPU and memory consumption

Though no specific measurements can be made until an implementation of the SxC
framework is available for OS¢ we know that, as explained in the previous section, the
basic working of SxC is based on simple operations which consume little CPU and memory.
Moreover, this processing only takes place when a bundle lifecycle operation is performed
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Z since these oper#ions are typically infrequent, the SxC bundle should remain inactive
most of the time.This suggests that deploying SxC would be feasible even on devices with
limited resources, like some home gateways.

Effectiveness
False negative rate

Since the checks @rformed by the SxC framework are fairly straightforward, we expect
the methodology to correctly identify and apply the security policies and functional
requirements associated with all bundles, barring errors in the contract or deliberate
attacks. As a cosequence, the false negative rate will be mostly dependent on human
errors and attacks. The likelihood of poorly defined contracts leading to errors in SxC
performance appears to be low, since the contract headers are not particularly hard to
define. Thatsaid, special care will be needed so that developers gain a good grasp of the
methodology during the learning period. Also, developers should be aware of the
importance of contract definition and revise the headers accordingly. As for specific
attacksexd | EOET ¢ OOI 1 AOAAEI EOEAO | £ OEA 3@# AEOAI Ax]
issue, but this point should be taken into account once the module is implemented.

Automation
Contract enforcement automation

The SxC is expected to work on a fully automatedanner, inspecting bundle contracts and
enforcing contract policies without need for user interaction.

Contract generation automation

The generation of SxC contracts for OSGi bundles, unlike contract enforcement, cannot be
automated in the current framework. Contracts consist of two parts: access control policy
for access to the resources of a bundle, and functional dependencies of the bundle. These
parts are to be defined by the bundle owner and developer, but they cannot be directly
inferred from the bundle code.As a future development, it would be interesting to find
ways to automate contract generation, or at least to have automated tools that guide
developers in the process.

VALIDATION RESULTS

An overview of the validation results is shown inTable 7. The results can be summarized
as follows. The SxC methodology can be applied by the stakeholder in complete
independence, requiring a low levebf effort z A ££&1 OO0 AT I PAOEOI T O 061 A Oi
have not been provided since no manual equivalent to the SxC checks has been identified.
As for industrial criteria, the methodology should offer a good performance without
requiring much in the way ofhardware resources. We also expect it to accurately identify
when the security policies and functional requirements of a bundle are met, outside of
human errors (poorly defined contracts) or potential deliberate attacks (the impact of
which should be evalated in a future study). Finally, the working of the SxC is fully
automated and requires no user intervention, though the same cannot be said of the
generation of contracts by service providers, which remains a purely manual process.
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Table 7 Security -by-Contract (SxC) validation results

Criteria

Evaluation

Applicability

The methodology can be implemented by the

researcher

Bundle contracts can be used on HOMES by

the stakeholder

The methodology addresses relevant threats

on HOMES
Human effort
Learning effort

Framework deployment effort
Contract generation effort
Performance

Delay on bundle lifecycle operations
CPU and memory consumption
Effectiveness

False negative rate

Automation

Contract enforcement automation
Contract generation automation

Industrial considerations

Can be applied fully by
stakeholder
Yes

Yes, no assistance
Yes

Doable, low effort required

Hours to understand, more to
master

Very low effort for operator

Low effort for provider

Good, even on limited devices
Not noticeable

Low

Estimated as good enough

Low, caused by humanerrors or
attacks

Automated operation, not
development

Fully automated

Not automated

The first point of this evaluation to be taken into account from an industrial perspective is
the fact that no experimental results have been available due to the lack of a framework
implementation. Nevertheless, we believe that the validation results acied through
theoretical analysis are fairly reliable, though we acknowledge the possibility of some
unexpected interactions coming up once we have the chance to implement the SxC module
over an OSGi platform and see it in practice. Thus, the results ofsthreport could be
expanded after this kind of practical experience, but we do not expect to find significant
contradictions between the current results and those provided by experimental practice.

Overall, the current SxC specification for OSGi platformisoks like a promising starting
point, which has some immediate applications as well as some very interesting research
lines (such as Conflict Resolution) which will need to be studied in depth.
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3.4 WP7 Testing
3.4.1WP7 ARTEFACTS

The validation activities for WP7 bcused on one artefact, a methodology for managing test
evolution.

3.4.1.1 Telling Test Stories (TTS)

The WP7 artefact validated in the HOMES scenario consisted in a methodology for
managing test evolution. It can be decomposed into a language (a maetadel for
expressing tests and connecting model elements) and a process (a test evolution
management process for keeping tests and system synchronized.

VALIDATION SCENARIOS and EXERCISES

For the Telling Test Stories artefact in the HOMES scenario, the validation emd the
change requirement of Core Security Module update, in combination with the security
property of policy enforcement. In addition, the Bundle Lifecycle Operations change
OANOEOAI AT O xAO Al OF Al OAOAAhR xEOE Odnd OAAOOE
OOAAOOEOU ATe dohl AvAshdHave Ghe dest model and, upon some eventual
change on the system or requirements, identify the affected tests and derive tests suites.
In this case the targets were policyrelated and enforcementrelated tests. The validation
scenario for this artefact consisted in a walkthrough where the test evolution
methodology was applied to the HOMES scenario. UIB provided a walkthrough script
which was given to TID domain experts. The experts followed the script with aissance
from UIB, and then evaluated the artefact according to the evaluation criteria defined in
deliverable D1.2. The walkthrough started with a brief presentation to refresh the
language and methodology, which the experts had studied previously. Latex, change
scenario was defined, consisting on the introduction of a nerepudiation protocol for the
HOMES scenario, which would be applied to third party service providers with low levels
of trust. The initial model definition (including system, requiremerts and tests) was
examined. Then, a change was introduced in this model, consisting on a new security
requirement z the need to use norrepudiation for untrusted providers. In order to cope
with this requirement, a new test was created, as well as new corapents and services in
the system. The impacbf the changes in system and requirements was evaluated for all
tests. Finally, a test suite to validate this change was generated using OCL.

VALIDATION CRITERIA

Two top-level validation criteria have been deined for the Telling Test Stories artefact:

Effective usage (which includes applicability and human effort), and specific industrial
criteria (of which completeness and usability have been considered). The iterative
decomposition of these criteria into meaurable indicators is shown below.

Applicability

e Language
0 Representation of HOMES scenario
A HOMES System can be represented
A HOMES Requirements can be represented
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A HOMES Tests can be represented
o Can be understood
A Meta model can be understood
A Modelrepresentations can be understood
A State machines can be understood
o Can be used
A Models can be generated by the stakeholder
A Models can be updated by the stakeholder
e Methodology.
o Change propagation
A All relevant model changes are propagated to tests
0 Ted Selection
A Test selection criteria can define a variety of test suites
A Test selection is performed efficiently
o Can be understood
A Change propagation can be understood
A Test selection can be understood
o Can be used
A The change propagation process can hesed by the stakeholder
A The test selection mechanisms can be used by the stakeholder

Human Effort

e Learning:
0 Language and methodology Learning effort
e Model:

0 Model generation
A System model generation effort
A Requirements model generation effort
A Testmodel generation effort

0 Model updates
A Model update effort

¢ Methodology.

0 Methodology usage
A Effort saved through change propagation
A Effort saved through test selection
A Overall effort savings

Completeness

e All relevant entities in HOMES can be included ithe model
e All security properties can be included in test model
e All change requirements can be applied to the test model

Usability

e Test evolution usability:
o0 All models can be handled by an integrated tool.
0 Model element states are easy to observe amdlit.
0 Testtypes are easy to observe and edit.
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0 Associations between requirements, tests, and services are easy to observe
and edit.
0 Changes in test states are notified clearly
e Test selection usability
0 Test selection queries are easy to run.

A detailed explanation of each sukcriterion and the results obtained are provided in the
following sections.

Effective Usage

The criteria of effective usage determiie whether the language and methodology defined
for this artefact can be successfully applied to the ®MES scenario, and the level of effort
required for it. This effort is then compared to that of a manual approach to test evolution,
to estimate the time savings obtained.

Applicability

Applicability has been separately evaluated for the two artefact compents: the language

(a metamodel for expressing tests and connecting model elements) and the methodology
(a process to manage synchronization of tests and system during test evolution). Three
aspects of the language were taken into consideration. The firene was its ability of the
model to represent all relevant elements in the HOMES scenario, including the system, its
requirements, and the tests. In second place, the degree to which this language can be
understood by interested parties; we analysed thigor the meta-model itself, as well as the
model representations used, and the state machines associated to model elements. Finally,
we examined the use of this language for generating models and updating them.

Regarding the methodology, we evaluated foutategories of characteristics. The first two
dealt with its main functionalities, which are managing the propagation of changes in the
system and the selection of tests suites matching a set of changes. Within these
functionalities, we examined the coverge of changes that could be propagated, as well as
the variety of filter conditions that could be applied to test selection, and the efficiency of
the selection process. The other two categories were the comprehensibility and usage of
this methodology. Boh of categories were analysed separately for change propagation and
test selection.

HOMES System can be represented

As part of the validation walkthrough, a system model was created according to the TTS
meta-model, providing an accurate representation othe system in the HOMES scenario.
Since the system model defined by the TTS metaodel is actually a conventional UML
component diagram, any serviceoriented system should be easy to represent this way.

HOMES Requirements can be represented

During the walkthrough, a subset of the requirements from HOMES, including both
functional requirements and functional requirements, were modelled according to the TTS
meta-model. This provided an accurate representation of these requirements. Though the
full requirement set was not used due to time constraints, we concluded that all of the
requirements from the scenario could be represented this way with similar accuracy.
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The representation of choice for this requirements model is a requirement hierarchy,
where every requirement is composed of a name, an identifier and a brief textual
description, and security requirements are associated to functional requirements as
constraints to them. This is a representation that can easily be obtained from other
common methods of r@resenting requirements (such as use case descriptions), and
which can be applied to all kinds of functional and security requirements in a serviee
oriented system.

HOMES Tests can be represented

In the walkthrough, several tests related to security andunctional requirements in the
HOMES scenario were modelled according to the TTS matedel. The test models
provided an accurate representation of these tests. The main representation of each test
model is calledtest story,and consists on a series of seice calls between test actors, and a
set of assertions associated to these calls. 8ecureChanggetest stolies are depicted in the
form of UML sequence diagrams. The model of a test also includes test data, which is
usually shown on a separate table. Tdugh it was not possible to create test stories for a
large number of tests due to time constraints, for the tests covered in the exercise we
found that it was possible to generate suitable descriptions using test stories. We did not
find any case where tle language limitations prevented us from showing part of a test on a
test story. Likewise, test data tables are straightforward representations which should be
applicable to any kind of test, though size considerations might make them difficult or
impossible to display in certain scenarios.

Meta model can be understood

In order to run the walkthrough, TID experts on the home gateway domain needed to
study the metamodel defined for the test evolution methodology. It was concluded that
this meta-model is intuitive and easy to understand for domain experts.

The metamodel has three clearly defined parts: the system model (containing both the
actual system and the deployed infrastructure), the test model, and the requirements
model. The internal structure ofeach submodel shows all relevant components, and
matches common representations used in software engineering. The relationships
between model elements are consistent with reality, and can be followed intuitively.

One aspect of the metanodel that had to ke studied more carefully was the relationship
between functional requirements, security requirements, and tests, since it was linked to
the particular style of security testing used in this methodology.

Model representations can be understood

The domain eperts were shown the model representations used in the TTS methodology.
The representations used for the system model and requirements model could be
immediately understood with no prior knowledge of the methodology, whereas the test
model representation (based on test stories) required familiarity with the methodology in
order to be understood.In the TTS language, the system model is represented using a
conventional UML component diagram, which is easily understood by most developers.
Likewise, the requrement model shows a hierarchy of requirements defined by a name,
an identifier, and a short text descriptionz also fairly intuitive. We did come across some
language elements, like assertions in the test model sequence diagram, which our experts

Seculre ;.

- D1.3 Report on the Industrial Validation of SECUREHANGE
CHAN%E Solutions | version 4.3 | page 91 / 187




were not familiar with, even though they appear in the UML 2 standard. That said, we
found that once some basic concepts about the model and the structure of tests were
explained, this representation of test stories could be understood without problems.

State maclnes can be understood

As part of the walkthrough, the state machines associated to requirements, services and
tests in the TTS model were explained. We found that the model states and transitions had
been defined in an intuitive way, and that the way state transitions triggere@¢hanges in
other system elements could be understood without much effort.

Models can be generated by the stakeholder

Based on our experiences during the walkthrough, we estimate that the stakeholder
would be able to generate models for system, requiremés and tests, following the TTS
meta-model, and with limited assistance from the researcherdsit has been mentioned in
previous sections, the system and requirements models show very little deviation from
conventional practices, so the stakeholder shodlbe able to generate them without help.
By contrast, test models based on test stories are likely to be a new concept for the
stakeholder, which may require clarification or assistance when the methodology is first
adopted. After acquiring some experienceith the model, the stakeholder should be ready
to use it in complete independence.

Models can be updated by the stakeholder

One of the tasks performed in the walkthrough consisted in introducing changes in
different parts of the model to show how they waild propagate. Changing the model after
it has been defined is a straightforward activity which the stakeholder can perform in
complete independence.

Once the full model for system, requirements and tests has been created, introducing a
change on it, whetter it is the addition, removal or modification or an element, should be
an easy thing to do for the stakeholder, even without assistance from the researchers.
Note that this refers specifically to the introduction of a new change in the model; the
propagation of said change is covered in a separate section.

All relevant model changes are propagated to tests

Upon close examination of the metanodel and associated state machines, we have
verified that the methodology is capable of propagating all kinds offtevant changes in the
model towards the tests.

The state machine transitions track model changes such as additions, modifications and
removals in either the system model, the requirements model, or the test model. Model
elements are interrelated, and chages are propagated across elements, so that the state of
the model should always accurately reflect whether a test is up to date.

Test selection criteria can define a variety of test suites

After examining the range of available filter criteria for automéed test selection, we have
verified that it is possible to select tests according to a wide range of conditions, allowing
for a fine-grained configuration of test suites.
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The OCLEbased test selection mechanism can return a subset of the existing sets thea
simple criteria such as test type (regression, evolution, stagnation), but it can also
consider the state of other model artefacts. This allows selecting tests based on their
association with a certain service, functional requirement or security requement, or on a
combination such conditions. This basically covers any variable in the model which might
be relevant in the selection of a test.

Test selection is performed efficiently

One of the steps of the walkthrough included selecting a series of testhat matched
certain conditions. We found that the definition of test selection criteria can be performed
easily through short scripts, and that the execution of said scripts returns the desired
results almost immediately.

A typical OCL query to generate test suite from the range of available tests takes only a
few (3-4) lines of code. More complex queries can be longer but should rarely involve
more than half a dozen lines, since each condition can be expressed in a single line.
Running the query doesd O OAEA 111 CAO OEAT A AiIOPIA T &

O\
T
I

Change propagation can be understood

The walkthrough showed the process of propagating a change in the model using this
methodology, in a clear and easy to follow way. We have reached the conclusion that
change propagation can be well understood by the stakeholder, particularly after a

practical demonstration.

The mechanism used to propagate changes in the model by means of triggers in state
machines is not excessively complex, and one can get a good impies of how it works
after seeing it in action with one or two examples.

One complexity that we found associated with this propagation of changes through state
machines was that, while individual state changes and their associated triggers were not
hard to follow, a change could often propagate across multiple system elements, and
tracing it by hand could become a cumbersome task. This means that having access to a
dedicated tool that keeps track of changes across the model is strongly recommended in
order to use this methodology.

Test selection can be understood

Our experience during the walkthrough shows that the most basic form of test selection

(e.g. using test type) can be immediately understood. Further refinements on test selection

criteria such as fnding tests associated with a requirement orservice require some

AZAT E1 EAOEOU xEOE OEA T AOETATI1TcU AT A 1 A1 COAC
challenging to understand.

The change propagation process can be used by the stakeholder

After using the chame propagation methodology, we believe that the stakeholder can
follow this process independently, provided that adequate automated tools are available.

The existence of automated tools to keep track of the various state machines and change
triggers is a citical requirement to implement the methodology on any nontrivial system.
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For the walkthrough, we were able to perform the changes by hand because only a limited
amount of change operations and model artefacts were considered, but in a real
environment this manual approach would be unfeasible.

That said, once the more mechanical steps and state data tracking are taken care of,
change propagation is intuitive, and does not present significant challenges to the
stakeholder.

The test selection mechanisms chea used by the stakeholder

After trying the test selection mechanisms during the walkthrough, we have concluded
that the stakeholder can use these mechanisms in complete independence, provided that a
modelling tool with OCL support is availableSince te$ selection is based on OCL queries
over the model artefacts, the use of modelling software compatible with OCL is mandatory.
This should not pose a problem, since such modelling tools exist in the market.

With an adequate modelling tool, the test selection process is reduced to defining simple
OCL queries and running them, which can be easily managed by the stakeholder, even
without assistance from the researchers.

Human Effort

The level of human effortrequired by this artefact has been evaluated as three separate
categories: the learning effort, the effort associated with the usage of the model, and the
effort associated with the application of the methodology. Of these, the modelated
effort has been divided into generation effort for system, requirements, and test models,
and effort of model updates. Finally, the methodologyelated effort has been divided into
saved effort due to change propagation, saved effort due to test selection, and overall
saved effort considering the methodology as a whole.

Learning effort

We observed that it takes between 4 and 6 hours of study for a developer to be familiar
enough with the language and methodology to start using it effectively. This includes a few
practical exercises, and assumes previous experience with the UML language and
modelling tools.

System model generation effort

We expect the effort for system model generation with this methodology to be very low. In
practice, most software projects should alreadyave a system model with a very similar

structure to the one defined by the TTS metanodel, and this existing model could be

reused here with minor adaptations.

Requirements model generation effort

The effort to generate the requirements model (includingooth functional requirements
and security requirements) should be low. At worst, we should expect the system
requirements to be defined as a written document. The requirements model used here is
relatively simple, with each requirement defined by a namen identifier, and a short text
description, as well as its associations towards other requirements. Generating this model
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from the written document is a straightforward task, consisting mostly on copying names
and descriptions to the modelling tool.

Testmodel generation effort

We estimate that most of the effort of implementing the test evolution methodology will
lie in the task of generating test models. Unlike the models for the system and
requirements, we cannot expect to have an existing test modehdt can be reused; the
model will need to be created specifically for use with this methodology. The most costly
task of model generation is the creation of a test story for each individual test. With the
sequence diagram representation used irfSecureChage, we expect that this can take
between half an hour and two hours, depending on the complexity of the test. By contrast,
AAZEET ET ¢ AOOT AEAOGETT O AAOGxAAT A OAOGO AT A OEA
take more than a few minutes per testTheseeffort estimations describe the worst case
scenario, which assumes the creation of test models for tests that are already designed
and implemented. This can happen, for example, when adopting the language and
methodology for a project after it has started.However, it is also possible to follow a
model-based test creation process, where generating a test story is one step in the design
of a test. While the time to generate a test model does not change, the effort can be
partially compensated by reductionsin design time for the actual tests.

Model update effort

Keeping the models for system, requirements and tests up to date requires some effort,
which has to be added to the cost of generating the initial models. In general, the update
cost of each model igproportional to its generation cost. System model updates taking
little or no extra effort (in the assumption that an updated system model is required
whether or not the test generation methodology is used), whereas updates of the
requirements model takesup a higher but still small amount of effort, and test model
updates involve a significant time investment.

Effort saved through change propagation

The change propagation process saves effort (compared with the manual approach) each
time a change is intraluced in the system, provided that the system is not trivial and that
there is a moderate number of tests. This effort savings grows with the complexity of the
system and the number of testsUnder the manual approach, whenever a change is
introduced in the system or its requirements, the developers need to run a series of
checks.

For a change in a system service:

e Check unit tests that are assigned to the changed element.

e Check for any test that can include calls (whether direct or indirect) to the chande
element.

For a change in a requirement:

e Check tests specifically assigned to the use case of that requirement.
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Check for any test that can be related to that requirement. With no explicit test model, it is
still easy to find the unit tests assigned to a&lass, or the tests assigned to a requirement
use case; it should be possible to identify these tests in a matter of minutes. However,
there is no clear way to determine which tests have a direct or indirect relationship to a
changed system artefact or regirement. One has to go over the list of existing tests and
revise their code (to find calls to a changed element) or their specification (to find if they
test a functional or security requirement). This process is prone to errors, and grows in
effort and complexity with the amount of services, requirements and tests in a systerBy
contrast, the test evolution methodology propagates any change in the model, marking the
affected tests quickly, and with no additional effort other than updating the modet since
the propagation process should be mostly automated. It also has the advantage of being
much less prone to errors than the manual approachilhough it is difficult to give hard
figures for the time savings introduced by the methodology, we can estimatkadt:

e The methodology saves effort with each change operation. This will happen as long as
the cost of updating models is lower than the cost of looking for affected tests by hand
Z which will be true unless working with a very simple system with very few ésts.

e The effort saving increases with system complexity and the number of tests.

Overall, the effort savings for change propagation will depend on the frequency of changes
in the system, the complexity of the system, and the number of existing tests.

Effort saved through test selection

The test selection process saves effort (compared with the manual approach) each time
we select a set of tests for a test suite according to a ntnivial filter condition. This effort
savings grows with the number of testsin the system.Under the manual approach,
selection of a test suite involves going over the list of existing tests, and determining which
ones should be included in the suite, on a case by case basis. The complexity of this task
depends on the granularityof the filter conditions:

o If we just want to filter by test type (evolution, regression, stagnation), selecting a
suite is almost immediate. It is possible to have tests organized by type (e.g. by having
them in separate folders for each type) and easiligke all tests of the chosen type for a
suite.

e If we want to filter tests calling a specific service or associated to a specific
requirement, we may need to go over the whole list of tests and check their code and
specification. The cost of this operatiofis proportional to the number of tests.

Overall, the effort savings for test selection will depend on the frequency with which one
needs to select tests for a suite (which usually coincides with the frequency of changes in
the system), with the number of aisting tests, and with the granularity of the filter
conditions we want for the test suite.

Overall effort savings

The critical measure to evaluate the success of the test evolution methodology is the
overall amount of effort compared to the manual approeh, after accounting for the cost of
model generation and updates, change propagation, and test selectiorhe following
factors need to be taken into account when comparing the effort required by the test
evolution methodology and the manual approach:
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e There is a significant initial overhead for the methodology, due to model generation.

e There is a small overhead for the methodology for each change in the system, due to
model updates.

e The methodology saves effort for each change due to change propagationisiavings
increase with system complexity and the number of tests.

e The methodology saves effort for each generated test suite due to the automated test
selection. This savings increase with the number of tests. We can assume that test
suites will need tobe generated whenever the system changes.

The evolution will result in saved effort whenever the total savings due to change
propagation and test suite selection exceed the initial cost of model generation. In general,
this will occur in complex systems wih many tests, if they are subject to many changes.

Specific Industrial Criteria

Two specific industrial criteria have been considered for this artefact in the HOMES
scenario: completeness, the ability to include all relevant entities in the system, and
usability, ease of use for the methodology by the stakeholder.

Completeness

In order to evaluate the completeness criteria, we have considered separately how it
applied to the model of the HOMES scenatrio, to the security properties, and to the change
requirements under study.

All relevant entities in HOMES can be included in the model

We have determined that the system, requirements and tests used in the HOMES scenario
can be fully represented using the defined metanodel. This has been covered in the
section describing the applicability criteria. For a detailed explanation, see the discussion
of the following criteria:

e HOMES System can be represented
¢ HOMES Requirements can be represented
e HOMES Tests can be represented

All security properties can be includen test model

The following security properties have been the focus of the work in the HOMES scenario:
secure extensibility, policy enforcement, resilience to trust changes, and security
expandability. Each of them can be represented in the model as acsety requirement
associated with one or more functional requirements. The security properties of policy
enforcement and security expandability were specifically covered for this artefact, though
all of them are representable in the model.

All change regirements can be applied to the test model

Two main change scenarios have been considered for HOMES, called Core Security Module
Update and Bundle Lifecycle Operations. We have verified that the test evolution
methodology can be successfully applied to botbf them. The change requirement called
Core Security Module Update deals with changes to critical security services within the
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system. To apply the test evolution methodology on such changes, the system model needs
to be updated to reflect the final versbns of the modified security services. Likewise, the
change may involve updates to security requirements, which will need to be applied to the
requirements model. After updating the models, the changes can be propagated as usual to
determine which tests ae affected by the changelhe change requirement called Bundle
Lifecycle Operations refers to the change of trust relationships for certain third party
service providers. Using the test evolution methodology, this means changing the security
requirements associated with certain services, to reflect the new level of trust assigned to
that provider. Once these updates are included in the requirements model, the
methodology can be applied to propagate the changes and determine the affected tests.

Usability

Practical application of the test evolution methodology requires using dedicated software
tools to assist the developer in the creation and maintenance of models, during change
propagation, and while selecting test suites. The usability criteria relates to ¢hease of use
of this software. It has not been possible to evaluate thisriterion during the validation
exercise due to lack of availability of these tools. Instead, in this section we describe the
properties that we have found necessary for the usabilit of a tool assisting the test
evolution methodology. In addition, we discuss the expected complexities in implementing
said properties.

We identified six properties as necessary for the usability of the methodology: having all
models handled by a singledol, easily observing and editing of model element states, test
types, and associations between elements, clear notifications of test state changes, and
easily running of test selection queries. In addition to these methodologgpecific
requirements, the unctionalities of a general purpose modelling tool should also be
available.

All models can be handled by an integrated tool.

The ability to manage the system, requirements and test models in a single integrated tool
is required for the usability of the methodology, since using multiple tools in parallel is
cumbersome and requires additional effort for synchronizing the different models.
Achieving this requirement should be possible for any modelling tool. UIB has had
successful experiences achieving thiwith MagicDraw and a methodologyspecific profile.

Model element states are easy to observe and edit.

One key parameter in the methodology model is the state associated with certain
elements. Being able to read and write these states should be a very coomoperation for
users. This issue depends on the GUI implementation; ideally, element states should be
readable while looking at a general view of thenodel, or at worst be available through a
single click. As for state editing, this should be carried o@ind traced automatically.

Test types are easy to observe and edit.

The type of a test (evolution, regression, stagnation) is another commonly accessed
parameter in the methodology.Again, this property is GUdependent. Test types should
be readable whenlooking at a test in the model, or be available through a single click.
Changes in test type should be carried out and traced automatically by the tool.
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Associations between requirements, tests, and services are easy to observe and edit.

The methodology ddines a series of associations between requirements, tests, and
services, which users need to be able to browse and edit with eas&he tool should be
able to provide a list of all associations for a given model element by selecting that element
and making a few clicks. Likewise, there should be a way to obtain a list with all
associations of a given type (such as testquirements assignments) in the model.

Changes in test states are notified clearly

When the test evolution methodology is applied, @&hange in the model is propagated,
resulting in changes of state and type for a series of tests. The tool should provide clearly
visible notifications whenever a test becomes nomxecutable, or when a requirement
stops being under test, so that the user c&fix the situation as soon as possible.

Any implementation of the methodology should be able to display test state at any time,
and allow users to query for recent changes. In addition, in order to best address this
issue, the types of changes mentionecbave should be automatically displayed in a GUI
element associated with model errors or pending tasks.

Test selection queries are easy to run.

The selection of tests to generate a test suite is a common operation that should not be
time-consuming. Optimal usability during test selection would require having an
integrated OCL interpreter within the modelling tool to assist in the OCL script generation.

VALIDATION RESULTS

An overview of the validation results is shown inTable 8. The results can be summarized
as follows. The applicability criteria for the HOMES scenario is favourable, in that the
stakeholder can apply the language and methodology almosidependently z we estimate
that a small degree of assistance from researchers may be needed initially for model
generation, while the stakeholder gets used to generating test stories. In addition, the use
of dedicated tools to assist with the methodologyshould be a requirement for all non
trivial scenarios.

As for the human effort criteria, we have determined that the methodology can result in
effort savings as long as certain conditions are met. Specifically, complex projects with
large numbers of teststhat are expected to suffer frequent changes are the most
favourable scenario for the methodology. The development of a home gateway
architecture such as the one represented by the HOMES scenario would meet those
requirements. For scenarios withfewer tests, infrequent changes, or lower complexity, the
methodology will yield lower savings, or even result in greater overall efforz so its
application will need to be evaluated on a casky-case basis.

Regarding the completeness criteria, we concluded #h all security-related entities in the
HOMES scenario can be included in the language and methodology.

Finally, it was not possible to evaluate the usability criteria due to lack of access to
software tools on which to measure this usability. However, whave defined a set of
properties that will have to be met to achieve good usability, and provided guidelines to
implement them.
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Table 8 Telling Test stories (TTS) validation results

Criteria Evaluation

Applicability Stakeholder can apply with
assistance

HOMES System can be represented Yes

HOMES Requirements can be represented Yes

HOMES Tests can be represented Yes

Meta model can be understood Yes

Model representations can be understood Yes

State machines can be understood Yes

Models can be generated by the stakeholder Yes, with some assistance
Models can be updated by the stakeholder Yes

All relevant model changes are propagated to tests Yes

Test selection criteria can define a variety of test suites Yes

Test selection is performed efficiently Yes

Change propagation can be understood Yes

Test selection can be understood Yes

The change propagation process can be used by the
stakeholder

Yes, with automated tools

The test selection mechanisms can be used by the
stakeholder

Yes, with modelling tool

Human Effort

Can save effort under certain
conditions

Learning effort 4-6 hours

System model generation effort Low

Requirements model generation effort Low

Test model generation effort Moderate (~1 hour/test)
Model update effort Low

Effort saved through change propagation

Depends on system complexity.
# of tests, # of system changes

Effort saved through test selection

Depends on filter conditions, #
of tests, # of system changes

Overall effort savings

Good for complex systems with
many tests, frequent changes

Completeness

All relevant entities can be
included

All relevant entities in HOMES can be included in the Yes
model

All security properties can be included in test model Yes
All change requirements can be applied to the test model Yes

Usability

Not evaluated
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Industrial considerations

An important consideration when applying the test evolution methodology in an industrial
environment is the availability of a software tool that supports it. Currently, UIBK works
on the methodology using the MagicDraw modelling tool with a profile for the
methodology to manage the models, along with the MoVE academic prototype to support
the transitions of state machines. A stakeholder looking to implement the methodology
should be prepared to adopt these tools or, alternately, work on the adaptation ofsit
modelling tools of choice.

Another factor to take into account is at which stage of a project the methodology is to be
adopted. The greatest efficiency will be achieved when applying the language and process
from the beginning of a project, since the teagnodel generation effort can be leveraged if a
model-based testing approach is used. Adopting the methodology on a project already in
development or even maintenance is also possible, but will involve significant effort, as the
models will have to be geneated while the system is subject to changes.
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4 POPS CASE STUDY

This section describes the validation activities and results of the SecureChange artefacts
for the POPS case study. This case study involves the software of an UICC card made of an
0OS, a Javaacd platform that executes applications (applets), a set of applets and a
Globalplatform layer responsible of the card content management. The global scenario of
this case study concerns a change of the sohre embedded on the card thatesults from
adding a new application on the card or updating the platform layer due to an evolution of
the corresponding specification. We are then in the context ebftware update as change
requirement. The overall objective is to provide means that will facilitate theassessment

of those changesvith respect to specific security properties.

4.1 Validation Organization and Conduct

The life cycle of an UICC card involves several actors: the developer of the software (the
card manufacturer), the developer of the application, the endser (the card holder) and
the card issuer. In the scenario of mobile payment considered in the Sec@fgange project,
the card issuer is the mobile operator. Therefore the validation activities will simulate the
role of these actors:

e The developer when he has to develop a hew application
e The card manufacturer when he has to update the card software platin.
e The card issuer when he has to load a new application on the card

The card lifecycle phases covered by this scenario are application development, card
software validation and applet postissuance loading. For each role above, the
SecureChange projecprovides means @rtefacts) to be used to check or to assess the
impact of the change. The application developer will use a static analyzer tool, from the
WP6, to check specific security properties for its application. The Card manufacturer that
updates its card software will formalize its change usin@rtefact from the WP4 and will
validate the change usingartefact from the WP7 and finally the card issuer will use
artefacts from thewP6 01 OAAAADPOO6 A T Ax ADPPI EAAOGEIT 1
The validation activities consist in playing the role of these actors for using these artefacts
and evaluate them in realistic industrial contexts. For each artefact, generally a specific
tool, the security engineer takes the role of the developer, and figures out a wide usage in
the R&D. The people we have involved in the validation activities have several kinds of
background and expertise (security engineer, PHD formal methods specialist, tool
developer, etc) in order to have the most representative sample of a generic R&D
population. This validation is intended to confirm the feasibility studies described in D1.2
and possibly provides recommendations.

4.2 High-level objectives

The change requirements considered in the SecureChange project for smart cards case
study have been taken fom the concrete need in the day to day life of the security
engineer. Nevertheless, the strategy developed in the project does not take into account
the specific change of card software when the card is already in the field and that requires
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generally patding the card after a bug or a defect is discovered in pessuance. This kind

of change requires specific mechanisms that must be planned at card construction and are
not deployed for all the cards. Therefore, we preferred to tackle the classical use eas
looking for methodologies and tools that allow avoiding this kind of situation.

The change requirements that we consider for an UICC card arthe software update
that results from the development and/or loading of a new application on the card and the
update of the software platform due to arevolution of the specification .

The highlevel objective is toprove/demonstrate/test that :

e Thenew application preserves(does not break) the consistency of the existing and
implemented security policies.

e The update of the Globalplatform implementation vs. the new version of the
specifications preserves

For that, WP3, WP4, WP6 and WP7 collaborate to preserwvgormation p rotection and
deny of service properties. More precisely, WP6 and WP4 provide tools and associated
modelingAT A OAOEAZAZEAAOQOEIT OAAET ENOAO O AEAAE
the card verifies the information flow properties. The WP7 and WP3 will provide test
suites and traceability technigues to check that a new implementatiowith respect to an
evolution of the specification of the underlying platform respects thenformation access
control properties.

4.3 WP6 Verification

The following section describes the validation of the artefacts provided by the WP6 for
verification. Two approaches are proposed an offcard verification used during the
development phase and orboard verification of an application on the device after its
loading. Therefore, the main validation criteria areusability and scalability for the off-
card tool and scalability and integration for the tools to be integrated into the card
platform.

4.3.1 Development-time Verification of JC Applets

VALIDATION SCENARIOS and EXERCISES

The developmenttime verification allows dealing with the software update as a change
requirement. The scenalo for this kind of change concerns the developer or the product
builder that is developing (or receiving from an application provider) a new application to
be loaded on the smart card (this scenario may also concern the validation manager that
will assessthe application). The developer is then the secure software designer that has to
ensure a set of security properties for its application. The main property considered is
denial of service: this robustness property is refined (concretized)into properties to be
checked on the source code, i:e.

e Absence of runtime exceptions

e Absence of infinite loop

e Memory bound, avoiding memory overflow and memory access especially update
operations due to the durability of the EEPROM and the Flash.
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The exercise is that the developer will check the properties above using the Verifast tool.
The tool allows using the developed source code of thapplet and the properties are
expressed using annotations (kind of comments). The two properties consideredeathe
absence of runtime exceptiorand infinite loops the last one, memory consumption, has
been delayed according to the feasibility studies (cf. D1.2). The validation criteria have
been defined using this scenario and conducting the exercise using seal applets.

VALIDATIONCRITERIA

The validation exercise consists in using the tool during the design and development
phase of the application. The validation criteria defined are:

e Scalability and performance

¢ Modelling & expressiveness

e Proof capability.

e Userfriendly interface.

e Integration in the industrial development process

VALIDATIORESULTS
Scalability & performance

Code size

This criterion is about the size of the application that could be tackled by the tool, and

generally the JavaCard applications obey to a set of constraints.

4EA O1TT1T xAO OAOOAA 1 df ~ 2000 lided &f icdi©for Ovbidhitle A AT T E o
annotation process took about six hours. However, much of that time was spent trying to

understand the error messages raisedby the tool when the annotations were incomplete

or incorrect. But these disadvantages could be minimized by the automatgeneration of

some annotations (seeDegree of Automation) and the understanding of the errors

messages will be facilitated by a redar use of the tool. Nevertheless, the debugging phase

of an application code is an important step that is generally rased for a family of

applications.

Modularity of the verification

The global verification process (i.e. annotation + automatic verifiteon) is not modular.
Even if the automatic verification itself is modular, the user will not necessary provide
every class and interface of the source. This means that the used APIs must be annotated
before starting the verification process.For methods hat are not included in the audit
process (in our case, methods that do not contain loops and cannot raise a
NullPointerException), we still need to add a "minimal" contract so that the tool runs, e.g.:

Speed of the verification process

This criterion may impact the usability of the tool in order to be integrated in the
development life cycle of an application. The automatic verification process itself is fast
and negligible in time compared to the annotation procesgand even more compared to
the development time). Although it is only a small part of the global verification process, it
is one of theadvantagesof the Verifast tool.
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Change tolerance

This criterion evaluates the impact of a code change on the annotat® or on the model
describing the application.With the VeriFast tool, like in all code verifiers, a change in the
source code may require a change of all the annotations impacted by this change, because
if the annotation does not correspond anymore to thectual behaviour of the application,

an error will be raised during the verification.

Properties Modelling
This criterion evaluates the expressiveness of the language to model the properties. In

DAOOEAOI AOh xA AOAI OAOA O EAditicd Bfi ahriotrions.iThed 1T £ OE.
amount of annotations must not exceed a certain percentage of the cod¥ith respect to

the properties targeted in this exercise (no NullPointerException & no infinite loop), the

annotations take about 100 lines of code (5% dhe code). This does not take into account

the annotations added in the APIs. In fact, the more properties there are to prove, the

more the annotations will grow. The amount of annotations may constitute, for a full

functional verification, the same sizehan the source code being analyzed.

This does not constitute necessary a disadvantage if we consider the completeness of the
set of properties to be checked. As the annotations are treated as comments by the
compiler, we can consider the set of annotatis as the formal model of the application
and reuse it for a family of applications.

Proof capability

Degree of Automation

The proof of the properties expressed by the annotations is completely automatic and
does not require any interaction from the userHowever some of the annotations could
predicate, i.e. the object and its fields are allocated in the memory after the constructor
has been called).

User interaction

This criterion concerns the ability of the tool to provide hints to complete the proof/to
debug the annotation. When an error occurs during the verification (for example a syntax
error in an annotation or a missing hypothesis) the interface directly poirg towards the
error location in the source code and displays the corresponding error message. The
nature of the error is explained by the error message and in some cases, some generic "fix
hints" are provided, not specific to the current code. In other c&s, no hint is provided at
all. As previously explained, the feedback given back to the developer is important when
we are verifying security properties. The Verifast tool could be improved in this promising
direction.

User-friendly interface

The required knowledge and expertise of the developer required to use efficiently the tool:

e The basics of Java Card but as the exercise are meant for the JC secure code developer,
this requirement is obsolete.

e The specification of the verified code when the objectives the formal verification of
the functional properties.
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e Knowledge of separation logic, preconditions, postconditions, grammar and
keywords of the annotation language to be able to write JMétyle annotations. This is
necessary to debug/modify contractsvhen the proof does not terminate. This will also
depends on the quality of the feedback provided to the user.

This last requirement is more restrictive as the developer is not necessary a Formal

Methods expert. But generally in the security field, the igh educational quality of the

security engineer allows to learn rapidly the missing knowledge.

Integration in the industrial development process

The criterion represents a sumnary of the validation exerciseg.qg. identifying the missing
features to fully integrate the tool in the industrial application development process.

Improve the APl management

The provided APIs miss extensive annotations for every basic Java Card APl and
commonly used APIs €.g.sim.*,usim.*, uicc.). Since all the APIs must be annotated before
running the tool on an applet, the user is required to have the source code of every API
used in his applet. It is not the case generally, for some APIs the developer only has the .jar
and .exp fles. The tool could assume that, for every wiannotated method, this method has
the minimal contract:

This would enable the user to add any missing API (like a proprietary API or an external
API) without having to annotate all its methods. An automatic generation of this minimal
annotation by the VeriFast tool would allow an incremental annotation process.

Allow an incremental use of the tool

This feature concerns the ability to run the tool on an applet before having annotated his
whole source code and APIs. An example of an incremental annotation process may be:

1) Run the tool with no annotation and examinghe result.

2) Generate the minimal annotations with the toal

3) Add the necessary annotations to prove the absence of NullPointerException

4) Add the necessary annotations to prove the absence of infinite loops

5) Add the necessary annotations to prove the funainal correctness
In the current state of VeriFast, the step 1 is not possible, and the step 2 must be done by
hand which is very time-consuming.
wl EATAA OEA OiI 1718680 Al AOi AT OAGETT AT A 100P0OO
The documentation of the annotation language should be greatly impved. The reference
manual currently contains a simple description of the language grammar; however there
is neither description nor any example in the manual. Moreover, during the annotation
process of a Java Card applet, many predicates must be used @ already defined in
the APIs such as*" o ' or . These predicates are
not documented anywhere, the user must look into the examples of Java Card annotated
applets contained in the tool to see how and wherhey are used.The output of the tool
should also be improved when:

e 4EA POIT &£ ATAO 110 OAOI ET AOAq OEA OZEQ@ EEI
triggering the error and how to fix it for the most frequent cases
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e The proof terminates: the only ouput of the tool when the proof terminates is a status
AAO OAUET ¢ Oftherd 5 6ol wayCfor #id uSdr b 8e® how the tool managed
to prove his annotations. This could be problematic, specifically for security validation,
because it may correspondd 1T 1T OEET ¢ EAO AAAT AT T A AU OEA
AOOT 06 &I 61 Aoh T O OEAOA AT O1 A FEokadkielopgrOOT O EI
or an evaluator to trust VeriFast, a detailed output of the proof scenario which
correctness can be manuallghecked is mandatory.

4.3.2 On-Device Verification

VALIDATIONSCENARICG®d EXERCISES

The onboard verification is a security mean that addresses thsoftware update change
requirement and the target security property is theinformation protection through
information flow control. The validation scenario consists in taking the role of the card
issuer that will decide the loading of an applet on its card and only if the applet does not
break the security policy of the card.

For that, the Secure@ange project developed software as a security componentof the
card platform that will verify/check that the application respects the security policy
before being allowed to be installed and executed. It is one of the most challenging
techniques for smart cards due to the resources constrained and aggressive performance
features for this type of devices.

The scenario involves several actors: the application developer that will develop the
applet and writes down its contract, the card issuer that is the owner of the security
policy implemented on the card, against which the application will be checked andeh
card manufacturer that integrates this new ordevice checker as one of the component of
the platform.

Two approacheshave been developed in the SecureChange project: The first approach
consists in checking that the applet, after being loaded on the cafbyte-code format) and
before its ingallation (linking), respects giveninformation flow control policy

The second approach is aecurity -by-contract approach: The methodology is based on

OAT T OOAAO6 OAAET ENOA8 %AAE * A dé detchileiwhidno bl A0 Al
services it needs from the other applets and which services it proposes to the other

ApbPpl AOOG8 4EEO T AOETATTTCU EO AAGAA 11 Oxi 0011
The security-by-contract approach is particularly challengng as several attempts in the

past have been done without success with respect to the scalability criterihe targeted

security properties are:

e No illegal access to a service: to avoid collusion between applications when using the
services provided by other applications.

e Non-interference to avoid illegal information flows between applications

e Global control of interactions: no illegal sequenceof method calls)

The exercise consists in integrating the tools as a component of the card platform. For that
a specific UICC implementation has been chosen and we developed the necessary code to
let this new component to collaborate with the other compoents.
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VALIDATION CRITERIA

yi AT OE ApbPOi AAEAOh OO0i 116 jPEAAA T £ O £O6xAOAQ
run on the card. Therefore the criteria against which the tools to be integrated will be

evaluated are essentially:

e Footprint.
e RAM consumpion.

Those tools will check an application that embeds a contract in its code. Therefore, an .
additional validation criterionEO ET x OEA DBIi 1 EAU xEIIl AA ET OACO
More precisely:

e How the policy is expressed

e How the policy is attached to the bytecode of the applet
e Overhead on the additional code size to be stored on card

The feasibility studies conducted (described in D1.2) showed thatlue to time and
resource constraint, some implementation on card platform is not possible. In that case,
the criteria will be estimated by extrapolating the results obtained on a PC
implementation of the methods and tools. When thé>C implementation is not available,
then only the theoretical complexity of the approach is evaluated.

VALIDATION RESULTS

Security by Contract
The SxC tool, developed by UNITN, is made of:

1. AJava Card applet that stores the eoard security policy (i.e. the policy of all loaded
applets) and manages the updatef this policy if a new applet is loaded or an existing
applet is deleted

2. Two C modules:

a. ClaimCheckerthat checks if the security policy claimed by an applet is
consistent with its binary.

b. SxClnstallerthat checks if this policy is consistent with the cad security policy.

To evaluate those components, a dedicated libranapiobc) has been developed by GTO to
provide the API services to SXC module$he SxC tool has been integrated and tested on
the PC simulator of a GTO platform. The tool has also beemqiled on an IC architecture
to measure its exact footprint.

Footprint on the platform

The footprint corresponds to the space occupied by the tool (API included). The footprint
also includes the orcard security policy that must be stored permanently in tle card. The
footprint of these componentsis measured on an industrial IC:

e PolicyApplet : 4 Kbytes.
e API: 856 bytes.
e SxClinstaller : 1004 bytes.
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e ClaimChecker : 976 bytes.

e Oncard security policy: this component depends on the number of applets and the
number of services participated into the security policy.

The size is expressed by the following formula:
NumApplets *(2+3*NumApplets+2*NumServices)

where NumApplets, NumServices are the numbers of applets and services.

NVM consumption

The NVM (nonvolatile memory) is used to allocate C structures and persistent Java

arrays. In SxC, PolicyApplet allocates two buffers of 135 bytes and 255 bytes respectively.
ClaimChecker and Sx@staller do not consume any NVM because all structures are

temporary in RAM.

RAM consumption

RAM is used to allocate transient Java arrays and local C variables. PolicyApplet does not
use any transient array. The local variables of ClaimChecker and SxClnstaller consume less
than 100 bytes.

Overhead (space and time)

The space overhead includes the added space to the standard applet in order to express
the claimed security policy. Typically, that corresponds to the Contract custom
component. The size of this component depends on the complexity of the security policy
by the following formula:

12 + 2*num_provide +15*num_calls + (15+2*NumApplets)*secrules

where num_provide is the number of services provided by the applethum_call is the
number of services this applet callssecrulesis number of access rules to servicedn the
specific applet that we use, this size does not exceed 10% of the original CAP file.

The time measurement has been done on a PC simulator and hence, its absolute value is
not representative. Overall, on applet loading, SxC time overhead is arounB% (of the
total time needed to load and link a new applet).

Methods and tools to define the security policy

There is no defined language to describe the security policy. Instead a GUI (graphical User
Interface) is provided. The GUI allowsthe definition of the policy on the services
implemented into an applet. The policy is then attached to the original CAP file as its
Contract component. The defined policy can be exported to a binary file for future use.

However, using the current GUI tadefine a complex security policy is not very easy. The
usability of the GUI needs to be improvedn particular, the internal tokens of the services
should be replaced by the use of fulfjualified names. Furthermore, displaying the current
policy of an appet is a useful feature that should be added to the GUI.

EVE_TCF

EVETCF developed by INRIAille partner implements the transitive information flow
verification. EVETCF is not yet tested on a GTO platform due to a licensing iSd¥aehave
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however compiled it with the source-code of the platform to ensure that its architecture
and development are compatible with the platformEVETCF is composed of:

1. AlJava Card applet (IFCinstallerApplet) that stores the etard security policy (i.e. the
policy of all loaded applets) and manages the update of this policy if a new applet is
loaded or an existing applet is deleted

2. AC module (verif) that checks the policy of the newly loaded applet with respect to the
on-card security policy.

EVETCF uses the same dedicatedPI library to access GTO platform components. It
means that no additional development is required for integration.

Footprint on the platform

The Java applet has a binary size of 3363 bytes. Because the tool is not compiled on an IC
architecture (on-target compilation), it is not possible to measure the footprint of its C
component. We estimated this footprint by an extrapolation approach, basexh the size of
object file when compiled on a PC. Actually, the size wériof.objis the same than the
SxClnstaller.obpne andClaimChecker.obj (se€ootprint on the platform) As a result, the
footprint of verif.con an IC is more or less that of SxCGtaller and ClaimChekcer (around
2000 bytes). The API footprint is the same as that used for SxCe( 856 bytes). On-card
security policy: this component depends on the number of security domains, the number

of packages in these security domains, the nureb of classes in these packages and the
number of the methods in these classe3he size is expressed by the following formula:

10*NumbDomain + (3+(5*NumMethods+5)*NumClasses)*NumPackages)

On the card platform of this exercise (2 security domains), the ecard security policy
takes less than 5% of the size of the total CAP files.

NVM consumption

The NVM (nonvolatile memory) is used to allocate C structures and persistent Java
arrays. In SxC, IFClInstallerApplet use255 hytes for its policy buffer. \érif.c does not
consume any NVMbecause all data structures are in RAM. RAM is used to allocate
transient Java arrays and local C variables. IFCinstallerApplet does not use any transient
array. The local variables of Verif.c consume less than 100 bytes.

RAM consumption

RAM is used to allocate transient Java arrays and local C variables. IFCinstallerApplet does
not use any transient array. The local variables of Verif.c consume less than 100 bytes.

Overhead (space and time)

The space overhead includes the addespace to the standard applet in order to express
the claimed security policy. Typically, that corresponds to the TCF custom component. The
size of this component is the same as that used for @ard security policy. The time
measurement is not done on tlegmulator due to licensing issue.

Methods and tools to define the security policy

EVETCF defines a dedicated language for describing the security policy. This language is
powerful and is very adequate to this task. The policy can be written in a text filnd then
given to the EVETCF converter that transforms it into the TCF component of the CAP file.
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The use of this tool chain is easye(g.aliasing and fullqualified names are supported) and
suitable for managing complex security policy.

Global policy and non -interference

The verification of global policy and non-interference is not implemented and we have
evaluated them using the technical report D6.Grovided by the INRIALille. We only
concentrate on the oncard policy footprint and the space overheadn the CAP file. The
other performance aspects are only available on an implementation.

Global policy verification

For the POPS usease, the estimated overhead on the CAP file (i.e. the size of the custom
component) is 285+106N where N=n(Rl1)/8, n being the number of states of the
automaton that defines the forbidden call sequences in the global policyhe technical
report provides the different values of this size depending on the value of n (from 1 to 10).
For the averagecase (n=5), the space overhead about 30% of the CAP file (603 bytes on
2000). The size of the orcard policy is 70+15N. For the average case, this footprint is
around 10% of the CAP file (115bytes on 2000)The conclusion from this evaluation is
that, the footprint and the space ovehead are still reasonable in practice.

Non-interference verification

For the POPS usease, the estimated overhead on the CAP file (i.e. the size of the custom
component) is more than 200% (4488 bytes on 2000 and 2127 bytes on 1000).

The size of the orcard policy is 941+N (for loading both applets). In other words, the
footprint is at least 30% of the CAP files (941 byte on 3000).

The conclusion from this evaluation is that, the footprint and in particular the space
overhead does not advocate the practidaise of the noninterference verification for smart
cards.

4.3.3 Conclusion on the Verification

The verification artefacts provided by the project to face with the problematic of
preserving the security in case of software change in two ways, the off card végit like
verifast, that requires the source code of the applet, could be deployed to the services
providers (application developer) to check that their application (or new version) before
its deployment to the card issuers databases. When the source cadenot available, e.qg.
the card issuer receives only the cap files of the applications from the service providers,
the on board checkers deployed into the cards will allows to verify the compliance of the
application with the security policy of the family of targeted cards.

4.3.3.1 Off-card Verification

The approach of using the source code for the verification of security properties is
probably the most promising Formal methods techniques to be used in the mobile
applications. This is due to the fact that itould be fully integrated in the process of the
secure code development (without an additional step of producing a formal model of the
specification). In this process, a significant amount of time is dedicated to the validation,
using code review and seclity audit.
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The security experts are interested by such a security validation tool for two main
reasons: they can adapt the rules to be checked according to their expertise, state of the
art, or the policy of the card issuers (their customers), secondly 8y can revalidate the
application with respect to achange, an additional property to be checked or an update of
the application. With the verifast tool, the speed of the verification is an appreciable
advantage, but the feedback to the user in case of error must be improved, e.g. with more
information provided. Useful information allowing the improvement of the code is a
valuable feature because thetep of debugging the code is crucial.

With respect to the common criteria certification, the offcard verification of the security

properties of an applet could be used for the EAL7 evaluation (highest level requiring

formal modelling and verification). This fits in the research activities on the benefits of

static analysis tools to provide evidences for the evaluation. For example, the set of
annotations that constitutes the formal model of the application may be the formal model

of the design of the aplication (e.g. ADV_TDS). In that case, the informal correspondence

that must be provided between the formal model and the code source (JC in our case) will

be provided implicitly by the tool like Verifast. Another potential use of this kind of tool is

its OOA &£ O OEA OAI EAAOQOEIT 1 &£ OAAOEASd AbPDPI AOO
certification) before being allowed to be loaded on a certified product.

4.3.3.2 On-device Verification

The performance evaluation results show the two verification tools SxC (faferifying the
interaction between applications) and EVETCF (for verifying transitive information flow)
can be both embedded inside the conventional smart cards. Indeed, the persistent
footprint of each tool is roughly 6KB plus a small amount of memory resved for storing
security policy. This footprint is relevant with respect to some 256KB of persistent
memory of current smart cards. For RAM consumption, each verification does not use
more than 100 bytes This is comparedfavourably to roughly 5KB of RAMcontained in the
current smart cards. Moreover, one may still optimize the implementation by using a pre
defined RAM buffer (255 bytes) provided by the platform and hence avoid using any
additional non-volatile memory. The overhead in terms of applet loadg time (15%) can
also be optimized using some specific design features of the platform.

The SecureChange project demonstrates once more the feasibility of the -board
verification, considered as the most challenging technology for resources constrained
devices like smart cards. In the context of open cards that must accept the loading of any
applications in the field (post issuance), the ability to perform the checks ehoard is a
market facilitator.

The solutions proposedby the project are very promising for treating safely the change
due to the ability to custom the security policywith respect to the targeted cards. For
example, besides the firewall security policy that ensures the isolation properties at
runtime, we may want to refine the isohtion policy with respect to the card issuer security
requirements, with respect to its contracts with the service providers.

EVETCF technology for transitive information flow verification may be already used as
the validation results provides reasonablefigures about footprint and overhead while
being usable without specific expertise. This technology allowing the verification of illegal
access to the services is very interesting in the context of open cards that will host
different applications from different sectors.
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For the nornrinterference and the global policy properties, that are more complex by
nature, the technology is not suitable for devices like smart cards with strong constraints
on the size. But it is a powerful technology that could be udefor larger devices such as
mobile phone, for which we will have the same requirements of applications loading in the
field with the strong security constraints.

With respect to Common Criteria evaluation of a card integrating the oedevice
verification, those onboard checkers will be evaluated as part of the product. Therefore
this technology is not here to facilitate the Common Criteria evaluation itself.

4.4 WP4 Model Design

4.4.1 UMLchange

VALIDATION SCENAR#D8 EXERCISES

The scenario concerns the platform developer that will use a security mean allowirige
formalization of a change due to anevolution of the specifications of the GlobalPlatform
component (card Manager) of the card. More precisely, the platform developeor(the
security engineer), during the design phase, wants to check whether the new
implementation still verifies the security properties. For that, he will use a model of the
behaviour of the card manager according to Globalplatform specification3he feasibility
study first concerned the use of UMLsec for the verification of the confidentiality of
transmitted data in a communication protocol. The conclusion for this exercise was that
the use of UMLsec is efficient for specific but small specifications (&1.2). The second
exercise concerns themodelling of a subset of GlobalPlatform that allowfocusing on
security properties about the card lifecycle, and more preciselife -cycle consistency.
For that, we evaluated UMLchange, a tool fomodelling changes in UML notations.
UMLchange works on the top of several UML editors. The version that we used during the
evaluation is TOPCASED. Basically, UMLchange allows a user to define the change
constructors as UML stereotypes. UMLchange also provides proof togls plugins) to
ensure that any change respects the original model security policieShe validation will
concentrate on the use of the serdiormal language based on UML, with the hypothesis
that the security engineer has a basic knowledge and expertissing this language.

VALIDATION CRITERIA
The validation criteria that will be used are:

e Usability of the UMLseCh methodology (stereotype)
e Scalability.
o Ability to express security protocol elements and properties

VALIDATION RESULTS

Usability

UMLchanges built upon well-known UML GUIs such as TOPCASED: this feature allows the
UML engineers to get acquainted very easily with the tool. The proof 8kecureChanges
completely automatic using the plugins: this is a valuable featurefor UML engineers.
However, several improvements can be done on the interface of the tool:
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e The grammar for describing the changes is erreprone: a contextsensitive assistance
would be very helpful here to avoid issues due to typos.

e The error messages are not really helpfulor identifying the issues: these messages
should be more informative

An experienced user may also write a new proof tool (plugn) to prove the security of the
changes. These plugns are developed in Java and are necessary to get confidence on the
changes, but they have not been evaluated during this exercise. Although we do not have
information on the difficulty of the plug-in development, let us note that this task can be
prohibitive for industrial projects because UML engineers may not necessarily e the
required expertise. Therefore, a framework for plugins development may be helpful.
Otherwise, we need a large library of pralefined plug-ins.

Scalability

Built upon TOPCASED, UMLchange can face with industs@#te modelling projects.
Extensibility is definitely an advantage of UMLchange because new stereotypes can be
defined to express various kinds of changes. Pdefined stereotypes can also be provided

£l O A OPAAEEZEA AT i1 AETh 1EEA OEA OOA@kl OUDPAO
management to express changes resulting from the evolution of GlobalPlatform
specification.

From a security point of view, a question is raised here: to which extent we trust these
plug-ins? What happen if there are bug? A solution may be that these pling generate a
proof trace that will be certified by an external prover

Ability to express GP security elements and properties

The evaluation has been concentrated on thecard life -cycle management that
corresponds to concrete andocal security properties . It appears that most of the classic
security policies defined using UML, can be easily handled by UMLchange. fiedelling

of more highlevel and generic properties such as the integrity (nofinterference)
property of the security domains in the UICC cdiguration seems to be more complex.
From a security evaluation point of view (e.g. Common Criteria), it is required that any
changes is traced during the product lifdime (change request, request accepted, change
specified, implemented, change verified/alidated, etc). Also change should be specified
and validated by different people. These features are particularly mandatory if UMLchange
is used for a Common Criteria certified products.

4.5 WP7 Testing

4.5.1 Model-based Testing Tool

VALIDATION SCENAR#DBEXERCISES

The artefact provided by the WP7 is a modebased testing tool that allows facing with the
specification evolution as a change requirement. This change requirement is the most
common use case for change for the platform part of the embedded sofire of o a smart
card. The scenario consists in taking the role of a validation engineer that wants to
minimize the validation activity of a new version of the software due to a change of
specification. A set of security properties have been validating mettbased generated test
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suites on a specific version of the platform (implementing the GlobalPlatform 2.1
specifications). The objective is to reevaluate these properties on the next version of the
implementation (implementing the GlobalPlatform 2.2 spedications). The targetsecurity
properties are related to thecard lifecycle consistency, and to the hierarchies of Security
domains:

e Applet and card life cycle:
0 Whenever the card is in the TERMINATED state, it should not be possible to
revert to another state.
o0 It should not be possible for an application that doesot have the Card
Terminate privilege to switch the card lifecycle state to TERMINATED
e The consistency of the Security domains hierarchy with respect to the privileges: the
properties are related to the Authorized Management (AM) privilege of Security
Domains (SD):Ensure thatfor any execution, itcan neverhappen that two (or more)
SDSwith AM are on the same branclof the hierarchy.
e Properties related to the secure channel capabilities of the SD: ensuring that whenever
a SD is moved across the hierarchy, the relevant authentications and accesses to
secure channels are cleaned accordingly.

The tool is built upon a software component alled EvoTest. EvoTest leverages upon
31 AOOA OOE T-hased tesiing AcBll TestDesigner by extending it with three
SecureChangeoftware components

e A security testing @mponent: the schemabased test generator
e A component for lective test generationmethod: SetGAM
e A component for publshing the evolving test results SmartPublisher

For the purpose of the evaluation exercise these components have been used in
conjunction with a specific UML/OCL model for Global Platform 2.2, and a model adapted
for Global Platform 2.1.

VALIDATION CRITERIA

The validation criteria, according to the feasibility studies conducted against the usability,
scalability and usability and discussed in the D1.2, will concethe model, the schema
based test generator, and evenilly the SetGAM + SmartPublisher packag&he validation
criteria are then organized around:

e Testing Model
e Testing component

e Evolution Testing component
VALIDATION RESULTS

Test model
For the evaluation exercise, two models are used:

e Afull model for Global Platform 2.2

e A model for Global Platform 2.1, that essentially differs from the first one on thie-
cycle management part.
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These models are defined using UML for the static part (description of the global state of
Global Platform), and OCL for the dynamic part (corresponding to the legal transitions
induced by the execution of Global Platform commands). These models are biilside
IBM RSA (Rational Software Architect), extended with custom extensions provided by
Smartesting for the edition of OCL pre and postonditions and export of the model to the
test generation engine. The use of this software suite is mandatory for exaing the
iTAAT 80 ET OAOT AT O AT A OOACA BathGHoBd Plafdeh %OT 4 A«
command ismodelled as an UML operation attached to the Card class, and equipped with
a pre and a post condition. The model is to be used for generating tests, se semantics of
these conditions is as follows: a sequence of alternating model states and
model operations is calleda legal test caséor this model if and only if:

e the state is the initial state (as specified in the model)
e for each integer
o0 the pre-condition for operation s true in state \
o the post-condition for operation is true in state

Each branch of each condition may then blabelled with a specific comment (@REQ) that
allows giving a name to the correspondingoehaviour of the system. The role of the
generation engine is then to generate a minimal set of legal test cases such that a given set
of behaviours (specified a set of @REQ) iachieved. This set may then be used as a test
suite for the validation of thesebehavioural requirements.

Scalability

The model in itself is quite large. Its aims at covering the whole Global Platform
specification (up to some abstractions), and thereforghe task of maintaining it across
evolutions is not a negligible. Provided that one has the sufficient level of knowledge
(evaluated in section Usability, Required Experiencg maintaining the model across
specification evolutions requires deep understanihg of its internals. The time required
obviously depends on the scope of the chandes it is detailed in sectionlJsability, Level of
details).

Usability

Level of details

The Global Platform model describes the Global Platform specification by specifyiag

Global Platform specific APDUs (up to the abstractions listed in sectidRelevance.

Moreover, each operation is correctly documented, and relates to the APDU (or sequence

I £ 1'0$50q O AA OAT 6 Oi OEA AAOA8 )bisOEA OAI
correctly documented, and their names are often se#xplanatory. Therefore, the model

exhibits the right level of detail for the generation of executable tests, using a suitable

adaptation layer.

Required expertise
Maintaining the model across specification evolutions requires a good knowledge of the
following:

e UML modelling, in particular class diagrams, object diagrams, state diagrams, for
modifying static aspects of the model (i.e. the type of Global Platform &a) and the
initial state.
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e OCL language in order to modify the dynamic aspects of the model (i.e. paad post
conditions attached to the operations)

e Understanding of the test generation process, in particular the semantics of the pre
and post-conditions.

e Some experience with the IBM RSA tool (based upon Eclipse) and the SmarTesting
extensions (in particular the model animator).
e 51T AAOOCOAT AET ¢ T &£ OEA TTAAIT 80 ET OAOT AT O
These results are to be mitigated with the impact of the evolution changen the model.
Indeed, the modelbased testing approach has the huge benefice of keeping the amount of
modifications to the model roughly proportional to the amount of modifications in the
specification, provided that the model is sound and readable. It the case for this model,
which is cleanly structured and reasonably well documented. In case of minor changes to
the specification, make the corresponding maodification of the model does not require
expertise in the fields mentioned above, especially whethe modification requires only
rewriting a specific pre- or post-condition, for which the OCL code is already present. On
the other hand, larger modifications, such as the ones that imply the modification of the
class diagram or adding of a brand new opation requires a much deeper knowledge.

Relevance
The model of Global Platform 2.2 foiSecureChangds a faithful representation of the
whole specification, up to a certain number of abstractions:

e The cryptographic primitives are abstract, and defects in their use are simulated
through specific parameters, allowingus to test for situations such as invalid key
length, incorrect MAC, incorrect signaturend so on.

e The application loading process is abstct, through the use of a on©ET O O1 1T AAd
primitive. Issues with sequencing of load commands, incorrect DAP blocks, length of
blocks, etc may be simulated using specific additional parameters.

e All kinds or array parsing processes are abstract, including:

0 TLV-encoded data fields

0 AlDs validation.

0 Keys validation

This is done through the use of dedicated parameters for the various parts of the data
fields and various parsing errors that may happen, and through the use of enumerated
data types (for instance ér the AIDs).

The Global Platform specification is written in such a way that it includes both lodevel

aspects and higHevel aspects. For instance, the whole appendix E of the specification

describes all basic cryptographic bricks for the secure commuAiAOET T O j 3#0686 m¢ Qh
abstract in the model. This would make this model unsuitable for general security testing.
Nevertheless, the model has the right level of detail for security testing in the scope that

has been defined for the POPS case study. Mgmeecisely, all operations related to the

query and modifications of the lifecycle state of the card are accuratelgnodelled, and the

level of detail is close enough to the specification. Moreover, all lfg/cle related checks in

all Global Platform commands are completely and correctipodelled.
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Security testing component

The SchemaBased Test Generator (SBTG) extends the tageneration functionalities of
TestDesigner by allowing a security expert to express securiielated scenarios using the
artefacts from the UML/OCL model. The SBTG consists in:

e An Eclipsebased test schema editor integrated with IBM RSAyhich allows us to
enter properties using the Schemé#ased language defined in deliverable 7.3

e Amodified test generationengine thattakes into account the test schemas.

The main objective of the SBTG is to allow expressing properties that reflect rddé
critical scenarios that may be lacking from a pure functional test suite. Using it, it becomes
possible to reach a specific state of the system/model using a more intricate path than the
shortest one. This is particularly useful for lifecyclerelated tests, where sectity testing
may involve trying to build up vulnerability by applying critical side-effects on the global
state of the system.

Scalability
Since EvoTest is to be considered as a research prototype, this part of the evaluation is not
relevant.

Usability

ThiO AOEOAOEITT EO OOAA Oi AOAI OAOA OEA 1 AOAI
express the properties.The schema language allows expressing security properties using
universal quantifiers that allow guiding the generation process by iterating lirough the
operations andbehaviours defined in the model. The quantifiers may be nested, and the
language allows to express that the call to an operation shall be repeated (at least once, or
any number of times).The user is also given the ability to fikr the generated tests by
using OCL predicates inside the formulas of the languagehe language itself is sound and

well defined, and uses a very intuitive syntax. The expression of any arbitrary property
nevertheless requires a good knowledge of the modla order to express the relevant OCL
predicates. Deep knowledge of the OCL language itself is not required, since the predicates
xEl1l AT 1T OEOO 1T &£ A OEIiBPI A ANOAI EOU OOAA Oi
Nevertheless, although the languagiself is very easy to learn, it seems mandatory to at
least understand the class diagram of the model to express ndarivial properties.

Relevance

The language seems expressive enough to accurately describe any interesting security test
intention. It is pertinent in the context of life-cycle or card content management related
security testing for Global Platform. The ability to query the model in its own language
while quantifying over operations and iterating them properly fills the gap between pure
functional testing and security testing.

Evolution testing component
This component is made of:

e The SeTGaM selective test generation toavhich allows using previous test suites to
automatically classify the generated tests with respect to their state andelevance
according to the specification changes.

e The SmartPublisher component, that allows to reflect these successive generations
and store the evolving status of the tests in an incremental test repository
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Using SeTGaM, the generated tests (according ttee schemas defined using SBTG) are
classified in three test suites:

e Evolution test suite, that contain tests targeting new requirements that were absent
from the former test model.

e Regression test suitewhich contains tests that were not impacted by tte evolution of
the model.

e Stagnation test suite, which contains tests that are invalid with the new version of the
model.

There is also a deletion test suite, whose purpose is to serve as a garbage can for the test
engineer, who can tag tests in the stagtian test suite that should not be considered for
future evolutions.

Usability

Level of expertise

There is no specific expertise required, provided that the model and the security
properties are already defined. SeTGaM in itself is a puglutton tool. It is nonetheless
mandatory to understand precisely how the test suites are constructed, and therefore to
have a complete understanding of the content of deliverable 7.3.

User-friendliness

The SeTGaM component is available in the IBM RSA tool as a frame #llatws selecting
two successive versions of a model, and launching the generation and classification
process. The results are presented synthetically using two graphs, giving information
about the volume of each test suite, and theumber of tests for eachstatus. It is also
possible to get for each status the list of test having this status, and for each of these tests
the sequence of operations to be executed. This graphical interface itself is kept very
simple, and in this sense is very usable. It is nextheless to be considered as a research
prototype, and as such exhibits some minor problems:

e The need for a naming convention for the test suites could be relaxed by using specific
interface elements

e The global interactions between SeTGaM, SBTa&d TestDesigner are not always
clear; it would be useful to have more guidance on the global workflow for using the
whole EvoTest component.

Relevance

The building of these test suites is based on the automatic computation of the status of a
test, which has sme relevance in an industrial context. A test may have the following
status:

e New tests, corresponding to newbehaviours introduced by the new version. Since
each such test necessarily activates a portion of fresh new code, they are the ones to
be tested frst and more thoroughly.

e Outdated tests, corresponding tdoehaviours that have been crossed out of the new
versions. These ones cannot, by definition, be reproduced on the new version of the
product. They may be used in some case to ascertain that somelitly removed
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behaviour is completely unreachable, as is often the case for "maintenance updates"
of a specification.

e Un-impacted and reexecutable tests. While the distinction between these two
statuses is quite subtle from our point of view, and noteally relevant for our
validation activity, these tests as a whole constitute the basis of the regression
campaign.

e Updated and adapted tests, which correspond tbehaviours existing in both versions
of the specification, but have to be reached in a difient way. The production of these
tests is certainly the most timeconsuming activity in manual testing.

Therefore, this component allows organizing the testing activity, by prioritizing the tests
to be run. The automatic generation ensure®ehavioural coverage (so negative testing
and bounds testing is properly achieved), and the automatic classification clearly defines
the regression test suiteMoreover, this approach allows linking tests that have essentially
the same objective, but may be expressed itompletely different ways. It is a task that
may not always be achieved by manual testing, but it is still extremely useful for the
purpose of maintaining a constant quality of the test suite across time and evolutions.

4.5.2 Conclusion on the Model-Based Testing

Several experiencediave been made using modebased testing for smart cards software.
Generally, the major drawback highlighted by the validation teams is the time spent for
modelling and the maintenance of the models in case of specification evolutions. Although
the organization of the generated test suites and théraceability are appreciable, the
validation engineer prefers modifying the tests suites that the model itself.

The SecueChange project confirms these results on theodelling effort but at the same
time demonstrates that, in case of change, it is easier to report a minor modification on the
models than investigating the test suites to identify the place for modification.his is an
important feature for smart cards platforms. Generally, a smart card manufacturer
develops and maintains few platforms (called baselines), traditionally one per market
sector. Then several branches are developed corresponding to family of prodsctThis
means that the software that constitutes the platforms, such as Globalplatform
implementation, will be concerned by specification evolutions or small modification for
customization purpose. Therefore, the SecureChange moed®sed technology will be
helpfully to report the changes on the models developed once that on the million of tests
that are maintained in the tests benches. This is why the effort must continue to improve
the usability of the modelling and we advocate that this technology musbe planned and
used early enough in the product life cycle. Although expertise in UML / OCL seems to be
an important requirement, it is rapidly damped in time as with any programming
language. Usually the R&D people are either already familiar with thesaniguagesor have
the scientific background needed to be qukly trained.

One of the main advantageof this technology is its use in the context of Common Criteria
certification. Generally, if a product has been CC certified, any modification requires at
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evidences on the impact of the change and in particular, how perform the testing on the

modified product. It is clear that the SETGAM methodology and tool willdditate this step

with the categorization of the test suites and the corresponding reports.
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5 VALIDATION CONCLUSIONS

This section provides some oncluding validation remarks about the SecureChange
solutions. The validation activities highlight that SecureChange results addregs a certain
extent the lack of supportin engineering evolving systems and guaranteeing security
properties. The three case studies highlighted how WP artefacts support industrial
practices. Moreover, the validation activitiesallowed us to identify alternative usages for
SecureChange solutionsTable 9 shows the validated WP artefacts by each case study.
Previous sectionsreport the validation results for each artefact.Overall, SecureChange
artefacts provide suitable support to specific engineering activities that concern the
modelling and verification of security features with respect to changes. The case studies
and the conducted validation activities highlighted how the different artefacts support
SecureChange objectives.

Table 9 WP Artefacts validated by case study

Case Study WP Artefact ‘
ATM wP2 Change Driven Security Engineering
MoVE Tool
WP3 SeCMER Modelling
SeCMER Tool
WP4 Integration of Design Modelling Solutions
WP5 Risk Assessment Language and Methodology

Risk Modelling Tool

HOMES WP2 Security-As-A-Service (SeAAS)

Change Patterns

WP6 VeriFast

Security-by-Contract (SxC)

WP7 Telling Test Stories (TTS)
POPS WP4 UMLchange
WP6 Developmenttime Verification of JC Applets

On-Device Verification

WP7 Model-based Testing Tool
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One of the drawbacks is the complexity of the models captured by differeBecureChange
solutions. It is critical therefore the tool support for each WP artefact. Hence, future work
would need to improve the usability of such tools before deploying them into industrial
domains. Obviously, training would play a critical role for such deploynmgs. Another
critical aspect is the integration of different models. The evaluation activities have shown
an extent of integration between different artefacts. However, integration among and
traceability across models would need to be supported carefullylntegration and
traceability aspects play an important role in supporting an engineering process tailored
to deal with changes and security feature, like the one supported by SecureChange. Finally,
the validation activities highlighted how the different artefacts support and comply with
industrial practices, hence how SecureChange fits current industrial requirements.
However, domain experts found SecureChange artefacts of particular relevance for their
daily work. However, it is still questionable whetheror not SecureChange artefacts can be
delivered in industrial contexts in their current versions. It has emerged that it would be
necessary to tailor further SecureChange artefacts in order to customise them g$pecific
application domains. However, validabn activities highlighted alternative usages(e.g.
systematic modetbased support of requirements elicitation and risk analysisjdentified
by domain experts that were not envisaged initially. Domain experts pointed out how
relevant activities (e.g. dealing with changes) receive little support by current engineering
practices. Therefore, SecureChange artefacts providarious advanements with respect
to current industrial practices. Moreover, they would provide valuable support to
activities (e.g. brainstorming activities on changes) that arecurrently dealt
unsystematically. In conclusion, the validation of SecureChange has effeety highlighted
how delivered technical artefacts address the goal agénsuring "lifelong" compliance to
evolving security, privacy and dependability requirements for lengmning evolving
software systems
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A. Validation Process

Validation is a generic term has wide usage but with a diversity of interpretations. Even in
one area, such as software engineering, it may have different meanings and
characteristics. We adopted an Operational Validation, which encompasses aspects of
Technical Validation with usercentred evaluation. In our view, Validation is the Process
needed to demonstrate how a system, a methodology or a operational procedure can
function in real life conditions with the required level of performances, security and
operability. This involves checking that technological feasibility and target safety level,
cost-efficiency, endusers acceptability are all achieved. The Operational Validation can
also bedefined as the process of answering the questioAre we building the right
system? In addition, to the Technical Validation and Verification that can be taken as
answering the question: Are we building the system right? We useal a systematc and
generic approach to Validation, by applying stateof-the-art validation methods, like the
European Operational Concept Validation Methodology (ECVM)[4], that can be used for
all the various contributions and results of the SecureChangeoject.

We validated the SecureChangertefacts by exposingthem to a set of industrial case
studies emerging from the three reference domains showing thsecurity characteristics
and complexity of the evolving infrastructures the SecureChange framework is expected to
manage. We are thus providing a set of real world, industrial relevant prototypes and
scenarios based on our application case studies and on the techniques aadl$ currently
available in the project.The industrial evaluation has beenused to assess the feasibility
and effectiveness of the SecureChangmlutions. Each Case Study plays a different role
with respect to the validation of the SecureChange solutiondVeanwhile there are
complementarities and interplays among them.

Each SecureChange outcontas been both technically and operationally validated, with
respect to a particular application domain andsecurity problem. Thus, the Definition of
different scenarios within the three different Case Studies addre€sl the following points:

1. Happeningin a real work setting (e.g. realistic procedures,aalistic conditions) and
proposing realistic situations clearly addressing evolutionary issues

2. Covering main security, privacy and dependability problems emerged during the
analyss phases

3. Including main resources (Software, Hardware, Liveware) and describing their
interaction highlighting criticalities.

Validation Methodology

It is always difficult to demonstrate that Validation objectives of a project are achieved,

and for this reason the high level Validation objectives have to be broken down into
detailed Validation criteria. The detailed Validation criteria have a direct influence on the

more general Validaion objectives and, being more detailed, are more easily measurable.
This process of decomposition has to be repeated several times resulting in a hierarchical
structure of objectives (Tree Modeks shown inFigure 52).
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Figure 52 Decomposition and identification of Validation Criteria

The decomposition of objectives ends with the identification of basic indicators, which
OAPOAOGAT O OEA OI AAOGAOGSE 1T &# OEA OiI AAES ET OEA
diverse. For instance, some indicators can be measurable. Whereas, other iattics might

highlight compliance with standards or development processes, adoption of development

tools and so on. Indicators will then require different types of evaluationsFigure 52

shows a simple example of how we can identify criteria and determine the trial, by
decomposing iteratively the criteria in order to obtain evidences that can be measured or
evaluated in a quantitative or qualitative way.Different types of methods can be used to

support the Validation:

O

e Deterministic , e.g. formal proof of compliance to a specification, demonstration of
Security and Dependabilityrequirements, and so on.

e Probabilistic , e.g. quantitative statistical reasonindo establish a numerical level

¢ Qualitative , e.g. compliance with rules that have an indirect link to the desired criteria
(e.g. compliance with standards, staff skills and experience).

Note that the proposed evaluation and validation process is similaotother assessment
processes. For instance, system assurance relies on the construction of safety cases for the
judgment of the adequacy of system safety.

Indicators can provide information about the lower level of the detailed Validation

objectives and EAU AAT AA AOAI OAOAA OEOI OCE 1 AAOGOOAODO ¢
trials carried out in different Validation Sessions. The evaluation of objectives at a lower

level of the hierarchy should allow the evaluation of the objectives on the next level up of

the hierarchy. An iterative approach to evaluation will, therefore, move up the hierarchy.

In practice, all leaves of the tree can be measured and, therefore, assessed. Their

AOOAGOI AT O AllixO OEA AOOAGOI Al O | A& datEA OFAOE,
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entities is a common approach in science, and a very similar approach has been
successfully used, for example, in software engineering to measure the Quality of
Software, or in the Air Traffic Management domain trough development of the European
Operational Concept Validation Methodology (EDCVM) or in Safety Assessment. The main

steps in our iterative process, are drawn from the ones proposed in the EOCVM
Methodology, encompassing both operational Validation and technical Validation and
Verification, can be summarized as:

1. Set the evaluation strategy:
¢ Identify the user of the project oucome.
e Identify the outcome usage and purpose
e |dentify the general objectives of the Validation
e |dentify what criteria are to be used
2. Determine the trial:
e Decompose the criteria iteratively, in order to obtain evidences
e Decide row they will be evaluated (e.g. measured and analysgd
e Set out a plan of how the trial will be conducted
3. Conduct the trial:

e Go through the arious evaluation methods (e.g.tests, formal verifications,
simulations, application into case studies, user intgiews, expertwalkthrough).

4. Determine the results:

e Assess the evaluation results (e.g. analysis of the measurements taken, expert
judgements).

On the one hand, the Validation process support also the identification of the Maturity of
the SecureChange outcomes and shoves body of evidence that relates to the overall
project maturity with respect to the different Validation criteria identified [1][2][3]. On
the other hand, scopes and objective of the Validation are likely to mature in line with the
advancing maturity of the concept. As the concept becomes more mature, the Validation
activity must become more rigorous and realistic. Validation Exercises aw be larger and
the scope and objectives of these exercises and their objectives becomes mooenplex
and exhaustive.

Figure 53 shows the main phasegV0-V5) forming the EOCVM and the implementation
ones (V6V7) for the validation and deployment of new operational concepts in ATNA].
Even if the proposed approach is very general and can be effectively applied to different
domains, the identification of the specific Validation Criteria and of the Methods to be used
in their assessment, strongly depends on the nature of the particular results unde
evaluation.
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Gather and assess Scope Operational Iteratively develop and Build, Industrialisation Installation and Implementation Removal and
ATM Performance Concept and develop evaluate concept consolidate and approval Roll Out replacement
Needs Validation Plans and test

N 5

Figure 53 E-OCVM Operational Concept Validation and Implementation

Data Collection and Analysis

Many different evaluation and assessment methodology can be used for technical
validation and verification: intensive testing and quantitative simulations, Formal
Verification, Expert Evaluation Techniques, Task Analysis and Direct Observation, Users
Feedback Collection, System Data Collectioe hereby provide asmall collection of the
most common evaluation methods forindustrial prototypes that can be implemented by
means of scenarios:

Ethnographic approach / contextual enquiry

The ethnographic approach emphasises the understanding of behaviour in context
through the participation of the investigator in the situation being studied as an active
member of the team of users involved in the situation. It provides a descriptive report,
utilising a range of approaches, mainly informal interviews and observational technigques.
The ethnographic approach is essentially the tratdonal systems analysis approach
enriched by contact with sociology and social anthropology.

Interviews

Interviews are commonplace techniques where domain experts are asked questions by an
interviewer in order to gain domain knowledge. Interviewing is rot as simple as it may
appear and comes in 3 types: unstructured interviews, senstructured interviews and
structured interviews. The type, detail and validity of data gathered vary with the type of
interview and the experience of the interviewer. Intervewing is still the most widely used
method of finding out what users want.

Focus groups

A focus group brings together a crossection of stakeholders in an informal discussion
group format. Views are elicited by a facilitator on relevant topics. Meetingsan be taped
for later analysis. Focus group is useful early in requirements specification. It helps to
identify issues which may need to be tackled and provides a muftaceted perspective on
them.

Wizard of Oz

This approach involves a user interacting with a computer system which is actually

operated by a hidden developer OA £ZAOOAA O AO OEA OxEUAOA88 4E
from a user and simulates system output. During this process the user is led to believe that

they are interacting directly with the system. This form of prototyping is beneficial early
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requirements. The approach is particularly suited to exploring design possibilities in
systems which are demanding to implement.

Rapid prototyping (software or hardware based)

This method is concerned with developing different proposed concepts through software

IO EAOAxAOA bDPOIT O1 OUPAOR AT A AOAI OAOBIAPEABAI 8
prototyping. The development of a simulation or prototype of the future system can be

very helpful, allowing users to visualize the system, and provide feedback on it. Thus it can

be used to clarify user requirements options.Rapid prototyping is described as a
computer-based method which aims to reduce the iterative development cycle. Interactive

prototypes are developed which can be quickly replaced or changed in line with design

feedback. This feedback may be derived from colleagues or from thepexiences of users

as they work with the prototype to accomplish set tasks.

Storyboarding

Storyboards are sequences of images which demonstrate the relationship between
individual screens and actions within a system. A typical storyboard will contain a nuber

of images depicting features such as menus, dialogue boxes and windows. The formation
of these screen representations into a sequence conveys further information regarding the
structure, functionality and navigation options available within an intendedsystem. The
storyboard can be shown to colleagues in a design team as well as potential users, which
allows others to visualise the composition and scope of an intended interface and offer
critical feedback. This method can be used early in the design &yovhere the use of
storyboards supports the exploration of design possibilities and the early verification of
user requirements.

Expert walkthrough

A walkthrough is a process of going step by step through a system design getting reactions
from relevant staff, typically users or experts roleplaying the part of users. Normally one
or two members of the design team will guide the walkthrough, while one or more users
will comment as the walkthrough proceeds. This technique is most often used where there
is a relatively unstable prototype or a written procedural specification.
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B. ATM Validation Plan

Contact  Version Date of Starting Action Description
Date
WP2 Change uiB n/a n./a. June2011 Workshop Technical workshop to
driven with ATM refine and complete the
security Experts evaluation of WP2
engineering process, already

started in Y2 by means
of direct application to
the ATM Case Sudy.
MoVE Tool uiB v 0.9.x 31 March September Tool Live Live and interactive
support 2011 2011 Demo during Demo of the MoVE tool.
Workshop Some simple modeling
activities carried out by
ATM experts with the
support of WP2
technical partners.
Direct observations by
validation experts.
Feedback collection
trough questionnaires
and semistrucutred

interviews.
WP3 SeCMER UTN v 3.19 31 January  April 2011 Methodology Application of the
conceptual 2011 Evaluation SeCMER conceptual
model Model to the ATM Case

Study. Model review
and refinement of the
WP3 artefact to adapt
to ATMs.
June2011 Workshop Technical workshop to
with ATM refine and complete the

Experts evaluation of WP3
conceptual model.
SeCMER UTN v 2.0 9 May 2011  September ToolLive Live and interactive
case tool 2011 Demo during Demo of the SeCMER

Workshop case tool. Some simple
modeling activities
carried out by ATM
experts with the
support of WP3
technical partners.
Direct observationsby
validation experts.
Feedback collection
trough questionnaires
and semistrucutred
interviews for tool
improvememtn and
customisation.

v 3.0 9 May2011  September  Workshop Live and interactive

2011 with ATM Demo of the final
Experts version of the SeCMER
case tool.
WP4 Prof of THA D4.4 31 January  September Methodology Direct application of
Concept v1.0 2011 2011 Evaluation  the Proof of Concept
Integration Integration of
of design Modelling Solutions to
modelling the ATM Case Study.
solutions Evaluation of

completeness,
effectiveness, dmain
suitability and user
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WP5 Risk
Assessment

Method

SINTEF

Risk
Modeling
Language

SINTEF

Prototype SINTEF
Risk

Modeling
Tool

D4.4
v2.0

31 October
2011

31 January
2011

n./a. 31 January

2011

D5.4 31 January

2011

D5.5 31 january
2012 (beta

version)

September
2011

June2011

December
2011

June2011

September
2011

September
2011

Workshop
with ATM
Experts

Methodology
Evaluation
by Expert

Walktrough

Questionnaires

Workshop
with ATM
Experts

Tool Live
Demo during
Workshop

Tool Live
Demo during
Workshop

acceptability of the
integrated modelling
solutions.

Technical and
operational workshop
to refine and complete
the evaluation of D4.4
integrated modelling
solutions.

Workshop with DBL
Safety and Security
ATM Experts to
present, analyse and
review the WP5 Risk
Assessment
Methodology. Possible
foreseen exploitation in
the SESAR Programme.
Preparation and
distribution to a wider
audience of ATM
stakeholders of a
SecureChange Risk
Assessment
Methodology and Tool
description in order to
collect more feedback
about the applicability
and effectiveness of
WP5 arteacts in the
ATM domain
Technical and
operational workshop
to evaluate the
completeness,
expressibility and
flexibility of the Risk
Modelling Language.
Live and interactive
Demo of the WP5
Prototypee tool. Some
simple modeling
activities carried out by
ATM experts with the
support of WP5
technical partners.
Direct observations by
validation experts.
Feedback collection
trough questionnaires
and semistrucutred
interviews to refine
and improve the tool.
Live and interactive
Demo of the final
version of the WP5
Prototype tool case
tool.
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C. SeCMER Conceptual Model

The SecMER conceptual modelFigure 54) identifies a set of core concepts and
relationships.

g Entity
ass7/
H Goal fulfils I Action
wants / carries out
t Actor
- Resource
protects provides
H Requirement & SecurityGoal
Src trg
£ Dependency
dependum

t Trusts U Delegates

Figure 54 SeCMER conceptual model

e Actor: an entity that can act and intend to want or desire

e Action: an entity performed by an actor, which can generate events, and can have
preconditions and postconditions.

e Resource: an entity without intention or behaviour.

e Asset: an entity of value that needs to be protected

e Goal: a proposition an actor wants to m&e true.

e Requirement: is a refinement of a goal

e Security Goal: a goal which prevents harm to an asset

e Trust: is a relationship between two actors over a dependum. It specifies the belief of

OEA 000001 O OEAO OEA OOOOOAA xi 180 I EOOOA

o Delegation: is a relationship between two actors over a dependum. It specifies the
passage of responsibilities between two actors.

e Protects: is a relationship between a security goal and asset. It specifies that a security
property needs to be satisfied fothe specific asset

¢ Consumes: is a relationship from an action to a resource denoting that the process
consumes the resource

e Produces: is a relationship from an action to a resource denoting that the process
generates the resource.
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Since thereisno viO Al OUT OA@ ODb AskdheEfd welill@se 3hd 8I* I62ab
syntax to illustrate the instantiation of the conceptsTable 10 shows the mapping between
3A#- %280 AT 1T AADOO Aigure 53 dhews thd graphica) AoGitiow farEhie A
SI* concepts.

Table 10 Mapping of concepts between SeCMER and SI*

SecMER concepts and relationships SI* concepts and relationships
Actor Actor
Action Task
Resource Resource
Asset Goal, Resource, Task
Goal Goal
Security Goal Soft Goal
Trust relationship Trust relationship
Delegation relationship Delegation relationship
Protects
Consumes Meansend
Produces Meansend
access patient
* Goal i
« Soft Goal e

Process (or Task)

Resource

Delegation

Trust o e, O

Figure 55 Graphical representation of SI* concepts
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D. CORAS Definitions

e Asset: Something to which a party assigns value and hence for which the party
requires protection.

e Consequence: The impact of an unwanted incident on an asset in terms of harm or
reduced asset value

e Likelihood: The frequency or probability of something to occur

e Party: An organization, company, person, group or other body on whose behalf a risk
analysis is conducted

e Risk: The likelihood of an unwanted incident and its consequence for a specific asset

o Risk level: The level or value of a risk as derived from itikelihood and consequence

e Threat: A potential cause of an unwanted incident

e Treatment: An appropriate measure to reduce risk level

e Unwanted incident: An event that harms or reduces the value of an asset

e Vulnerability: A weakness, flaw or deficiencyhat opens for, or may be exploited by, a

threat to cause harm to or reduce the value of an asset
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E. ATM/WP4 Model Design

CaseStudy Walkthrough

This ATM casestudy walkthrough presents a number of modelling steps following the
industrial version of the system engineering process, as described in D4.4b. This
walkthrough allows for the validation of the methods and tools used at each step, but also,
and most impatantly, the links between the different engineering stepsin terms of
traceability, consistency and other relevant factorsThis appendix shows some of the
modelling steps of the ATM casstudy walkthrough. The scope of the ATM casstudy
walkthrough is pictured below (Figure 56).

O
Nt
s
e
. \}\‘:)zq\‘}
Security ra‘r&”“\
™| needs elicitation "_1’:?0
(brainstorming) & Performed
"""""""""""""" wics.',qnce
System / software f%d‘the
; N specification
on 1A (Thales SMS) chafige &once
ts) for the change
. L
K : System | software
. . design
Security design . (Thales SMS
(UMLsec) + Papyrus)

¢

Figure 56 Scope of the ATM casestudy walkthrough
The following text explains the steps and theprovides the schedule.

The 8sO0OAD EO OEA 1T PAOAOGEITT Al AT AT UOEO 1T &£ OEA OUO
Air Navigation Service Provider, taking into account all constraints imposed by the

regulator. At this level, the description deals with gals, missions and/or capacities, and

resources. ForSecureChangewe have used Si*.

~ o~ s 2 oA~ L~ £ oA £ oAz wm oA

The 20 OOAD EO OEA OAAOOEOU 1T AAA Al EAEOAOQEI I £l O
modelling result of step 1 as input. There is no tool iBecureChangehat covers this. It

was therefore performed throughbrainstorming sessions between DBL, THA and SINTEF.
The3¥OOAD EO OEA OEOE AOOAOOI AT O DAOA OI AA AO Of
EO68 4EEO OOADPD OOAO OEA OAOOI OduasipmvidednkbD O p Al
CORAS.

The 4h step is the system / software specification by the industrial system provider

contracted by the ANSP. This specification should relate only to the part of the system that

is being contracted. It therefore takes as input a small part of the result of step In our
case, the scope of the contracted system was defined as a complete ATC centre, without
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AMAN. Tooling was provided by the Thales SOA Modelling Suite (SMS) because the latter
is now the modelling environment with which the Thales risk assessment D& is
integrated.

The 5h step is the security risk assessment performed at the system (meaning equipment)
level by the industrial system provider. This risk assessment takes as input the results of
step 4 (i.e. the description of the equipment in terms gfrocess, components and services)

and of step 3 (i.e. the higHevel security requirements imposed by the ANSP on the

subcontracted system).

We have decided to skip step n°6, which would have been the engineering of the solutions
to cope with the identified risks. The main reasons for this decision are th&ecureChange
does not provide any specific technology to cope with that, and also because this step can
be performed by iterating on step 4.

The 7 step is the detailed design. In our casstudy, wef AOOOAA 11 A OAOU
the ATC centre. The main objective here was to feed the formal verification of the security
properties of step n°8. Therefore, the compulsory choice is a detailed design model using
UML / EMF, namely Papyrus. Again, modely here was kept minimal because the
SecureChang@roject does not provide any specific technology to cope with step.

o
O

The 8h step is the formal verification of the security properties using UMLsec. This step
takes as input the results of step n°7.

Finally, we have decided not to perform step 9, which would have been the risk
assessment at the detailed design level. The main reasons for this decision are that the
UML model produced in step n°7 will be simplistic (only adapted by UMLsec evaluation)
and that we did not expect any additional lessons learnt with respect to the risk
assessment step already performed in steps n°3 and 5.

These 9 steps close thestiteration, describing the system before the change. For the®
iteration, we performed all the 9 seps again, introducing the AMAN change at each step.
Again steps 6 and 9 were skipped.

The table below recalls the work share, specifying the main tools used, the responsible

partner and the approximate dates of provision, considering that the responsiblactor

xAO OAODPITOEAI A &£ O Ai OE EOAOAOEI T Oh TTAA A& O
ITAA xEOE OEA OUOOAI 001 AA6 xEOE OEA ! -1 .38

Iteration Step Step name Responsible Type Actors Provision

n actor (sub-steps) date

Operational i Offline DBL June 2011
analysis modelling
Model DBL + July 2011
consolidation UNITN +
(by TelCo) THA
Model DBL + July 2011
upgrade & UNITN +
validation THA
1 2 Security need DBL + THA | Brainstorming Offline DBL July 2011
elicitation modelling
Model DBL + July 2011
consolidation THA +
(by TelCo) UNITN
Model Security | July 2011
validation expert
(THA or
Secure -
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Iteration

Step

n

Step name

Responsible

Type
(sub-steps)

Actors

Provision

DBL?)

1 3 Risk assessment SIN CORAS Offline SIN July 2011
performed at the modelling
operational level Model SIN + DBL| August

consolidation 2011
(by TelCo)
Model Security | Septembre
validation expert 2011
(DBL +
THA)
1 4 System/software THA Thales SMS Offline THA August
specification modelling 2011
Model THA Septembre
consolidation 2011
(by TelCo)
Model DBL Octobre
validation 2011

1 5 Risk assessment DBL + THA Thales RA Offline THA Septembre
performed at the DSML modelling 2011
system/software Model THA+DBL | Octobre
architectural level consolidation 2011

(by TelCo)
Model Security | Octobre
validation expert 2011
(SIN)

1 6 Security - - - - -
specification

1 7 System /software THA Papyrus Offline THA Septembre
detailed design modelling 2011

Model THA+DBL | Octobre
consolidation 2011
(by TelCo)
Model Archi. Octobre
validation expert 2011
(THA)

1 8 Security design THA UMLsec Offline THA Septembre
(formal modelling 2011
verification) Model THA + Septembre

consolidation TUD 2011
(by TelCo)
Model Archi. Octobre
validation expert 2011
(THA)

1 9 Risk assessment - -
performed at the
detailed design
level

Debriefing F2F meeting?
iteration 1
2 1 Operational DBL Si* Offline DBL 17/10/11
analysis modelling
Model DBL + 24/10/11
consolidation UNITN +
(by TelCo) THA
Model DBL 26/10/11
validation (ENAV?)

2 2 Security need DBL + THA Aniketos Offline DBL 24/10/11

elicitation STML modelling
Model DBL + 31/10/11
consolidation THA +
(by TelCo) UNITN
Model Security | 02/11/11
validation expert
secure
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Iteration Step Step name Responsible Type Actors Provision

n (sub-steps)
(THA or
DBL?)
2 3 Risk assessment SIN CORAS Offline SIN 31/10/11
performed at the modelling
operational level Model SIN + THA| 07/11/11
consolidation
(by TelCo)
Model Security | 09/11/11
validation expert
(THA)
2 4 System /software THA Thales SMS Offline THA 07/11/11
specification modelling
Model THA+TUD | 14/11/11
consolidation
(by TelCo)
Model DBL 16/11/11
validation
2 5 Risk assessment DBL + THA Thales RA Offline THA 14/11/11
performed at the DSML modelling
system /software Model THA+DBL | 21/11/11
architectural level consolidation
(by TelCo)
Model Security | 23/11/11
validation expert
(SIN)
2 6 Security - - 21/11/11
specification
2 7 System /software THA Papyrus Offline THA 21/11/11
detailed design modelling
Model THA+TUD | 28/11/11
consolidation
(by TelCo)
Model Archi. 30/11/11
validation expert
(THA)
2 8 Security design TUD UMLsec Offline THA 28/11/11
(formal modelling
verification) Model TUD+THA | 05/12/11
consolidation
(by TelCo)
Model Archi. 07/12/11
validation expert
(THA)
2 9 Riskassessment - -
performed at the
detailed design
level

2 - Debriefing ALL -
iterations 1 & 2

pe ~ P p P

lteraton 1 Jpd 4EA OUOOAI OAO EO6

Step n°1: Operational analysis using Si*

Below are presented a number of operational diagrams realised with Siér the ATM case
study. Each of these diagrams has a specific focttse actors (cf.Figure 57), the resources
(cf. Figure 58), the overall ATM (cf. Figure 59), arrival sequencing (cf.Figure 60) and
equipment (cf.Figure 61).
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Figure 57 All the actors

Beyond presenting all the actorsFigure 57 also presents the scope of theontracted
system, which will be designed during step n°4.lt is to be noted that equipment is
modelled as an actor when it realises some goals. Equipment is also modelled as a
resource in terms of physical equipmentIn Figure 58, both intangible resources and
tangible resources are modelled.

Figure 58 All the resources
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e Golden Rule n°1: there should be no sufpoals without an uppergoal.

e Golden Rule n°2: goals are a state of affair, not activities; therefore goals are best
expressed in the past tense. Nouns are usedcasionallyfor continuous goals, i.e. goals
that are never accomplished, e.g. ATC service.

Figue59x A0 110 1 AAT O OI AA OOAAAAided foshoktthe OEEO Al
complexity of the casestudy and the scalability capacities of Si*.

Figure 59 Overall ATM view

To enhance the readability of the goal decomposition, the arrival sequencing goal was
decomposed in a separataliagram (Figure 60). The tool does not provide consistency
assurance between the overall goal modelling diagrant{gure 59) and the focused arrival
sequencing diagram Figure 60).
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Figure 60 Focus on arrival sequencing

Figure 61 Focus on equipment

Likewise, the diagram focused on thequipment enhances the readability of the model,
but suffers from the absence of consistency assurance with the other diagranihie ATM
operational modelling was stopped when the model wadeemedsufficient to perform the
operational-level risk assessment.

Step n°2 Security needselicitation
Following a number of discussions, inquiry and brainstorming sessions between the
involved partners, the following 5 security needs were agreed upon:

e identification and authentication,
e needto-know/ least-privilege,

e auditing support,
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e robustness / checking of external messages,
e secured physical access to equipment, e.g. HMIs, cabinets.

Care was taken to focus only on security needs, not on safety. Each security need is further
discussed below.ldentification and authentication is enforced just by means of check
points at the entrance of the buildings. There is no other kind of IT supported
identification and authentication (e.g. no login at the controller working position).

Needto-know/least-privilege implies having a fine undestanding of the roles. On the
operational side, the main roles are: Supervisor(s), Air Traffic Controllers (Planner and
Tactical), and for the TMA: Coordinator. On the technical side, the main roles are:
Technical Supervisor, System Administrator, and Téaical Personnel. All the different
roles have specific working positions, often located also in separated rooms; the Control
Room is always separated from the Technical Room. Access control is mainly enforced by
means of physical security (i.e. differenlocations, locked doors, guards)

Logging for auditing purposes is currently mainly focused on accidents and incidents,
rather than on malicious external attacks (i.e. more on safety issues than on security
threats). In particular, all the radio-frequency communications and all the CWP logs are
recorded.

In the scope of this casetudy, we tried to focus on auditing with respect to security
issues.With respect to robustness, the communication (in/out) with the external world is
mainly based on:

e DEI T Att®BPT ET 08 AT 1, OT EAAQGEITO
e dedicated radio frequency communications

o flight plan data; repetitive flight plans (RFPL) may represent a fallback solution in case
of failure to comply with robustness

e coordination data,
e receipt of flight surveillance data.

Finally, the secured physical access to equipment copes with the intrinsic geographically
distributed nature of ATC systems. For example, one can stand near a radar without
having access to surveillance data, so identification is not necessary, but proiagt the
radar from physical damage by a malicious actor or accidental event is still required.

Step n°3: Operational-level risk assessment using CORAS

This section presents the risk modelling resulting from the risk assessment that was
conducted with respect to the Si* models and the identified security needs in the ATM case
study. The Si* models are the output from the sLstep of the work plan, whereas the
security needs were elicited during the 2 step. The risk assessment was conducted as the
3rd step at the operational level, and the risk models were made using CORAS threat
diagrams. The risk assessment scope is the APP service provisioning asset, which is a sub
part of the complete Si* models.Risk assessment includes risk identification, risk
estimation and risk evaluation. The risk identification results are shown first.

The risk estimation involves the estimation of likelihoods and consequences for the
identified unwanted incidents. The risk evaluation involves determining the risk levels
based on the likelihood and consequence estimation, and comparing the results against
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the predefined risk evaluation criteria. Scales coming from a EUROCONTROL risk
assessment document were reused in this sa-study.

Risk identification

nauthorized external actor

operates CWP in APP control
room

/

External unauthorized actor gets
access to APP control room
/

Unauthorized execution of
APP services

External Insufficient Lack of
actor identification and authentication
authentication (login) at CWP

Insufficient /
auditing

Provisioning of APP service:
deteriorates due to mix of
IATCO roles of supervising and

controlling

/

UP plays role of TCC or PLC in
APP, or vice versa
/

Insufficient
auditing

o

PP service
provisioning
/

'ATCO gets access to CWPs of
other APP controllers

/

.

ATCO No physical
access control
within control

room

Lack of
authentication
(login) at CWP

Provisioning of APP services
deterioratates due to PLC-
TCC role mix
/

PLC plays role of TCC in APP, or
vice versa

/

Insufficient
auditing

Figure 62 Identification and authentication, physical access and auditing

Figure 62 shows unwanted incidents related to insufficient identification and/or
authentication in the APP control room. The diagram also addresses secured physical
access. The potential security problem related to insufficient auditing is modelled by the
vulnerabilities preceding the identified unwanted incidents. In this case, lack of auditing
may contribute to the likelihood of the unwanted incidents, partly because actors may be
reluctant to initiate incidents in case they know they are audited, and partly becae lack

of auditing makes it harder to identify adequate preventive means for incidents that
reoccurs. Notice thatExternal actoris modelled as a deliberate threat, i.e. someone with
malicious intents. The ATCOis modelled as an accidental threat, i.e. is assumed that
he/she is not acting maliciously.

nauthorized external actor gets
access to APP system administration
HMI due to lack of authentication at
HMI
/

Lack of
authentication
(login) at admin HMI

o xternal unauthorized actor
e gets access to APP technical

Exteral Insxrlfflcrlenl G " . |
ctor identification and nauthorized external actor gets
authentication in Insufficient access to system administration HMI
technical room security due to open session
routines

Unauthorized
modification of rights
and privileges of APP

Provisioning of APP
services deteriorates due to
loss of data access

®

ATCOs APP service
; Insufficient rovisioning
auditing ° / °

KTCO gets unauthorized
access to APP system
administration HMI due to
open session

/

'ATCO gets unauthorized
access to APP technical
room

/

Insufficient
security
routines

> @

Insufficient
ATCO identification and
authentication in
technical room Lack of
authentication
(login) at admin
HMI

ATCO gets unauthorized
access to APP system
administration HMI due to lack
of authentication at HMI
/

Figure 63 Identification, authentication and auditing, technical room
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Figure 63 shows an unwanted incident related to insufficient identification and/or
authentication in the technical room. Notice that the threaExternal actoris modelled as
deliberate, whereas theATCQOs not. It is hence assumed that the ATCO does not intend to
act maliciously, but rather goes beyond his/her area of responsibility and authority. The
potential problem of insufficient auditing is addressed similar to the previous threat
diagram in Figure 62.
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Figure 64 Least privilege and auditing

Figure 64 shows an unwanted incident related to lack of the principle of least privilege in
the APP control room. Auditing is as before modelled as a vulnerability that may
contribute to the likelihood of the identified unwanted incident.
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Figure 65 Robustness wrt external messages, phone lines

Figure 65 shows two unwanted incidents related to robustness, with respect to external
messages transmitted by pointto-point phone lines. Secured physical access to equipment
(phone lines) is also relevant.
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Figure 66 Robustness with resp ect to external messages, radio
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Figure 66 shows two unwanted incidents related to robustness of external messages
transmitted by radio. Secured physichaccess to equipment (radio antenna) is also
addressed.
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Figure 67 Robustness with respect to external messages, radar

Figure 67 shows an unwanted incident related to the robustness of external messages
transmitted by radar. Secured physical access to equipment (radar) is also addressed.

Likelihoods, consequences and risk levels

Each pair of an unwanted incident threatening a supporting asset, and a feared event on a
primary asset constitutes arisk. In order to determine the risk level, we need to
determine the likelihood and consequence of each unwanted incidentikelihood is the
frequency or probability for something to occur, whereas @onsequence is the impact of

an unwanted incident on an asset in terms of harm or reduced asset valdée likelihood

scale is based on EUROCONTROL documents, where likelihood is defined aswsiiThe
extent to which an event is expected in a given time scale. In security risk analysis this factor
may be uncertain, and is often described in qualitative ternie likelihood scale of four
levels is given inTable 11.
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Table 11 Likelihood scale

Level Description |

1 Frequent  Several incidents per year. This includes very frequent incidents (e.g. Many p
day).

2 An Incident is likely in 10 years. At most a small number of incidents may k

Occasional  expected in any year.

3 Possible Incidence cannot be estimated; however, it is realistic to anticipate the event.

4 Rare The incident can be discounted.

The conseqence scale is based on the same source, where impact (consequence) is
defined as follows: The unwanted consequence of a security incident; the impact may be
qualified in financial, opportunity, efficiency, safety or any other relevant business or ATM
operational terms. The impact scale of five levels is given ifable 12 with their
interpretation in safety, business and reputation.

Table 12 Impact (consequence scale)

IMPACT |

Level Safety Business Reputation

1 Very High Large scaldoss of life

2 High Significant risk of fatality Long term business Loss of Operating
damage Licence

3 Medium Increased safety risk Significant business Litigation or Criminal
damage Conviction

4 Low Short term safety risk Significant loss Public reputation

damage
5 Insignificant  Insignificant Insignificant Insignificant

Notice, importantly, that the purpose of the description of the impact levels in terms of
safety, business and reputation is to give the risk analysis participants reference ptsrso
as to understand what degree of impact the various levels intend to describe.

The risk levels are defined by means of a risk matrix, which yields a risk level for each
combination of likelihood and impact. The risk matrix is based on the same
EUROCONTROL document and givenTiable 13.

Table 13 Risk matrix

Likelihood
4 Rare 3 Possible 2 Occasional 1 Frequent
1 Very High High Critical ‘ Critical
2 High Negligible High | Critical
3 Medium Negligible Tolerable High
g 4 Low Negligible Tolerable Tolerable High
E’ 5 Insignificant | Negligible Negligible Negligible High

The risk evaluation criteria define for each risk level whether the risk is acceptable or
must be evaluated for possible treatment. The risk evaluation criteria proposed in
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Table 14 were approved by the participants before proceeding with the risk estimation.

Table 14 Risk evaluation criteria

Negligible | Acceptable

Tolerable | Acceptable (Should be monitored; should be treated ifeatment cost is justifiable)

High Unacceptable

Unacceptable
Critical Unacceptable

Risk estimation

The task that remains is to do the risk estimation. This is conducted directly in the CORAS
threat diagrams by annotating each unwantedncident with a likelihood value, and each
relation between an unwanted incident and asset with a consequence valui¢.is also
useful to estimate and document likelihoods for each threat scenario. First, this will
increase the understanding of the most imortant sources of risks. Second, assigning
likelihoods to threat scenarios may facilitate the likelihood estimation of the unwanted
incidents that the threat scenarios lead to. Third, likelihood estimates of threat scenarios
yields a better basis for valilating the results.It may also be useful to estimate conditional
likelihoods to the relations from threat scenarios to other threat scenarios, and from
threat scenarios to unwanted incidents. For a scenario/incident A that leads to scenario
incident B, aconditional likelihood describes the likelihood that A will lead to B when A
occurs. A conditional likelihood is often specified as a probability, i.e. a value in the
interval [0,1].

Notice, however, that at this phase of the development lifecycle the sgst is not yet
designed. For the identified unwanted incidents the objective is therefore to estimate their
severity in terms of consequences. Given these consequences, likelihoods are assigned to
unwanted incidents that ensure acceptable risk levels as asult. In this way the likelihood
estimates serve as requirements to the security risks that the system may be exposed to.

In the following, Figure 68 shows the risk estimation related to insufficient identification
and/or authentication in the APP control room. It is important to notice that the likelihood
that an unauthorized external actor accesses a CWP in the control room is rare, even if the
likelihood of an entering to the control room is possible, because the other ATCOs will
recognise the external and malicious actor and give an alert. Moreover, we would like to
Al ACEEU OEAO OEA OOxEOAES AAOxAAT 4# oAl A
recommended. Thus, it not always leads to a deterioration of APP services (that, in fact,
has a lower likelihood). Figure 69 shows the risk estimaton related to insufficient
identification and/or authentication in the APP technical room. In the technical room,
many different companies employees collaborated together, thus the identification of an
external actor is more complicated (leading to a lowelikelihood that in the previous
mentioned case).Figure 70 shows the risk estimation related to the principle of least
privilege. It is important to mention that the redundancy of information and the
information exchange among different roles is a common work practice and it has often a
good impact on the APP service provisioning, leading to a deterioration of the services due
to the interference of taks just in few casesFigure 71, Figure 72 and Figure 73 show the
risk estimation related to robustness of external messages with respect to phone lines,
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radio signals and radar data, respectively The redundancy of communication and
surveillance apparatuses reduces in many cases the likelihood of the threat scenarios.

The consequence estimations are documented on the relations between the unwanted
incident and the identified assets. The consequers range frominsignificant to Very high

as defined in the impact scale ofable 12. In the diagrams below, each of the documented
consequences represents a (rough) aggregate of the impact of the unwanted incidents on
safety, business and/or reputation. Because the aggregateonsequences alone may be
insufficient for understanding how to adequately mitigate unacceptable risks (which
depends on the impacted domain), we have ifable 15 specified of the impact of each

incident in the respective domains together with the resulting overall aggregate.

Table 15 Qualification of consequence estimates

Impact

Incident

Safety

Business

Reputation

Aggregate

Unauthorized execution
of APP services

High

Medium

High

High

Provisioning of APP
services deteriorates due
to mix of ATCO roles of
supervising and
controlling

High

Medium

Low

High

Provisioning of APP
services deteriorates due
to PLGTCC role mix

Low

Negligible

Negligible

Medium

Provisioning of APP
services deteriorates due
to loss of data access

High

Medium

Low

High

Provisioning of APP
services deteriorates due
to interference of TCC
and PLC tasks

Low

Negligible

Negligible

Medium

Provisioning of APP
services by TCC and PLC
deteriorates due to loss
of integrity of phone
communication

High

Medium

Medium

High

Provisioning of APP
services by TCC and PLC
deteriorates due to loss
of phone lines

High

Medium

Medium

High

Provisioning of APP
services byTCC and PLC
deteriorates due to loss
of radio communication

High

Medium

Medium

High

Provisioning of APP
services by TCC and PLC
deteriorates due to loss
of integrity of radio
communication

High

Medium

Medium

High

Provisioning of APP
services by TCC andlC

High

Medium

Medium

High
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Figure 68 Risk estimation
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Figure 70 Risk estimation
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Figure 71 Risk estimation wrt robustness wrt external messages: Phone lines

Figure 72 Risk estimation wrt robustness wrt external messages: Radio

Figure 73 Risk estimation wrt robustne ss wrt external messages
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