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Executive summary 

WP2 is both concerned with security engineering processes and security architectures 

for evolving systems. In this deliverable we present three novel paradigms which 

contribute to achieve an integrated framework for management and design of long 

living security-critical systems. 

The SecureChange security engineering process (Section 3) is revolutionary in the 

respect that it is fully change driven. The view of existing security engineering 

processes as sequences of actions (e.g. risk analysis and requirements elicitation) 

performed on the whole system has been replaced by the view of change events 

causing change propagation and state changes in the security engineering artefacts. 

This change of paradigm provides for the first time a systematic way of handling 

changes based on dependencies between artefacts. Beyond that the SecureChange 

process incorporates concepts for the collaboration of different stakeholders in security 

engineering, ranging from the IT manager and requirements engineer to the security 

architect and system administrator. The goal of this collaborative approach is to 

support continuous security management and to achieve an adequate level of security 

at any time in the software lifecycle. 

The SecureChange process is generic in the respect that it is independent of artefacts 

(e.g. Risk Model, Requirements Model, etc.). As a reference model we present a 

general meta model of artefacts and their dependencies. At the same time we 

elaborated a first version of a meta model integrating the artefact structure and change 

perspectives of the whole project. While development of rigorous tool support of the 

process will be launched in the second year, one of the partners (THA) already started 

to materialise the SecureChange process in its existing tool environment. 

While the SecureChange process is independent of artefacts and kinds of changes, the 

concept of Change Patterns (Section 4) provides guidance for the architectural 

changes within the process. Thus, change patterns build the bridge between the 

security engineering process and security at architectural and design level. 

A change pattern guides the architect in designing an architecture that is resistant 

against certain foreseen evolutions of the requirements and assumptions. A change 

pattern explicitly records the change of requirements it supports. Applying a change 

pattern then consists of two steps. First, preparing the architecture up-front for the 

evolution (even though it has not yet occurred), based on a likelihood and importance 

analysis of the evolution. Second, once the evolution occurs, the architect is triggered 

to perform the necessary steps to update the application such that it conforms to the 

new situation. These two steps are reflected in the solutions that belong to the change 
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pattern: architectural patterns for the up-front preparation, and change guidance for 

performing the actual update of the application. A catalogue of change patterns for 

changing trust relationships is described, and its use is illustrated. 

Change patterns provide guidance for architectural changes. Additionally, it is 

important to have a generic blueprint of an architecture that is designed to 

accommodate a broad set of changes, and that can serve as a starting point for 

applying change patterns. This research question has been addressed by the Security 

as a Service Architecture (SEASS) approach (Section 5). Our goal has been to 

develop an architectural blueprint for a pluggable security architecture which supports 

evolution by applying similar mechanisms that have been shown fruitful in the 

functional parts of architectures (e.g. separation of abstraction layers, model-based 

configuration, and orchestration of services). 

The partners of WP2 have been involved in the conceptual design of the 

SecureChange case studies ATM and HOMES. Section 2.3.2, 4.6.2 and 5.7 

summarise the results. 
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1 Introduction 

Engineering a secure software system is hard. Ensuring that the system remains 
secure throughout its lifetime within a dynamically evolving environment is even harder. 
This can partly be attributed to the unpredictability of the world in which the system is 
functioning. Additionally, however, security is a discipline that involves multiple 
stakeholders, which have to collaborate as a well-oiled machine. Not all of these 
people are security experts, or even software engineers. For instance, a change in the 
legal or business context can have a negative impact of the security of the system, if 
that change is not adequately dealt with. 

In this deliverable, the impact of change on developing secure software will be studied. 
First, this will be done from a broad viewpoint, i.e., the development process. Then, the 
focus will be placed on a specific phase from the development process: architectural 
design. 

1.1 Process 

Traditional secure software development processes focus on activities that have to be 
performed, described in a step-by-step process guide. When an application evolves, 
the activities from such development process need to be re-executed, requiring 
assistance of all stakeholders. This can be inefficient, especially if changes occur often. 
Therefore, traditional secure software development processes are less suitable for 
lifelong adaptable, secure systems, because the impact of multiple occurring changes 
can be (too) large. 

In this deliverable, an alternative for an activity-centric process is proposed. The 
alternative is described as change driven process. For this process, the system is 
modelled as a set of tightly coupled artefacts. Each artefact contributes to a certain 
viewpoint and a certain level of abstraction. Evolution is now characterized by changes 
in the artefacts. Since the artefacts are tightly coupled, a change in one artefact can 
propagate to other artefacts. If a stakeholder, depending on his viewpoint, is 
associated with a set of artefacts, he can be notified when a change occurs for which 
he needs to take action. In Section 3.1 we describe a concrete process which is Work 
Package 2 specific. 

To support this process, a model of the artefacts needs to be available. This model is 
described by a metamodel of an integrated process which provides an abstract 
description of change and change propagation overarching all the solutions provided 
by the various SecureChange work packages. The integrated SecureChange process 
is still work in progress, but the final goal is to provide Work Package independent 
concepts of change and to outline how different software engineering artefacts relate to 
each other. The dependency relations between these different artefacts provide the 
means to propagate change and describe different handling of different classes of 
change. In Section 3.2 a strategy for the development of an abstract integrated process 
is described which provides an integration of the solutions of the different 
SecureChange Work Packages. 



 

D2.1 - An architectural blueprint and a software 
development process for security-critical lifelong systems 

| version 2.2 | page 10 / 132 

 

1.2 Architecture 

During the lifetime of the system, its requirements will undoubtedly change, as well as 
the assumptions that were made about the applicationôs environment. These changes 
may very well have an impact on the security of the system. This is definitely the case 
when a security-relevant requirement or assumption changes; something in the system 
will then have to change to ensure that the desired security properties of the system 
are maintained. 

While it may be possible to fulfil the updated requirement without changing the existing 
architecture, for example by some localized changes to configuration, implementation 
or protocols, sometimes (significant) alterations to the architecture are necessary. 
Since in the architectural phase, the most substantial decisions are made regarding the 
system that is being developed, it is important to understand the nature and impact of 
changes regarding the architecture. 

Security-related changes in the architecture can be triggered by multiple events. Since 
software design is an iterative process, changes to an architecture are first of all 
possible because of problems or constraints that only arise in the implementation or 
deployment phase of the software. Besides better planning or prototyping, not much 
can be done to lower this impact, and therefore we will not consider this cause of 
architectural change any further. 

The other important source of architectural evolution, often leading to major 
adaptations of the architecture, are changes coming from the artefacts generated by 
the earlier phases of software development, i.e., requirements engineering. This is also 
true for the security-related aspects. In particular, we discern the following cases. 

Changes in the functional requirements 

When a functional requirement changes, this will often have an impact on the security 
properties associated with that requirement. For instance, a newly introduced feature of 
the system may need to be protected from unauthorized users. Also, new features can 
interact with other features, giving rise to new vulnerabilities. 

Changes in the security requirements 

A changing security requirement will, by definition, lead to a security-related change in 
order to fulfil it. For example, a previously unprotected piece of information that now 
needs protection requires that mechanisms are put in place to take care of this 
protection. 

Changed assumptions about the environment 

The security of an application is always based on security assumptions about the 
environment in which it would serve. These assumptions may change for various 
reasons. For instance, the application may simply become deployed in a new 
environment, in which these security assumptions do not hold. Even within the same 
environment, the environmentôs properties can evolve. Equally, a better risk analysis 
may have been performed, invalidating some assumptions about the target 
environment (or giving rise to new assumptions, that were not thought to be viable 
before). All these changes may lead to evolution of the architecture. 
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The impact of an architectural change can be dramatic, especially when the system is 
almost entirely implemented, or, worse, already deployed. Unfortunately, it is 
impossible to create an architecture that permits all future changes. Therefore, it is 
important to understand how to design an architecture, such that it supports foreseen, 
security-related evolution without (or with minimal) impact on the architecture? 

Consider Figure 1. An application is developed using an initial architecture, and may 
subsequently be distributed or deployed. In the following period, changes in the 
environment may lead to minor revisions of the application. If these revisions were 
foreseen in the initial architecture, or can at least be applied without significant effort, 
this is no problem. However, due to some unexpected situation, the current 
architecture may not be able to accommodate one or more necessary changes. At this 
point, a major refactoring of the architecture is necessary. 

 

Figure 1 Changes in an application 

A change can impact the architecture to different degrees, as illustrated by Table 1. 
First, a change can have no impact on the architecture at all. For instance, the change 
can be handled by an adaptation of the detailed design, or by modifying the 
deployment configuration. Next, a change can have a local impact on the architecture. 
The change is then confined to a single element (or a limited number of related 
elements) of the architecture. For instance, the specification of one component in the 
architecture may change. Third, a non-local change modifies multiple elements 
(typically across the entire architecture). However, the architectural approach itself 
remains unchanged (i.e., architectural integrity or style is preserved). Examples of this 
kind of impact are a single change that has a ripple effect throughout the entire 
architecture, or a change that applies to all connectors in the architecture. Finally, a 
change with architectural impact redraws the fundamental ways in which the elements 
interact, and therefore violates the original architectural approach. An example is the 
need for clients in a client-server system to communicate directly. This violates the 
original client-server style of the architecture. 
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No impact  Local  Non-local  Architectural  

/  Confined to single 
element  

Modifies multiple 
elements, but 
follows architectural 
approach  

Changes fundamental 
ways in which elements 
interact  

E.g., change 
in detailed 
design, 
configuration
, ...  

E.g., change 
specification of 
single element  

E.g., a change 
propagating through 
the system (ripple 
effect) 

E.g., clients in client-
server also need to 
communicate directly  

Table 1 Possible impact on the architecture of a change 

A change can have impact in two dimensions. First, the impact of the change during 
the development (design) of the architecture. That is, given that the architect wants to 
support a given evolution scenario, what is the impact of the changes that need to be 
applied to the architecture such that it is prepared for the occurrence of the scenario in 
the future. Note that this does not refer to the impact of implementing the evolution 
scenario immediately, but only to the impact of implementing the necessary 
infrastructure to enable the implementation of the scenario it in the future. Note that the 
development impact will typically manifest itself at a point in time where a major 
refactoring (as discussed before) is made to the system. 

In the other dimension, there is the impact of the change during maintenance of the 
application. That is, given that a certain evolution occurs, what is the impact of the 
changes needed to actually support this new situation. This impact can be low (if the 
architecture is prepared for the change) or high (if the change does not fit the 
architectural style). 

1.3 Outline of the deliverable 

This deliverable concerns both security engineering processes and security 
architectures for evolving systems. After presenting related work (Section 2), three 
paradigms are presented which contribute to achieve an integrated framework for 
management and design of long living security-critical systems. 

The SecureChange security engineering process (Section 3) is a fully change 
driven process. This provides for the first time a systematic way of handling changes 
based on dependencies between artefacts. Beyond that, the SecureChange process 
incorporates concepts for the collaboration of different stakeholders in security 
engineering. The goal of this collaborative approach is to support continuous security 
management and to achieve an adequate level of security at any time in the software 
lifecycle. 

While the SecureChange process is independent of artefacts and kinds of changes, the 
concept of Change Patterns (Section 4) provides specific guidance for the software 
architect who is using the process. Thus, change patterns build the bridge between the 
security engineering process from Section 3 and security at architectural and design 
level. A change pattern guides the architect in designing an architecture that is 
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resistant against certain foreseen evolutions of the requirements and assumptions. A 
catalogue of change patterns for changing trust relationships is described, and its use 
is illustrated. 

Change patterns provide guidance for architectural changes, but require that an initial 
architecture is available. As such, it is also important to have a generic blueprint of an 
architecture that is designed to accommodate a broad set of changes, and that can 
serve as a starting point for applying these change patterns. This research question 
has been addressed by the Security as a Service Architecture (SEASS) approach 
(Section 5). Our goal has been to develop an architectural blueprint for a pluggable 
security architecture which supports evolution by applying similar mechanisms that 
have been shown fruitful in the functional parts of architectures (e.g. separation of 
abstraction layers, model-based configuration, and orchestration of services). 
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2 Related work 

2.1 Security engineering processes 

There are several processes for secure software development in the field. Based on a 
survey on security engineering processes [1], we present three of the best known 
processes: OWASP´s CLASP [2], Microsoft´s SDL [3] and McGraw´s Touchpoints [4]. 
All of them provide an extensive set of activities covering a broad spectrum of the 
development life-cycle. 

2.1.1 CLASP 

Originally defined by Secure Software and later donated to OWASP, CLASP is a 
lightweight process for building secure software. It includes a set of 24 top-level 
activities, which can be tailored to the development process in use. Key characteristics 
include: 

Security at the center stage: The primary goal of CLASP is to support the construction 
of software in which security takes a central role. Furthermore, the activities of CLASP 
are defined and conceived primarily from a security-theoretical perspective and, hence, 
the coverage of the set of activities is fairly broad. 

Limited structure: CLASP is defined as a set of independent activities that have to be 
integrated in the development process and its operating environment. The choice of 
the activities to be executed and the order of execution is left open for the sake of 
flexibility. Moreover, the execution frequency of activities is specified per individual 
activity and, hence, the coordination and synchronization of activities is not 
straightforward. Two road maps (ólegacyô and ógreenfieldô) have been defined to give 
some guidance on how to combine the activities into a coherent and ordered set. 

Role-based: CLASP defines the roles that can have an impact on the security posture 
of the software product and assigns activities to these roles. Roles are responsible for 
the finalization and the quality of the results of an activity. As such, roles are used as 
an additional perspective to structure the set of activities. 

Rich in resources: CLASP provides an extensive set of security resources that facilitate 
and support the implementation of the activities. For instance, one of these resources 
is a list of 104 known security vulnerabilities in application source code (e.g., to be 
used as a checklist during code reviews). 

2.1.2 SDL 

As a result of its commitment to trustworthy computing proclaimed in 2002, Microsoft 
defined the SDL to address the security issues they frequently faced in their products. 
SDL comprises a set of activities, which complement Microsoftôs development process 
and which are particularly aimed at addressing security issues. SDL can be 
characterized as follows: 

Security as a supporting quality: The primary goal of SDL is to increase the quality of 
functionality-driven software by improving its security posture. Security activities are 
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most often related to functionality-based construction activities. For instance, threat 
modeling starts from architectural dependencies with external systems, while an 
architecture could in fact reduce such threats in the first place. SDL is designed as an 
add-on to the software construction process. 

Well-defined process: The SDL process is well organized and related activities are 
grouped in stages. Although these stages are security specific, it is straightforward to 
map them to standard software development phases. Furthermore, several activities 
have a continuous characteristic in the SDL process, including threat modeling and 
education. As such, the SDL process incorporates support for revising and improving 
intermediate results. 

Good guidance: SDL does a good job at specifying the method that must be used to 
execute activities, which, on average, are concrete and often somewhat pragmatic. For 
instance, attack surface reduction is guided by a flow chart and threat modeling is 
described as a set of sub-processes. As a result, the execution of an activity is quite 
achievable, even for less experienced people. 

Management perspective: SDL takes a management perspective for the elicitation and 
description of many activities. This is nice, given the inherent complexity of security, 
and it shows that security as a quality has to be managed in order to be realized in 
practice. 

2.1.3 Touchpoints 

Touchpoints provides a set of best practices that have been distilled over the years out 
of the extensive industrial experience of its proposer. Most of the best practices, 
named activities from here on, are grouped together in seven so-called touch points. 
Touchpoints can be characterized as follows: 

Risk Management: Touchpoints acknowledges the importance of risk management 
when it comes to software security. It tries to bridge the gap by elaborating a Risk 
Management Framework (RMF) that supports the Touchpoints activities. 

Black vs. White: The touch points provide a mix of black-hat and white-hat activities, 
both of which are necessary to come to effective results. Black-hat activities are about 
attacks, exploits and breaking software (e.g., penetration testing). White-hat activities 
are more constructive in nature and cover design, controls and functionality (e.g., code 
review). 

Flexibility: The touch points can be tailored to the software development process 
already in use. To facilitate this, the documentation provides a prioritization of the 
different touch points. This allows companies to gradually introduce the touch points, 
starting from the most important ones. 

Examples: Touchpoints is rich on examples. For instance, when describing abuse 
cases, there is an example giving the reader a good feel about what they might look 
like in a particular situation. 

Resources: To further aid the execution of activities, Touchpoints provides links to 
resources and also explains how to use them. To this aim, a part of the book is 
dedicated to security knowledge (which the resources are part of). For instance, attack 
patterns are provided in order to be used in the elicitation of abuse cases. 
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2.1.4 Process support for change 

The general characteristics of the three processes described before are summarized in 
the top part of Table 2. We will now discuss how these processes deal with evolution. 

 CLASP SDL Touchpoints 

General 

Focus 
Security at center 

stage 
Security as 

supporting quality 
Risk management 

Structure 
Limited 

(independent 
activities) 

Well-organized set 
of activities 

Grouped activities 
(best practices) 

Guidance 
Rich set of 
resources 

Concrete activities 
Rich examples and 

resources 

Evolution 

New security 
vulnerability 

Software updates 

Security advisories 

Software updates 

Security advisories 
Not supported 

Change in 
security 
assumptions 

Not explicitly 
supported 

Some continuous 
activities 

(e.g., threat 
modeling) 

Not explicitly 
supported 

Table 2 Comparison of CLASP, SDL and Touchpoints 

As we know, security is a moving target. Applications change, executing environments 
change and attackers change. Thus the process should include continuous support to 
address new security vulnerabilities during the lifetime of an application, under the 
assumption that previously articulated security assumptions remain valid. This is 
supported in CLASP and SDL by including activities that focus on software updates 
and security advisories. Touchpoints does not seem to cover this. 

Second, and more challenging, when intermediate results turn out to be incorrect (such 
as an incomplete threat model), or when security assumptions change after 
deployment, the process must be backtracked in order to correct the no-longer valid 
decisions and assumptions. In a process, backtracking can be supported by 
introducing iterative cycles, or by inserting dedicated checkpoints and feedback loops. 
This kind of support is limited in the mentioned processes. At least, this would require 
the explicit documentation of the dependencies between the various activities and their 
outcome, which none of the processes provide. 

Concluding, all the mentioned processes provide a set of actions (e.g., requirements 
elicitation and risk analysis) on the whole system. However, there is no explicit support 
for evolution in these processes. The process outlined in Section 3 replaces the view of 
existing security engineering processes as sequences of actions (e.g. risk analysis and 
requirements elicitation) performed on the whole system by the view of change events 
causing change propagation and state changes in the security engineering artefacts. 
This provides a systematic way of handling changes based on dependencies between 
artefacts. 
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2.2 Software architecture and security 

2.2.1 Software architecture 

In [5], software architecture is defined as the triple {elements, form, rationale}. 
Elements can be processing elements, data elements or connecting elements. Form 
consists of properties of and relationships between the elements. The rationale, finally, 
captures the motivation of the architect for the choices that were made. 

A similar definition is found in [6], namely ñthe structure or structures of the system, 
which comprise software elements, the externally visible properties of those elements, 
and the relationships among themò. The authors, while not ignoring the importance of 
rationale, do not consider rationale to be part of the architecture itself. They state that 
an architecture, once created, can be analyzed independently of any knowledge of the 
process by which it was designed. 

Yet another definition of architecture can be found in the IEEE/ISO standard for 
architecture descriptions [7]: ñThe fundamental organization of a system embodied in 
its components, their relationships to each other, and to the environment, and the 
principles guiding its design and evolutionò. 

All definitions are similar to a certain extent, and describe an architecture as the 
collection of elements, their relationships, and some degree of rationale. 

Moreover, in [6], the attribute driven design (ADD) development approach for 
architectures is described. The approach decomposes the architecture based on the 
quality attributes (non-functional requirements), such that the most important quality 
attributes of the system are certainly fulfilled. This implies that the main drivers for an 
architecture are its non-functional requirements. 

The definitions of an architecture introduced above are quite generic, and only talk 
about óelementsô (or ócomponentsô). There are many different ways to interpret an 
element, however, which can be captured in the notion of an architectural profile.  

A profile defines the vocabulary and rules that can be used to define an architecture 
using that profile. For instance, a component-oriented profile defines components and 
connectors, and states that components can only communicate through connectors. A 
service-oriented profile on the other hand defines services, participants and workflows. 
An aspect-oriented profile would define architectural elements such as aspectual 
components and join points. A component-oriented architecture usually suffers from 
more coupling than a service-oriented architecture, which is loosely coupled by 
definition. Similarly, an aspect-oriented architecture is designed to reduce coupling 
even more. 

When an architecture evolves, its elements and/or form will change. Elements may be 
added, removed, or changed. The architectureôs form, that is, the properties of the 
elements or the relationships between them, may change as well. 

In principle, the rationale of an architecture does not evolve, although a change in the 
supporting claims of the rationale may lead to the re-consideration of the decisions that 
were made before. This may eventually lead to a change in the architecture. For 
instance, when a critical assumption that was relied upon when creating an 
architecture turns out to be false later, the architecture needs to change. 
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Creating an evolvable architecture thus means creating an architecture such that 
changes that are likely to happen, will be easy to implement. This implies that 
architectural changes should be avoided. 

2.2.2 Architecture and security 

Security at the architectural level can be looked at from different viewpoints. In this 
deliverable, we approach architecture from a constructive viewpoint. In this respect, 
the question on how to create an architecture that has certain security qualities needs 
to be answered. Often, security patterns [8, 9] are used to this aim. The NFR 
framework also uses patterns to create secure designs [10, 11]. In [12], Van 
Lamsweerde proposes a patterns-based approach of creating architectures. Besides 
patterns, security principles are also commonly used as a guidance for creating secure 
architectures. For instance, in [13] an attack surface metric is proposed, which can be 
used to measure the security of a design and improve it. Equally, the principle of least 
privilege can be used as a guidance for improving the security of architectures [14]. 

Next to the constructive viewpoint, also the notation that is used to describe the 
security properties of an architecture can be studied. Existing architectural description 
languages (ADLôs) can be extended to support security, for example xADL [15]. Also, 
UML can be used or extended to represent security properties, as is done in UMLsec 
[16] and SecureUML [17]. 

Finally, it can be investigated how an architectural description can be used to perform a 
security analysis. The STRIDE [18] risk analysis method is performed using an 
architectural description as input. Besides providing security-specific notations, 
UMLsec can also be used to perform a formal analysis on the design. For more 
background on analysis techniques, we refer to the survey in [19]. 

2.3 Case studies 

The concepts in this deliverable will be validated in the second year, by applying them 
to two case studies from the SecureChange project: the HOMES case study and the 
ATM case study. 

2.3.1 HOMES 

Taking the description of the HOMES case study in the document ñDescription of the 
Scenarios and their Requirements (D1.1)ò as a frame of reference, we are interested in 
architectural changes to the Home Gateway ï a critical component for the enforcement 
of security policies in the NAC architecture. 

More specifically, we plan to investigate two scenarios in the second year of the 
project, based on the results in this deliverable. In the first scenario, we will focus on 
the evolution of trust relationships that are present in the HOMES case study (for 
example, examining the implications of moving the policy decision point (PDP) from the 
provider side to the Home Gateway). More details are given in Section 4.6.2. The 
second scenario is the enforcement of a new security requirement (taking non 
repudiation as an illustrative example) through the deployment and configuration of a 
new security service onto components (e.g., Home Gateway) of the service oriented 
infrastructure. Further information on this scenario can be found in Section 5.7. 
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2.3.2 ATM 

To highlight the SecureChange process, we elaborate a concrete example based on a 
specific change scenario. In concrete we will treat the introduction of a new service in 
the architecture, the AMAN (Arrival Manager). The introduction of this new service 
triggers a range of additional changes. Among the most important ones are changes in 
the architecture, changes in the work procedures and the introduction of new threats 
and hazards. The scenario is sketched in Section 3.1.6. 

Special emphasis of the application of the SecureChange process to the ATM case 
study will be put on the handling of changes. We will focus on how the states of various 
model elements are updated following specific activities. Particular focus will be put on 
the concept of change propagation which is based on state change and the 
dependencies between different artefacts. 

The result of this work will be a complete walkthrough through the SecureChange 
process, providing concrete examples and instantiations for all the concepts described 
in Section 3.1. 
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3 Change-driven security engineering 

In this Section we describe the SecureChange security engineering process which is 
fully change driven. The process is change driven in the sense that every change 
triggers state changes in the related security engineering artefacts. The dependencies 
between the various security engineering artefacts provide a frame for change 
propagation. In addition the SecureChange security engineering process supports the 
collaboration among different stakeholders which have their specific views on a 
system. Using the concept of change propagation based on the dependencies between 
artefacts it is possible to support also the collaboration of different stakeholders which 
can be notified of change events which impact their specific view. 

This section is structured as follows: Section 3.1 describes the SecureChange security 
engineering process, beginning with a short introduction to the problem. After a 
classification of different types of changes in the context of security we discuss the 
requirements for a security engineering framework which supports change. Following 
the requirement we describe our vision of ñLiving Securityò ï a framework supporting a 
process of secure change. After a description of the core concepts of ñLiving Securityò 
we outline how the initially mentioned requirements are addressed by this framework. 

In Section 3.2 we describe an integrated process which is abstract and generic and 
encompasses and relates all the solutions provided by the different Work Packages. 
The integrated process is an abstraction of the SecureChange security engineering 
process described in Section 3.1 and is independent of any specific artifact. We 
describe the overall strategy for integrating the different Work Package specific 
solutions and their artifacts and our strategy for developing a generic description of 
change and change handling. 

Section 3.3 describes the security analysis method of one of the partners of 
SecureChange (THA), which already started to materialize the SecureChange Process 
in its tool environment. The Section starts with an outline of the principles of the 
security analysis method and is followed by an overview of the Security DSML. In the 
next subsections the Change Model used by THA and the behavior of a Change 
Request is presented. 

3.1 Process 

3.1.1 Introduction 

The engineering and management of security-critical systems imposes evident 
requirements onto procedures applied and tools used. The management of information 
security needs to be effective ï producing the desired effect of protection ï and 
efficient ï producing effectively with a minimum of effort. But, in an ever-changing 
world, socio-organizational as well as IT systems become a moving target. They 
constantly evolve, adapting to changes in their environment. In order to meet the two 
basic requirements of information security management in the context of 
evolving security-critical systems we need to rise to three basic challenges.  
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Relevance. First and foremost we need to identify the kind of events that indicate 
relevant changes. Change is generally captured indirectly through an eventôs impact 
on a system. This can e.g., be expressed as the deviation of the current status from 
some targeted status. Thus, change is relevant if the event alters (for better or for 
worse) the capability of some socio-organizational and/or IT systems to work as 
supposed ï which means to comply with functional and non-functional requirements. In 
security, any deviation from a target may be seen as a change for the worse.  

Abstraction. Second, once indicated, change triggers effective action only if it is 
interpreted appropriately. This means that information about the event has to be 
meaningful to the person holding a specific role (e.g., CSO, network administrator, 
software engineer etc.). The person should understand the consequences so that she 
can carry out necessary action according to her responsibilities (e.g., set up security 
policy, deploy component, configure network etc.). This entails the need for an 
appropriate conceptualization and visualization of the event and its impact on the 
system from a certain angle. This perspective should open a view on information about 
a systemôs changing state at an appropriate level of abstraction.  

Propagation. Third, change may ñmaterializeò in any of the stakeholdersô perspective 
and percolate to other perspectives, possibly affecting various levels of abstraction 
each time calling for some action to be taken. As an example we may take a business 
analyst specifying a new security requirement for a business process in the IT 
Management view. The requirement is translated into a non-functional requirement of 
the requirements model in the software engineerôs view. The engineer can then model 
and trace the dependencies between the requirement, the component in the software 
architecture enforcing the requirement and the actual code through the respective 
layers of his view. The interrelationship between sub-systems may allow change to 
propagate in unforeseen ways. Thus, to take effective actions, stakeholders need to 
consider the whole system including IT as well as socio-organizational aspects.  

We propose Living Security a framework for the model based development, 
management and operation of security critical, evolving service oriented systems. The 
main idea is to facilitate the cooperation of stakeholders in IT management, software 
engineering and systems operation. The framework links an abstract, but coherent 
view of a complex systemôs security status integrating the perspectives of 
all stakeholders to the running IT-system and implemented organizational procedures.  

The link between the models and the technical and organizational controls facilitates a 
flow of information in both directions. Models and artefacts evolve together. Change 
thus becomes a first-class citizen in a security process linking security engineering, 
information security management and risk management. 

3.1.2 Change in the context of security 

We develop our understanding of relevant change based on the two dimensions as 
elaborated in [26]. Hence, we focus on two aspects, for one the particular nature of 
change and, two, its origin.  
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Imposed Evolution

Planned Revolution

Planned Evolution

Imposed Revolution

 

Figure 2 Four basic types of change 

Generally speaking, change can manifest itself as either a gradual evolution of a 
system in smaller steps or as a radical ñrevolutionò with major impact on the systemôs 
structure and functionality. So, change either comes in the shape of Evolution or 
Revolution.  

As to the origin of change, it is important to know whether change was planned or 
imposed by the outside. In the first case, a Proactive approach leads to planned 
change. In case change is imposed, it can only by reacted upon, thus resulting in a 
Reactive approach.  

Classifying change types along these two dimensions, we identify four basic types of 
change (cf. Figure 2). 

Security requirements engineering (as described in [21]) views (r)evolution as 
emanating from a change in a systemôs requirements, specification, and/or 
context. Living Security follows this engineering approach for supporting the 
management of the effects of change. This means realigning evolving systems to 
existing security requirements or to adapt the systems to changing security 
requirements or context. The handling of each of the four basic types of change is 
exemplified in a general use case in the context of security management and 
engineering.  

A. Enforcing Security - Planning Small System Changes 

In most cases, a system evolves over time according to a specific plan so to meet a 
specific set of requirements. For example, the anti-virus software component of a 
network needs a weekly software update. Thus, we anticipate small changes in the 
systemôs context (new virus threats) by planning gradual changes (weekly updates) to 
enforce a security policy (the requirement of integrity). The framework keeps the 
network administrator informed about the ñeffectivenessò of the security measure 
based systemôs current status, whereas IT management can judge on the measureôs 
ñefficiencyò by tracing the dependency between the security measure and its 
contribution to meet business requirements or ï thinking inversely ï the impact of its 
failure.  

B. Monitoring Change - Reacting to Minor Changes in Context or Requirements 

Often the triggers are small changes in the systemôs context or in the requirements 
specification. In other terms, change occurs in the shape of unplanned events. If 
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the anti-virus componentôs weekly update failed, we would face change (lower security) 
imposed by an unplanned event (failed update). To react appropriately, all 
stakeholders would have to understand and evaluate the eventôs impact onto their 
domains and take coordinated measures. The latter means that various stakeholders 
must always bear their activitiesô potential impact on other domains in mind. Living 
Security visualizes the events in the specific views and facilitates coordinated 
measures by tracing dependencies across views and layers.  

C. Scenario Planning - Planning Major System Changes 

A system may occasionally have to undergo a major change. For example the merger 
of two companies may require the integration of two IT systems. In that case, 
the stakeholders need to plan and anticipate a series of changes to an already existing 
system. They need to understand the impact of these changes on the systems 
security. In this respect, Living Security contributes to a clear understanding of the 
systemôs security status ñas-isò and facilitates the analysis of security challenges in 
relation to the various alternatives.  

D. Realizing Change - Reacting to Major Changes in Context or Requirements 

Living Security would not be able to cope in a reasonable way with large unforeseen 
change fundamentally impacting a systemôs structure or functionality. So we consider 
this use case as being beyond scope. 

3.1.3 Requirements 

After the definition of useful categories of change in context of security management 
and engineering we move on to specify the requirements for a framework supporting 
secure change. We illustrate these requirements with a running example for an 
evolving, security-critical large-scale system. The same example will be used in 
the description of the concepts which realize the framework. 

 

Figure 3 Integrated view 

Example 1: The example used in this deliverable is a financial trading platform which 
allows traders to place orders in specific market segments. The trading platform is 
directly connected with the systems of major financial institutions who use the platform 
to place large volume orders. In addition, individual traders can use an online frontend 
or download a client to use the services. The trading platform is developed and 
operated by a medium sized specialized company which offers services and support 
for the platform and sells licenses to its users. The trading platform is developed in 
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house by a team of software developers who develop, deploy and actively manage the 
systems which are hosted in an outsourced data center. The trading platform uses 
standardized financial communication protocols and is realized as a SOA. The 
company is certified according to ISO 27001 to underline their emphasis on 
security. Currently, the company offers access to specialized niche markets, but is 
planning to extend its service to stock markets in the near future.  

3.1.3.1 R1: Integrated view 

To keep a complex and interconnected system running despite change a variety of 
stakeholders have to collaborate in their daily operations. To support the collaboration 
of these different stakeholders (e.g., Chief Information Officer, legal experts, system 
administrators, software developers) an integrated view on the system is 
required. Such an integrated view needs to incorporate aspects from different 
disciplines such as IT management, system operation and software engineering. While 
all these disciplines have their own perspective on a system and use a different level of 
abstraction, the challenges related to change cannot be tackled from a single 
perspective. Instead it is necessary to focus on a changing system from all these 
different angles to keep it running in a secure manner. Figure 3 shows the concepts of 
an integrated view. 

Example 2: A financial trading platform has to fulfil a range of security requirements, 
stemming from special requests of large customers, general legal regulations for the 
financial services market, and the contractual obligations which arise from docking on 
to the financial systems of major partners and markets. The company has a 
Chief Information Officer (CIO) and a Chief Information Security Officer (CISO). In 
addition the company employs two legal experts who are aware and responsible for all 
the legal and compliance requirements that have to be fulfilled by the systems. The 
platform is constantly evolving due to the addition of new services (e.g. access to new 
market segments can be offered to the clients), the continuous extension of 
the platform (i.e. 3.000 new accounts are opened every month), and the incorporation 
of a range of new regulations which were enacted as a result of the financial crisis. 
Whenever legal requirements change, system capacity needs to be extended or a new 
service to be deployed in the platform, changes cannot be tackled in isolation but have 
an impact on many aspects of a system. Therefore it is important to understand which 
parts of the system are affected by a new compliance requirement, which new services 
might introduce unbearable risks in the already running platform and what system 
updates and transitions could cause an interruption of critical services. An 
integrated view on the systems combines all these aspects and relates these 
perspectives to each other. A software developer needs to be aware of those 
requirements which have to be considered in the design and the adaptation of a 
service. Similarly, a system operator needs to know what the capacity requirements 
of soon-to-be deployed services may be. An integrated view is therefore an essential 
instrument to provide a basis for a common understanding of the systems and its 
dependencies and serves as a platform for communication among all the different 
stakeholders. 

3.1.3.2 R2: Domains and Responsibilities 

A framework which supports collaboration and cooperation among different 
stakeholders needs to take into account the different perspectives and responsibilities 
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of stakeholders. Not every stakeholders needs to understand and analyze every aspect 
of a system. Instead each stakeholder is equipped with knowledge and experience for 
a specific domain of the entire system. While it is important to support cooperation 
among these stakeholders it has to be taken into account that each stakeholder has a 
tailored view on a system and its security.  

A stakeholder carries responsibility for a specific domain, i.e. a subset of the 
constituting elements of a system. It is important to have a clear understanding of 
these governance aspects to be able to handle change effectively in an 
organization. Depending on the type and extent of change, certain stakeholders need 
to cooperate to provide solutions to handle such change.  

Example 3: In the example of the trading platform a domain could be the technical 
infrastructure (physical layer) which is overseen by a senior system and network 
administrator. The set of all nodes and locations for which he is responsible represents 
a domain. In a similar way legal experts are responsible for their own domain 
which could be the set of all compliance requirements defined on the business layer.  

Similarly the responsibilities of these stakeholders are differing with respect to handling 
change. The legal experts are the ones who are informing other stakeholders about 
new requirements and the available time frame for reaching compliance. The software 
developers together with the system operators are proposing different solutions for 
reaching these new compliance requirements and IT management will have to decide 
together with software architects which solution fits best with the organizations 
business and technology strategy.  

3.1.3.3 R3: Change Propagation 

A framework which supports a change-driven security process needs to provide a 
foundation for propagating change to the right stakeholders in an organization. 
Change is perceived as an event which triggers a series of consecutive steps. As 
already outlined in Section 3.1.2 there are different types of changes in a security 
context.  

Change propagation includes on the one hand the registration of relevant change 
events. On the other hand it requires a systematic way of identifying parts of 
the system and stakeholders affected by change.  

Example 4: In the concrete example of the financial trading platform it is not sufficient 
to have an integrated view on the system and a clear attribution of responsibilities 
and domains to various stakeholders, but it is a central requirement to propagate 
change based on these two foundations. The Living Security framework needs to 
provide support in the process of identifying what parts of the system are impacted and 
who needs to be informed, who is consulted, and who has to make decisions in 
response to a change event.  

Continuing the concrete example from above, consider a new legal requirement has 
been identified by the legal experts and has been attributed to the business 
process ñPlace ordersò. Change propagation includes identifying which parts of the 
system are related to the specific business process, who the responsible domain 
owners are, and the steps they need to take to respond properly to the event. The 
business process ñPlace ordersò processes the two information objects ñOrder detailsò 
and ñAccount informationò and calls two services in the infrastructure, namely 
ñOrder authorizationò and ñTransaction executionò. The responsible domain owners are 
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the information architect and the software developer. Both are responsible for 
maintaining the two services. 

In order to be able to identify the interrelationships between the parts of a system and 
their respective owners, a systematic analysis of the model depicting these 
interdependencies and responsibilities is required. In addition, a tool-based 
framework needs to provide communication means for informing the various 
stakeholders about relevant change events.  

3.1.3.4 R4: Bidirectional Flow of Information between Models 
and Executing System 

The bidirectional flow of information from models to executing system and vice versa is 
essential to ensure the efficient and effective management and engineering of 
an evolving security-critical system.  

On the one hand, the target architecture of a Living Security framework is a security 
infrastructure equipped with sensors collecting information and feeding it back into the 
modeling environment. Once there, information is interpreted at the level of Model 
Elements in context of the System Model. On the other hand, the security 
infrastructure ought to be configurable from a modelling perspective.  

Example 5: In the example of the financial trading platform the bidirectional flow of 
information between models and executing system can be describe using the 
following two scenarios:  

a) Information flow between executing system and models: On the infrastructural and 
service layer of the system, various sensors which constantly collect information 
regarding the status of nodes and components in the network can be deployed. 
Relevant information could be captured through traditional metrics like capacity 
utilization, throughput, and number of handled orders to name just a few. Using such 
indicators and putting them in relation with security objectives and 
requirements extends the integrated view on a system with meaningful key indicators. 
Consider as an example a service level which is guaranteed to the premium customers 
of the trading platform. The requirement ñMaintain 99.999% uptime per month for the 
premium servicesò can be extended with key figures collected from the executing 
system, which constantly monitor the uptime of these key services.  

b) Information flow between models and executing system: If the services are 
implemented and deployed in a specific target security architecture it is possible to 
configure the security properties of the system using models. As an example, consider 
the communication in the business process ñPlace Orderò. Calling the respective 
services for authorization and transaction execution is designed to be based on using 
encrypted and authenticated messages. A specific premium customer might require an 
additional electronic signature by the financial service provider confirming specific 
details of an order to comply with additional audit requirements. If the service is 
deployed in a specific target security architecture it is possible to configure such 
security services using models.  

3.1.3.5 R5: Information Consistency and Retrieval 

Stakeholders need explicit support to appropriately visualize and query security related 
information in its various contexts. They need to understand the connection 
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between the various levels of abstraction. This requires appropriate mechanisms that 
guarantee the consistency of all the information in the model. Consistency can be 
provided by defining and checking certain constraints in the model of a system.  

Information Retrieval goes beyond the mere checking of constraints on model 
elements in that stakeholders can access semantically enriched information. 
Depending on his or her background and responsibilities, a stakeholder may require a 
specific view on a system in a specific representation. While some of the stakeholders 
might favour a traditional spreadsheet to represent specific information about the 
system, others might require graphical representations like process maps, or a 
dependency matrix outlining the relations between services and infrastructural 
components. Depending on the information a specific stakeholder request the models 
and specific views can be enriched with additional information which is either collected 
from sensors in the infrastructure or based on an analysis of the model itself.  

Example 6: For example, a CSO would like to check whether every security threat at 
the technical level is related with some security threat at business level (describing 
the business impact of the technical threat). Such types of analysis can be run in a 
model using specific queries and checks. The resulting information can be represented 
in different ways, e.g. either using a simple table or in a graphical diagram.  

Similarly, the security engineer would like to check whether each security requirement 
is complemented by an appropriate security service at the architecture level. 
The security engineer might in turn favour a network diagram or another graphical 
representation outlining which security requirements are not yet complemented by 
technical security solutions.  

3.1.4 The Secure Change framework 

Here, we describe our vision of ñLiving Securityò ï a framework supporting a process of 
secure change. We describe the core concepts of Living Security and outline how the 
before mentioned requirements can be addressed.  

3.1.4.1 Common System View 

The framework supports stakeholders in their various daily operations. This happens 
through Stakeholder-Centric Modeling Environments, perspectives on the systemôs 
security status, customized to an appropriate level of abstraction. The analysis of 
security attributes requires the analysis of interdependencies across the layers ranging 
from IT management, software engineering and system management. Although the 
framework also facilitates the cooperation among the stakeholders (Chief Information 
Officer, Chief Security Officer, Network Administrator, Security Engineer etc.), it does 
not necessarily need to provide an integrated and homogeneous modeling 
environment. Rather, these stakeholdercentric modelling environments, rely on a 
common metamodel, the Common System View.  
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Figure 4 Sample functional system meta model 

The Common System View represents the conceptual underpinning for the security 
management process. Its elements are the conceptual units subject to change. 
Dependencies between the various concepts are modeled as associations 
between elements allowing change to percolate through the Model Layers.  

Functional system concepts like business processes, information objects, roles, 
components etc. are defined in the Functional System Meta Model logically grouped 
into the various domains of the Modeling Environments. The latter can be composed of 
Model Layers each one capturing another level of abstraction or degree of granularity. 
Figure 4 exemplarily shows a sample Functional System Meta Model and the three 
Layers of the Modeling Environment Software Engineering, namely 
Requirements, SW-Architecture, and Code.  

Security related concepts like threats, risks, requirements etc. are introduced into the 
meta-model as Meta Model Plug-Ins. Every element of the System Meta Model can 
be decorated with security-related semantics. Figure 5 shows a sample security meta 
model that plugs into the Functional System Meta Model as an extension for security. 
Here we assume that each model element in the Sample system meta model (cf. 
Figure 4) inherits from the generic class ModelElement. 










































































































































































































