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Executive summary

Deliverable D.2.1 focused on the core principles of a security engineering process and
security architecture for evolving systems (cf. D.2.1 [16]). We presented the Living
Security Engineering Process as the first security engineering process which is fully
driven by change events and change propagation. In addition we presented an
architectural blueprint for the incremental design and operation of security services
based on the paradigm of security as a service. This Security as a Service Approach
(SEASS) applies well established mechanisms of functional architectures to the
security domain, like the separation of abstraction layers, model-based configuration
and orchestration of services.

In this deliverable we extend our work on change driven security engineering to provide
an integrated process methodology which is abstract enough to connect all the results
of the various Work Packages of the SecureChange project. We call this light-weight
variant of a change driven security engineering process the Integrated SecureChange
Process. The difference to the Living Security Engineering Process presented in
Deliverable D.2.1 is that the Integrated SecureChange Process focuses on models as
the basic unit of change and provides meta model concepts to instantiate the various
methodologies and model types used in the SecureChange project.

Another focus of the work is the application of both the Living Security Engineering
Process which uses model elements as the basic unit of change and the more abstract
Integrated SecureChange Process on fragments of the ATM case study. By focusing
on a specific change requirement and security properties we outline in a step-by-step
walkthrough how change is handled using principles of change driven security
engineering.

In this deliverable we also developed the prototypical MoVE tool which provides
generic tool support for the Living Security Engineering Process. We report on the
requirements, use cases and technical architecture of the tool support for a state-
driven software process. Also for the MoVE tool we outline in a step-by-step example
on fragments of the ATM case study how state based change propagation is
supported.

The Integrated SecureChange Process is furthermore applied to the HOMES case
study to provide the integration between various technical solutions of Work Packages
WP2, WP5 and WP7. From WP2 the Security as a Service Architecture is applied to
the HOMES case study. In technical terms, we designed and implemented a prototype
of the architectural blueprint of SeAAS as OSGi bundles. We also implemented and
deployed the infrastructure and all needed components to illustrate a real-world setting.
In addition the SeAAS is integrated in the overall Integrated SecureChange Process
using the running example of the HOMES case study.

Position of this deliverable in the project timeline

This deliverable reports on the results of WP2 task T2.2, Configuration management of
lifelong evolvable systems. The timeframe of T2.2 has been M8-24 with the milestone
M24 of delivering the present deliverable D2.2.
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Figure 1 Position in the project timeline

The main artefacts of WP2 are a methodology of change driven security engineering
and its prototypical tool support, the Security as a Service Architecture (SeAAS) and
the change patterns approach. The methodology of change driven security engineering
was already outlined in D2.1. In the present deliverable the initial ideas for an
integrated methodology which can accommodate all the technical solutions and
modeling languages of the SecureChange project has been refined and applied to the
ATM and the HOMES case study. Prototypical tool support for managing model
elements and their states to support change-driven security engineering is also subject
of the present deliverable. Last but not least the SeAAS approach is applied to the
HOMES case study. The change patterns approach has been extended and is
documented in an extended version of the deliverable D2.1 which will also be delivered
as a milestone at M24.

Integration

Figure 2 summarizes the integration links among the different Work Packages within
the Project. The Change requirements and Security properties in the following refer to
the definition in the Deliverable D.1.1.1 Selected Change Requirements and Security
properties [7].

Intra-WP2: In this deliverable the SeAAS approach is positioned and integrated in the

overall Integrated SecureChange Process. This can be seen as a WP2-WP2 link

integrating a concrete technical solution of WP2 to the overall methodology. The

integration of the two solutions is described in Section 7.2 and exemplified on the

HOME S case study. The change requirement ad
operationso and the security properties consi
ASecurityi leixtpyabn.d a b
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Figure 2 Integration links between work packages

In the extended deliverable D.2.1 the Change patterns approach is also positioned and
integrated in the overall Integrated SecureChange Process. This is the second internal
WP2-WP2 link integrating a technical solution of WP2 to the overall integrated
methodology of WP2. The integration of the two solutions is described in the extended
Deliverable D2.1 in Chapter 6 and applied on the HOMES case study.

WP2-WP5: This deliverable contains the integration link WP2-WP5 which presents a
connection between the Integrated SecureChange Process developed by WP2 with the
risk assessment methodology developed by WP5 (cf. Figure 1). The integration of the
methodologies is described in Section 6.4 and exemplified on the ATM case study. The
integration outlines how a specific methodology and its models can be fit in the overall
Integrated SecureChange Process. In particular, the integration is made by
instantiating the artefacts of the risk assessment method and the risk models in the
Integrated SecureChange Process. The change requirement addressed is
ifOrgani zati onal Level Changeo and t he

Protectionodo and Al nformation Provisiono.

WP2-WP3: The integration between the SeCMER methodology of WP3 and the overall
process model is described in the deliverable D.3.2. The integration is based on
artefacts and processes and outlines how the SeCMER methodology fits in the overall
Integrated SecureChange Process.

WP5-WP7: The integration between the risk assessment methodology of WP5 and the
security testing approach of WP7 is outlined in the Deliverable D.5.3. It is also shortly
reflected in the present deliverable to highlight how the solutions of WP5 and WP?7 fit in
the overall Integrated SecureChange Process methodology. The integration between
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WP5 and WP?7 is in terms of mapping artefacts from the risk model domain to the test
model domain and vice versa. Based on these options for mapping of model artefacts,
the risk assessment activities and the testing activities are integrated so as to allow the
two domains to leverage on each other. The integration is demonstrated in the HOMES
case study, addressing the change requirement of bundle lifecycle operations and the
security properties of policy enforcement and security expandability. The description of
the integration is reported from an overall integrated perspective in Section 7.2 in the
present deliverable.

Validation

The WP2 artefacts that are subject of the validation activities are on the one hand
methodologies and on the other hand prototypical tool support. From the
methodological viewpoint the Living Security Engineering Process including its
lightweight version Integrated SecureChange Process, the Security-as-a-Service
Architecture (SeAAS) and the Change Patterns approach will be validated. From the
prototypical tool perspective the SeAAS framework, the MoVE framework for
supporting change-driven security engineering and the Change-Patterns tool support
will be validated. The applications of the methodologies and the tool-support to the
case studies during M12-M24 have mainly focused on demonstrating feasibility and
applicability. During year three the validation activities will be continued with a focus on
scientific criteria.

The validation activities for the change-driven security engineering processes have
been initiated by applying methodologies and tool-support to the ATM case study. The
change requirement organization level change with the security properties information
protection and information provision was addressed. The MoVE framework was
applied to a fragment of the ATM case study as were the methodologies for change-
driven security engineering (i.e. the Living Security Engineering Process and its
lightweight variant Integrated SecureChange Process).

The Integrated SecureChange Process was also applied to the HOMES case study,
but to a lesser extent and mainly to show its potential for integrating other technical
solutions from the SecureChange project. The change requirement addressed as part
of the HOMES case study is the change requirement bundle lifecycle operations, with
the security properties policy enforcement and security expandability. The solutions
that were mainly applied to the HOMES case study are the SeAAS approach and the
Change Patterns approach.
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1 Introduction

In the first year Work Package 2 focused on the aspects of security engineering
processes and security architectures for evolving systems (cf. D.2.1 [16]). The Living
Security Engineering Process is the first security engineering process which is fully
driven by change events and change propagation. This novel process provides generic
mechanisms for change propagation across stakeholders” views. At the architectural
level we addressed the question of how a robust security architecture can be designed
in order to support a broad range of changes. Our Security as a Service Approach
(SEASS) applies well established mechanisms of functional architectures to the
security domain, like the separation of abstraction layers, model-based configuration
and orchestration of services.

In this deliverable we apply these technical solutions of Work Package 2 to the ATM
case study: in particular the Living Security Engineering Process which was outlined in
the Deliverable D2.1. As a light-weight abstraction of the Living Security Engineering
Process this deliverable presents the Integrated SecureChange Process. The main
difference between the Living Security Engineering Process and its light-weight
abstraction Integrated SecureChange Process is that the latter applies the principles of
change-driven security engineering to models as the basic units of change (instead of
single model elements). That way we can integrate the various technical solutions and
models of the SecureChange project.

As a prototype for supporting a state-driven software process this document presents
the MoVE tool. The management of models in a change driven process requires an
effective set of networked tools. In the context of SecureChange we employ the
infrastructure of MoVE (Modeling and Versioning Environment) that provides a
framework to build such a tool support. The MoVE tool is applied to the ATM case
study.

HOMES
O ATM ATM

WP2 « » WP3 WP4

A

ATM
ATM
ATM
POPS POPS POPS
\ 4
WPS5 < > WP7 WP6
HOMES POPS
Figure 3 Strategic position of the deliverable D2.2
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The only integration link presented in this Deliverable D2.2 is the integration of the
Integrated SecureChange Process methodology with the risk assessment methodology
from WP5 (cf. Figure 3). The HOMES case study serves as a basis for applying the
Integrated SecureChange Process and the SeAAS. Figure 3 highlights in light green
color the strategic position and the results presented within the Deliverable D2.2.

The remainder of the Deliverable D2.2 is structured as follows. Chapter 2 provides a
short summary of the Deliverable D2.1 outlining the relevant parts that are applied
within in this Deliverable. Chapter 3 describes the conceptual underpinnings of the
Integrated SecureChange Process. Chapter 4 describes the MoVE tool which provides
support for a state-driven software process. In Chapter 5 the SeAAS Security-as-a-
Service-Architecture is conceptually described.

Following the conceptual descriptions of the results of developed frameworks the
applications of the solutions to the ATM case study and on the HOMES case study are
presented in Chapter 6 and Chapter 7, respectively. In Chapter 6 the Living Security
Engineering Process, the Integrated SecureChange Process and the MoVE tool are
applied on the ATM case study. In Chapter 7 the Integrated SecureChange Process
and SeAAS solution are applied on the HOMES case study. The Deliverable concludes
with a Conclusion in Chapter 8, a short Glossary in Chapter 9 and the Bibliography in
Chapter 10.
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2 Summary of Deliverable D2.1

In this Chapter we give a brief overview of the results of the previous Deliverable D2.1.
In particular we will give a summary of the Living Security Engineering Process in
Section 2.1 as it is applied later on the ATM case study. The next section contains a
short link to the updated Deliverable D2.1 which describes the extended work on
change patterns and its application on the HOMES case study. The chapter concludes
with a summary of the previous work on the SeAAS approach presented in Deliverable
D2.1.

2.1 Change-Driven Security Engineering

The Living Security Engineering Process is a fully change driven security engineering
process. It does not only support the development phase of security critical software
but allows also the integration of aspects from IT management and systems operation.
In the following we shortly outline the core concepts of this process.

2.1.1 Common System View

One of the core elements of the Living Security Engineering Process is the meta model
defining the common system view of all stakeholders. The Functional Meta Model
defines the static concepts used to describe the System at all levels of abstraction
together with their dependencies. The meta model elements are the basic units of
change and the associations between the meta model elements are the basis for
traceability and change propagation. Figure 4 depicts the Functional System Meta
Model we use as reference model in WP2.
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Figure 4 Functional system meta model

The reference Functional System Meta Model comprises three major layers, the IT
Management layer, the Software Engineering layer and the Systems Operation layer.
The IT Management and Systems Operation layer comprise model elements common
to enterprise architecture management, such as BusinessProcess Information
RunningServiceand Node The Software Engineering layer comprises the sub-layers
Requirements (with the core meta model elements Actor, Classand Servicg, SW
Architecture (with the core elements Componentand Interface and the Code layer (with
the core element CodeComponent

The dependencies between meta model elements determine dependency chains
across the layers, e.g. from a business process to the server (Node where its IT
support (Running8rvice is deployed.

As usual, sets of model elements can be grouped to (Partial) Model Types, e.g. the
meta model elements of the Requirements layer can be grouped to the partial model
type Requirements Model.
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2.1.2 Tight Integration of Functional
Related Aspects

The Living Security Engineering Process attaches any security related concept to a
functional concept. For instance, we do not talk of security requirements in general, but
of security requirements of a business process or security requirements of a
component. The Security Meta Model of Figure 5 is a plug-in of the Functional System
Meta Model in the sense that it attaches each meta model element of the Functional
System Meta Model (being subclass of ModelEeEment) with the security-related
concepts BusinessSecuyiObjective SecurityRequiremenrdnd Risk

and Security

BusinessSecurityObjective

-state : BSOState

-RequirementTyp_

«enumerations
RequirementType

«enumerations
BSOState

CONFIDENTIALITY

1.4

ModelElement

-state : ModelElementState

L 1

138

INTEGRITY
AVAILABILITY
AUTHORIZATION
AUTHENTICATION
ACCOUNTABILITY
INON-REPUDIATION

ADDED
COMPLETE
EVALUATED

«enumerations
SecurityRequirementState

ADDED
COMPLETE
EVALUATED

«enumerations
ModelElementState
ADDED
PENDING
COMPLETE
EVALUATED

= .
. SecurityRequirement

-state : SecurityRequirementstate
-RequirementTyp : RequirementType

+affects

+affectedB

-state : RiskState

;
Risk -
+addresses _ +addressedBy | SecurityControl
P N —

«enumerations
RiskState
ADDED
COMPLETE
EVALUATED

1

Threat

Figure 5 Security meta model

The tight integration of functional and security related information is a further backbone
for the systematic treatment of change and evolution.

2.1.3 Model Versioning

A System Model (i.e. an instance of the Functional System Meta Model and its plug-
ins) describes the current state of the system at all levels of abstraction. Each System
Model may consist of a set of partial models, e.g. the Requirements Model or the
Software Architecture.

System Models and their elements are the target of change. In order to support
systematic analysis and reaction to change System Models have to be made
persistent.

Including planning facilities (e.g. to compare different architectural variants) system
evolution has to be modeled by directed acyclic graphs (considering a predecessor and
a successor relationship between System Model and model branching/merging).

2.1.4 Model Element States

Any model element in a System Model may be attached with a state. States determine
the quality relevant milestones in the lifecycle of the model element and correspond to
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completed activities in conventional software engineering processes. For instance a
security requirement may be addedor evaluated(i.e. was subject of a risk assessment
activity). The following list outlines the meaning of the various states of the model
element types as highlighted in Figure 5:

1 Model Element

0 ADDEDA model element has been newly added to the model and not

analyzed yet.

PENDINGThe model element changes its state to PENDIN® a Business
Security Objective is added to a parent model element or the model
element itself OR if the model element is created and there exists
already a Business Security Objective of a parent model element.

COMPLETEThe model element changes its state to COMPLETH all
relevant security requirements that can be derived from the effective
business security objectives have been added to it.

EVALUATED he model element changes its state to EVALUATED all
requirements that are attached to it are also in the state EVALUATED

1 Business Security Objective
o0 ADDEDA Business Security Objective has the state ADDED(f it is newly

introduced in the model or if a new Security requirement is derived from
it.

COMPLETHE Business Security Objective has the state COMPLETIEthe
root model element to which it is attached and all the model elements

which are functionally dependent on the root model element are in state
COMPLETE

EVALUATEDA Business Security Objective changes its state to
EVALUATEDall security requirements that are derived from it are also in
the state EVALUATED

1 Security requirement

o ADDED A Security requirement has the state ADDEDIf it is newly

introduced in the model or if a new Security requirement is derived from
it.

0 COMPLETHR Security requirement has the state COMPLETIiEall possible
risks related to it have been identified.

0 EVALUATEDA Security requirement has the state EVALUATELDSf all
possible risks related to it have been evaluated.

1 Risk

0 ADDEDA risk has the state ADDEDX it is newly introduced in the model.

0 EVALUATEIR risk has the state EVALUATEDthe probability and impact
are evaluated.
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2.1.5 Domains and Responsibilities

A System Model provides the basis for information traceability and cooperation of
stakeholders. In order to define responsibilities and access rights we attach the meta
Model with a role based access model. The access model does not only define read or
write access to model elements but also which change events can be sent to a specific
model element (cf. section 2.1.6 ).

2.1.6 Change Driven Process

The Living Security Engineering Process is driven by change events, the current state
of model elements and the interrelationships of model elements in the System Model.
Change events trigger change propagation and change handling.

The change driven process is materialized through state machines attached to the
meta model elements of the System Meta Model. Each state machine has one or
several target states and it is in the responsibility of the associated stakeholder to
transform model elements in their target state.

Based on the state machines the change driven process consists of the following
subsequently repeated steps attached with a change request (i.e. a complex
conceptual change transaction).

A. Change Trigger - A change event causes a state transition of the affected model
element according to its associated state machine

B. Change Propagation - The state transition may fire further change events sent to
related model elements (or model elements may observe state transitions of related
model elements). The change propagation rules realized in the state machines may
vary from no propagation (the change is handled locally) to change propagation under
certain conditions (e.g. only if a certain threshold is exceeded) or change propagation
to selected related model elements, to change propagation to all related (or even all)
model elements.

C. Change Handling - The change handling process is defined by the goal to
transform all affected model elements of step B in their target state. In general this
requires manual tasks (realized by action events) performed by the responsible
stakeholders.

Change events may be of the following kind:
i time events (e.g. triggering analysis actions to be performed periodically),
i conditions on the system state,
i action events initiated by the stakeholders,
1

change events caused by the modification/creation/deletion of some model
element.

As an example Figure 6 shows the state machine of the meta model element
SecurityRequirementSecurity requirements may be added complete and in the target
state evaluated In each state we have consistency requirements on the System Model,
i.e. in the state added we require that the security requirement is attached with a
(functional) ModelElement and with at least one BusinessSecurityOlggve. State
transitions are triggered either by state change of other model elements (e.g. the
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condition risk changell or by an action event (the event complete is triggered by the
responsible stakeholder indicating that the list of associated risks is manually evaluated
to be complete).

addSecurityRequirement

added
[exists{ModelElement and BusinessSecurityObjective ]

[risk changed] complete
complete
[forAlliRisk.state = added)]
[related ME in state pending) [all associated risks evaluated]

evaluated
[forAll{Risk.state=evaluated)]

Figure 6 State machine of the meta model element SecurityRequirement

While deliverable D2.1 defined the core concepts of the Living Security Engineering
Process this deliverable provides an elaboration in the following aspects.

1 A definition of a light-weight version of the Living Security Engineering Process.
The Integrated SecureChange Process raises the Living Security Engineering
Process from model elements to artefacts as the basic unit of change. This
abstraction level has been decided to be appropriate for an integrated view of
all work packages (section 3).

1 Application of the Living Security Engineering Process on the ATM case study
(section 6.2).

1 Development of change stories as instances of the Integrated SecureChange
Process. These change stories exemplify the interplay and steps of the
Integrated Process and serve as backbone for the ATM and HOMES case
study (section 0 and 7.2).

1 Design of a generic tool (MoVE i Model Evolution Engine) to support the
change driven process (section 4).

2.2 Change Patterns

As its main contribution, the extension of deliverable D2.1 provides a precise definition
of change patterns (introduced as an idea in the previous version) based on model-
driven engineering principles.
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The approach associates a model transformation at the architectural level (called
change guidance) to an observed change at the requirements level (called change
scenario).

In practice, the approach leverages (i) an Ecore metamodel for requirements (at
present, a subset of SI*), (i) an Ecore metamodel for architectural design (a subset of
UML), and (iii) an Ecore change metamodel. Ecore is the EMF (Eclipse Modeling
Framework) meta-metamodel.

The change at requirements level is modeled as (1) an initial (i.e., before-change),
generic /requirement template model/ and (2) a generic /change description/, by means
of which the situation after-change can be derived.

The generic requirements template model must be bound to a concrete requirements
model via a binding function.

At architectural level, the evolution is described via (1) a generic /template architectural
model/ that has to be instantiated in the concrete architecture (via a binding function) in
order to support the future evolution, and (2) a generic /change guidance/ that
transforms the model according to the desired evolution. This leads to two phases in
the approach:

1 Preparation: the architectural template is instantiated,

1 Execution: whenever a change scenario is observed in the requirements model,
the architectural model is evolved by executing the guidance.

A prototype support tool has been developed and an initial catalog of change patterns
has been codified according to the above description.

Further, an experimental study is presented that validates the promises of the change
pattern approach. That is, the study tests the hypotheses that (a) the approach reduces
the overall effort for co-evolving requirements and architecture, and (b) the distribution
of the effort over the two evolution phases (preparation and execution) is shifted
towards the preparation phase.

2.3 Security as a Service

In deliverable D 2.1, we defined an architectural blueprint that transposes the model of
Software as a Service to the security domain and thereby realizes Security as a
Service (SeAAS). The proposed architecture is robust in the sense that it is flexible
enough to cope with a broad variety of changes and thus supports long-lived, evolving
systems.

We first illustrated the conceptual underpinning of SeAAS with a motivating use case
from healthcare. It served as a running example for SeAAS targeting platforms based
on Service Oriented Architectures (SOA).

In a second step, we analyzed the limitations of the current best practice of security
enforcement in service-oriented systems, notably to enforce security at the service
endpoint and made the case for an architectural blueprint leveraging the paradigm of
SeAAS to support long-lived, evolving SOA systems. We motivated a potential solution
with a discussion of the limitations of endpoint security.

Taking the analysis as a starting point in deliverable D 2.1, we elaborated an
architectural blueprint for Security as a Service (SeAAS). SeAAS leverages key
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concepts of SOA, like Modularity, Declarative Security, and the Enterprise Service Bus.
Complemented by advanced methods of security engineering, namely Model Driven
Security, SeAAS contributes to a reduction of the overall effort for the implementation,
and the operation of adaptable security infrastructures.

Based on the architectural blueprint, we finally specified and implemented a target
reference infrastructure that leverages the principles of Service Oriented Architectures
(SOA) and uses Web Services technologies. A prototypical demonstrator is available
for download at http://www.sectet.org.
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3 Integrated SecureChange Process

In this section we present the Integrated SecureChange Process as a light-weight
abstraction of the Living Security Engineering Process outlined in the previous chapter.
This light-weight change driven software process allows the application of different
methodological approaches developed within the SecureChange project. After a short
motivation and outline on the aspects of the Integrated SecureChange Process we
describe existing reference processes, such as change management processes in IT
service management or security management approaches such as ITIL and Common
Criteria. Then we proceed with the description of the Integrated SecureChange
Process Definition in section 3.3.

3.1 Motivation

The Integrated Process has been defined as a light-weight variant of the WP2 Living
Security Engineering Process outlined in section 2.1. The goal of the Integrated
Process is to provide an integrated concept for the interplay of artefacts of the technical
work packages (WP2-WP7) in an evolutionary context. To this end we raised the level
of abstraction from single model elements as basic units of change in the Living
Security Engineering Process to artefacts as basic units of change in the Integrated
SecureChange Process.

The Integrated SecureChange Process defines change propagation and change
handling steps involving all artefacts. It conforms both to the steps of conventional
security engineering processes and to existing change management processes.
Similar to the SecureChange process the Integrated Process is defined through a meta
model of the static concepts and their interrelationships (the Integrated Meta Model)
and by state diagrams associated with the meta model elements of the Integrated Meta
Model.

The Integrated SecureChange Process serves the purpose to provide an integrated
view of the artefacts and the definition of change stories, i.e. the mandatory steps to
accomplish a change request. It treats the artefacts as black boxes and thus leaves the
detailed processing of change events, change propagation and change handling open
to the respective work packages.

Sample change stories determined by the state machines of the Integrated Process
have been used as backbone for the ATM and HOMES case study (cf. Chapters 6 and
7). Compared to the Living Security Engineering Process the Integrated SecureChange
Process does not provide a common system view at concept level and fine-grained
change propagation and change handling process. In this respect the focus of the
Integrated Process is on integration but less on tool support and analysis.

The Integrated SecureChange Process differs in several aspects from the Living
Security Engineering Process presented in section 2.1. First of all the Integrated
SecureChange Process is more abstract and allows the application of different
methodologies and models. On this level of abstraction it is ideally suited to outline how
the different solutions of the SecureChange Project play together.

secure .

- D2.2 A Configuration Management Process for Lifelong
CHANGQE Adaptable Systems | version 2.7 | page 21/ 135




Table 1 Differences in relation to the Living Security Engineering Process

Artefacts (complete models) Single model elements within a
Model
Defined for artefact types Defined for model element types
Defined from an overall perspective Detailed step-by-step process

for all artefacts, treated as Black-
box within the particular artefacts

Table 1 outlines the main differences between the Integrated SecureChange Process
and the Living Security Engineering Process.

3.2 Reference processes

There are several processes for secure software development in the field. Three of the
best known processes are OWASP’s CLASP [17], Microsoft’s SDL [18] and McGraw’s
Touchpoints [19]. All of them provide an extensive set of activities covering a broad
spectrum of the development life-cycle. These approaches have already been
discussed in the Deliverable D.2.1 as part of the discussion on related works [16].

Continuous support to address new security vulnerabilities during the lifetime of an
application is provided by CLASP and SDL by including activities that focus on
software updates and security advisories. Touchpoints does not seem to cover this.

In this section we will additionally outline existing change management processes as a
related work on the Integrated SecureChange Process which will be detailed in Section
3.3. As a reference we will describe the change management process of ITIL [20] and
the change management aspects dealt with in COBIT [21].

3.2.1 Change Management Process in ITIL

In the IT Infrastructure Library the book on Service [20] covers the change

management as part of IT service management. In ITIL the objective of the change

management processisié t o ensure that changes are recor
authorized, prioritized, planned, tested, implemented, documented and reviewed in a

controlled manner.0  ([20]f p. 43).

In ITIL the process activities needed to manage service changes are described in a
general manner. Of these change management activities the ones that are directly
reflected in the Integrated SecureChange Process are the risk assessment and
evaluation of a change request and the coordination of change implementation which
in the Integrated SecureChange Process is fully change-driven and defined by state
machines.
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ITIL emphasizes the benefit for organizations to predefine their own change process
models and change workflows to be able to deal with changes in a structured way (cf.
[20], Section 4.2.4.4). In this regard, the Integrated SecureChange Process can be
seen as one specific way to instantiate such an organizational change process model.
ITIL mentions the following aspects that should be included in a change process model
(cf. [20], p. 48):

9 fArhe steps that should be taken to handle change including the handling issues
and unexpected events

1 The chronological order these steps should be taken in, with any dependences
or co-processing defined

Responsibilities; who should do what
Timescales and thresholds for completion of the actions

Escalation procedures; who should be contacted and when.o

Most of these aspects are fulfilled by the Integrated SecureChange Process. In
particular the concrete steps that have to be taken to handle changes are defined.
These steps are defined in state machines. At this point we do however not yet deal
with unexpected events that are not defined in the state machines, but such events
could be dealt with generally by rolling back complete change transactions.

The chronological order of the required steps is also defined in the state machines that
will be outlined in detail in the following sections. The change events and triggers
captured in the state machines implicitly prescribe a chronological order of the required
change handling steps.

The responsibilities are defined in the Integrated SecureChange Process on the basis
of models as artefacts. The last two points mentioned in ITIL are not addressed by the
Integrated SecureChange Process. At this point we have no possibility of defining
timescales and thresholds for completion of the actions, but the approach could easily
be extended by such a feature. Also the missing escalation paths and routines which
are currently not part of the Integrated SecureChange Process could be integrated at a
later point by extending the approach with an extended roles and responsibilities
model.

To summarize, the Integrated SecureChange Process can be seen as a specific
change process model which allows organizations to systematically deal with the
coordination of change implementation. From that perspective the Integrated
SecureChange Process can be seen complementary to ITIL.

3.2.2 Other Change Management processes

In COBIT (Control Objectives for Information and related Technology) change
management i s described as an own process i M:
Acquire and Implement (Al) (cf. [21], p. 93ff.). The COBIT process Al6 Manage

Changes prescribes that all changes are formally managed in a controlled manner. The

goal of managi ng changes ér as psouncdhi n @ ma n nbeurs i
requirements in alignment with the business strategy, whilst reducing solution and

service delivery defects and reworki ( Rf],.p. 93).
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COBIT lists the following control objectives related to the process Al6 Manage
Ch an g e 921]fip( %)t .

i MI6.1 Change Standards and Procedures: Set up formal change
management procedures to handle in a standardised manner all requests
(including maintenance and patches) for changes to applications, procedures,
processes, system and service parameters, and the underlying platforms.

1 AI6.2 Impact Assessment, Prioritisation and Authorisation: Assess all
requests for change in a structured way to determine the impact on the
operational system and its functionality. Ensure that changes are categorised,
prioritised and authorised.

1 AI6.3 Emergency Changes: Establish a process for defining, raising, testing,
documenting, assessing and authorising emergency changes that do not follow
the established change process.

1 AI6.4 Change Status Tracking and Reporting: Establish a tracking and
reporting system to document rejected changes, communicate the status of
approved and in-process changes, and complete changes. Make certain that
approved changes are implemented as planned.

1 AI6.5 Change Closure and Documentation: Whenever changes are
implemented, update the associated system and user documentation and
procedures accordingly.o

The Integrated SecureChange Process is able to address several of these control
objectives. By following the steps and activities defined in the state machines of the
Integrated SecureChange Process we have a formally defined procedure to handle
changes, which addresses the control objective Al6.1. In addition, the state machines
of the Integrated SecureChange Process allow tracking the status of changes, which
relates to the control objective Al6.4.

The control objective Al6.2 is partly reflected by the Integrated SecureChange Process
since each change request undergoes a risk assessment before being accepted and
handled. The control objectives Al6.4 Change Reporting and Al6.5 Change Closure
and Documentation are supported if the Integrated SecureChange Process is tool-
supported and the various revisions of the models during the change handling are
stored in a version control system.

To summarize, the Integrated SecureChange Process is a means of addressing crucial
control objectives listed in COBIT as relevant for change management. Therefore the
Integrated SecureChange Process can also be seen complementary to COBIT.

3.3 Process Definition
The definition of the Integrated Process consists of two parts,
1 the meta model defining the artefacts and their interdependencies

 the state machines associated with the model elements of the meta model
defining the change driven process steps
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3.3.1 The Integrated Meta Model

Figure 7 shows the meta model of the Integrated Process. This meta model comprises
the following classes.

planned and
controlled changed

Change Request  — MMRiRe MMRiRe |

Integrated Model

-realised
-planned

System Model | " Risk Model |
| MMSyRi | |
\7 - v—v—vy

- S
MMSyRi |

-status

i Change Log

[

_1
T

1

observed change |

]
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-post MMSyRe qui Model ‘

— 1
MMReTe 'MMReTe

MMSyTe Test Model
|

[ |

Change Rule —d
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I —

| MMSyRe |
i [ }

MM pre post

: Change Rule
: Change Pattern

MMSyTe

Change Pattern

Figure 7 Integrated meta model

Integrated Model

Integrated Model is an aggregated class comprising all other security
engineering artefacts. Instances of the class describe the system at all levels of
abstraction at a certain point of time. In Integrated Model may be in realised
state or plannedstate.

System Model

The System Model comprises all information relevant in WP4 and WP6. In
particular the System Model both comprises the software architecture layer and
the code layer including security related information (e.g. formal models of
security protocols).

Risk Model
The Risk Model comprises information related to WP5

Requirements Model
The Requirements Model contains information related to WP3

Test Model
The Test Model contains information related to WP7.

ChangeRequest

The ChangeRequestlass represents a complex change transaction of the
system at any level of abstraction, e.g. triggered by modified risks, requirements
or components in the System Model. Each change request is associated with a
an Integrated Model (=Integrated Meta Model instance) describing the state of
the system when initiating the change request (pre), and with arbitrary many
Integrated Model instances describing possible states after the change request
has been closed (post).
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If the change request is in state closed exactly one associated Integrated Model
instance has to be in state realised The possible states of a change request are
described in detail in Section 3.3.2. Links between a change request and its
post Integrated Model may be attached with information how the post Model
has been constructed based on the pre Model. Two categories are supported
and explored within SecureChange: Change Patterns (WP2) and Change Rules
(WP3).

Figure 8 illustrates three sample change request objects with associated Integrated
Models. Change Requestis associated with three post Integrated Models, two in the
state planned, one in the state realised (IM2). IM2 is subsequently pre Integrated Model
of Change Request 2

IM 6

post [planned]
post M5

Wi [planned]

B | [ mz2 ] [ ms ] IM 4
[realised] [realised] [realised] [realised]
t ost
pre pos pre pre p
Change i v Change Change
Request 1 ‘ Request 2 Request 3

Figure 8 Lifecycle of integrated models

The artefacts in the Integrated Model do not have to be models, but can be any type of
artefacts, such as excel sheets as an instantiation of risk models, or templates and
documents as an instantiation of requirement models.
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Integrated Model

-realised
-planned

Risk Model

CORAS Risk Model THALES Risk Model ProSecO Risk Model

Figure 9 Examples for possible instantiations of the risk model

Integrated Model
-planned
-realised
System Model
FAY
Generic UML 2.0 ProSecO Functional Other System Models
System Model Model

Figure 10 Examples of system model instantiations

System Model, Risk Model, Requirements Model and Test Model are related through
associations. Each of these associations is attached with a Mapping Model. The
mapping model provides the necessary information to determine dependencies at the
more fine-grained level of model elements. For instance, the mapping model MMSyRI
defines how the concepts of the Risk Model (assets, security risks, threats) are related
with the concepts of the System Model (components, interfaces).
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Integrated Model

-planned
-realised

System Model MMSYRi Risk Model

MMSyRi

Figure 11 Mapping model between system and risk model

A Mapping Model needs to be defined between each pair of specific System Model
instantiation and Risk Model instantiation. The mapping models (e.g. MMSyRIi) are
black boxes in the Integrated Process and have to be broken down for each specific
method (e.g. specifying System Models with UMLSec [12] and specifying Risk Models
with CORAS [13],[14]).

MM ReqWP3 - CORAS
|
CORAS Risk Model
CORAS Risk Model Party | Asset | | [ vuinerabiny | opens-for B
_— B — 3 5
"
Conseguence Risk L. Unwanted Incident | < initiales Threat
1
1 1
1 1
Risk value Likelihood
| N T
o
reduces &
MM ReqWP3 - CORAS
_______ Treatment
WP3 Requirements{Model
Requirements Object
Model WP3
. . - ~Entity
=Situation Proposition provides
wants Actor Action Resource
Argument iGoal fulfills
LA Asset
decomposes carries out uses
Security Goal Protects

Figure 12 Example of a mapping WP3 requirements and WP5 CORAS risk model

The mapping models are the basis for change propagation from one artefact to the
other. An example for a concrete Mapping Model is the relation between the
Requirements Model of WP3 and the CORAS Risk Model of WP5 (cf. Figure 12).
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3.3.2 State Machines of the Integrated SecureChange
Process

In the perspective of the Integrated SecureChange Process the evolution of the system
is determined by a sequence of change requests (for simplicity we do not consider
overlapping change requests at the current stage). Each change request causes one
or several change events. These change events are handled by the state machines of
the model elements of the Integrated Model causing state transitions and further
events.

Before presenting the state models, Figure 13 shows a sample change story. The
events in this sequence diagram are determined by an initial triggering change event
(change of the Risk Model) and subsequently by the state machines.

The change story exemplifies a change in the Risk Model (according to a user’s
change request) and subsequent actions, starting with a check of the risks, the
propagation of changes to the Requirements Model, the System Model and the Test
Model, a final check of the risks and propagation to the Requirements Model.

As a general remark change events in the Integrated Process are differentiated in
external change events (changé and internally propagated events (propagatg, e.g. the
external change of the Risk Model (changg and the propagation of this change to the
Requirements Model (propagatg. The handling of propagation should make use of the
respective mapping model in order to determine the affected part of the target model of
the change propagation.
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Figure 13 Sample change story
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Figure 14 depicts the state diagram of the class Change Requesh change request may
be in the states issued in evaluation refused postponed accepted& pendingor closed
where both refused and closed are target states. The stati refused accepted and
postponed are set by external organizational processes. If the change request is in
state acceptedchange events are directly sent to the respective models. The change
request is closed when all models are in their target state.

W
issued

activate

evaluateChangeRisks

[status = POSTPONED)]

[status=REFUSED] TR

[status = ACCEPTED]

refused | accepted& | postponed
pending =

[RiskModel, RequirementsModel, SystemModel, TestModel in target state]

closed

Figure 14 State diagram of change request

In the following list the meaning of the various states of a change request are

explained:

9 issued This state reflects that a change request has either been newly issued or
reactivated from a postponedstate.

1 in evaluation This state reflects that a change request is actually undergoing a
risk evaluation of the impact of the change request.

1 refused State reflecting that the risk evaluation of the change request led to a
refusal of the change request.

1 accepted & pendingState reflecting that the change request has been accepted
and is pending, i.e. currently processed.

1 postponed State reflecting that a change request has been put on hold for a
later realization. A change request in state postponedcan be activated, i.e. re-
evaluated and possibly realized.

i closed If all the models are in their target state (RiskModel complete

RequirementsModel compete, SystemModel completeand TestModel evaluated
the change request can be considered as completely realized and is therefore
closed.
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A Risk Model may be in the states defined checking riskslowering risksor complete
where the latter one is the target state. Both in case of external (changeRisRsor internal
change (propagate the Risk Model is first evaluated (checkRisKs If the resulting risks
are above threshold safeguards are proposed within the Risk Model. In case when the
evaluated risks are below threshold the change is propagated to the Requirements
Model.

defined

propagate / checkRisks changeRisks 7 checkRisks

ahove threshold = = helow threshold / ReguirementModel propagate
checking risks

propose safeguards complete

lowering risks

Figure 15 State diagram of risk model

In the following list the meaning of the various states of a risk model are explained:

1 defined This states reflects that a risk model has either been newly created or
that it is subject to a change which can either be external (changeRisRsor
internal (propagatg.

9 checking risksBoth internal and external changes to the risk model result in the
trigger checkRiskdhat starts the risk evaluation and is outlined by the state
checking risks

1 lowering risksIf the risks evaluated are above threshold, the risk analysis team
proposes treatments or safeguards to lower the risks below threshold. If such
treatments or safeguards have been proposed, the risk model undergoes
another round of evaluation.

1 complete This is the target state of the risk model. If all risks evaluated are
below thresholdthen the changes are propagated to the requirements model.

The state model of the Requirements Model (cf. Figure 16) defines the states defined,
waiting, checking requirementspending requirementsand complete (where the latter one
is the target state). If the Requirements Model receives an internal change trigger it
propagates the change both to the System and Test Model. If the change trigger is
external, first, the Risk Model is updated. When the Requirements Model receives the
notification that the implementation has been finalized it changes to the target state.
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waiting
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ok / SystemModel propagate, TestModel propagate

pending
requirements

requirements implemented

complete

Figure 16 State diagram of requirements model

In the following list the meaning of the various states of a requirements model are
explained:

1 defined This states reflects that a requirements model has either been newly
created or that it is subject to a change which can either be external
(changeRquiremens) or internal (propagate.

1 waiting This states reflects that the requirements analysis is currently on hold to
wait for the results of the risk analysis. That way we ensure that each change to
the requirements is always undergoing a risk analysis first.

1 checkingrequirements This state reflects that if the risk analysis is concluded or
changes are propagated internally to the requirements model the requirements
model is checked and analyzed. The result of checkRequirementsan either be a
failure in which case the state is changed back to defined of if it is ok, the
changes are further propagated to the system and test model.

1 pending requirements The requirements model remains in this state until the
implementation is concluded and the system model fires the trigger
requirements implemented

1 complete This is the target state of the requirements model. It outlines that the
requirements have been implemented.

The System Model may be in the states defined implementing testing and complete
(again, the latter one is the target state). In case of an external change trigger (e.g.
exchange of a software component), first, the change is propagated to the Risk Model.
When the flow of control is back to the System Model (received propagateevent) the
System Model is analysed and modified. Subsequently the changes are propagated to
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the Test Model and the tests are run. In case the test runs have been sufficiently
successful a trigger is sent to the Requirements Model and Risk Model.

?

defined change / RiskModel propagate

waiting

fail propagate /analyse & implement

fail
propagate / analyse & implement

| impiemenﬁng ! ;
pass / TestModel propagate AndRun

W/

testing

l pass / RequirementsModel.requirements implemented

complete

Figure 17 State diagram of system model

In the following list the meaning of the various states of a system model are explained:

1

defined This states reflects that a system model has either been newly created
or that it is subject to a change which can either be external (changg or internal

(propagats.

waiting This states reflects that the system model is currently on hold to wait for
the results of the risk analysis. That way we ensure that each change to the
system is always undergoing a risk analysis first. The risk model itself
propagates then its changes to the requirements model which is then firing the
trigger propagate as highlighted in Figure 17.

implementing This state reflects that the risk and requirements analysis is
concluded and the system is in the implementation stage. If the implementation
fails the system models state is reverted to defined

testing If the implementation concludes successfully the resulting changes are
propagated to the test model for testing. If the tests fail, the system models
state is reverted to defined

complete This is the target state of the system model. If the tests pass the state
machine fires a signal to the requirements model indicating that the
requirements have been implemented and successfully tested.

Finally the Test Model has two states, definedand evaluated When the Test Model gets
the trigger propagateAndRurffrom the System Model when the modified requirements
have been implemented) the tests are run and the state changes to evaluated
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propagate

defined

propagate

propagateAndRun / riin tests
evaluated

Figure 18 State diagram of test model

In the following list the meaning of the various states of a test model are explained:

1 defined This states reflects that a test model has either been newly created or
that it is subject to a change which is internal (propagats.

1 evaluated This state indicates that the tests are successfully run.

3.3.3 Alternative change stories

The Integrated SecureChange Process allows different starting points for initial
changes. A change request or initial change can be applied first to the risk model, the
requirements model or the system model. Each of these initial changes triggers a
different series of events that are defined in the state machines.

Figure 19 outlines a change story where the initial change is carried out on the risk
model. After conclusion of the risk analysis and management activities the change is
then further propagated to the requirements model (cf. Figure 19, 5: propagate). Then
after checking the requirements the changes are propagated to the system and test
model.

Another example for a different change story is outlined in Figure 20 where the initial
change event is happening on the requirements model. In such a case the change is
propagated to the risk model to manage the related risks. After the risk analysis and
management the change is propagated back to the requirements model.
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Figure 19 Alternative change story (risk change)
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Figure 20 Alternative change story (requirements change)
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4 Tool support for a state-driven software
process

The management of models in a change driven process requires an effective set of
networked tools. In the context of SecureChange we employ the infrastructure of MoVE
(Modeling and Versioning Environment) that provides a framework to build such a tool
support.

Chapter 2 defines the major concepts for a change driven security process, the Living
Security Engineering Process. In this chapter we will reformulate these concepts as
functional requirements (Section 4.1) and use cases (Section 4.2) for a supportive
framework. In a second step a technical architecture (Section 4.3) is presented.

The usage of the framework in the context of SecureChange is illustrated in a later
chapter (Section 6.4)

4.1 Concepts and Conceptual Architecture

The static base of the Living Security process is the System Model (cf. Section 3.3.1).
Such a model combines various partial models, as e.g. the Risk Model, the
Requirements Model, and the System Model). These partial models are represented by
dedicated documents, as e.g. a set of UML diagrams.

On the one hand these artefacts are maintained by individual tools and stored either in
dedicated documents, or in individual databases. On the other hand in order to
maintain a consistent System Model, the partial models must be managed centrally in
a model repository to ensure a common system view. Thus the MoVE infrastructure
comprises the model repository management and a set of adapters to individual
modeling tools.

It suggests itself to use a classical version control system (VCS) as a central repository
to store those partial models in a structuredway. Thi s supports the
Versioningd cf.(section 2.1.3). Models can be checked-in and iout into the model
repository by standard means of the VCS. Typically a VCS also allows maintaining
access rights that reflect the domains and responsibilities of the stake holders (2.1.5).
Since we use a classical VCS the repository can not only maintain models but also any

require

other artefacts t hat may be necessary in the projectos

However a model repository supporting a Living Security process must implement the
following features that are beyond the typical features of a standard VCS:

The maintenance of a Common System View (cf. section 2.1.1),

1
9 Tight Integration of Functional and Security Related Aspects (cf. section 2.1.2),
1 Model Element States (cf. section 2.1.4),

1

Change Driven Process (cf. section 2.1.6).
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Artefacts, and especially model artefacts, are typically managed by a variation of tools.
Examples may be MagicDraw' as a tool to manage UML-based artefacts, Iteraplan
(http://www.iteraplan.de/en) as a tool to manage a system model based on an
underlying relational database. These tools must be extended by specific adapters that
can interact with the MoVE repository and ensure the preceding requirements.

The conceptual architecture is depicted in the Figure 21 and sketched in the following
paragraphs for a first overview.

(0]
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=

w :

'% |

S ; __potential ’ ) ‘

Adapter 1 i<t Adapter 2 Adapter n

Tool 1 Tool 2 Tool n
= & - =~
1t 1t

Stake
holde

Stake-,
holder|

Models

Physical System

Figure 21 Conceptual architecture of MoVE

Common System View and Tight Integration of Models

The common system view is ensured by a common meta model (as sketched in Fig.5
Integrated Meta Model). This means that the model repository must maintain the meta
model as a distinguished artefact. Every artefact representing a partial model must be
checked against the meta model and against other partial models for consistency.

In particular each commit of an artefact entails a consistency check in the repository.
These consistency checks are implemented by MoVE plug-ins that are triggered by
each commit. A plug-in can veto a commit, if consistency is not preserved. In this case
the user is presented with a list of conflicts, and supportive tools to resolve the conflict.

! http://www.nomagic.com/
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The consistency checks can also be used to preserve the tight integration of functional
and security related aspects.

Model Element States and Change Driven Process

Another type of plug-ins manages the model element states. The common meta model

can map each attribute of a class that represents a state (e.g. status attribute of class
fChangeRequest ) t 0o a state emdchéEnat e AChaungeaPr opagat
monitors the state changes of class instance attributes at each commit. Certain state

changes may trigger other state changes in other parts of the model, or special actions

as e.g. a notification of a stakeholder to update an artefact in his/her responsibility

according to the change.

State changes in a commit of a partial model in some artefact may entail state changes
in other partial models represented by other artefacts. Thus another requirement of a
tool adapter is, to reflect model changes back to the artefact maintained in a modeling
tool.

4.2 Use Cases

The MoVE infrastructure is flexible with respect to adaption to a dedicated role model.
In the following we will give roles and use cases that are relevant in the context of the
Living Security process and/or the integrated SecureChange process and give use
cases how to apply MoVE in this context.

4.2.1 Roles

A stakeholder is any person or system that is interested in or interacts with the
contents stored in a MoVE environment. Every stakeholder can take one or several
different roles. Roles in the context of SecureChange are the following:

Model Designer: A person that maintains (creates, updates) a partial MoVE model (as
e.g. a requirements, system, or risk model). Typically a model designer has a
dedicated tool to maintain "his/her" partial model. This tool is connected to the MoVE
environment via a specific adapter. In the context of SecureChange, the role of a
Model Designer can be taken by a security architect, a requirements engineer, a
software developer, or a system architect.

Meta Model Designer: A person that maintains (creates, updates) the Living Security
meta model.

Observer: A person that is interested in a certain view retrieved from the MoVE data.
An observer has no permission to change models. In the context of SecureChange,
this can be the CIO. He should be granted reading access, so that he has the overview
of the complete system. However, changing models should be left to the respective
domain expert. Similar the IT Manager takes this role, since he is responsible for
planning, analysing and improving systems. He is in contact with e.g. Software
Developers that implement the suggested changes.

System Data Monitoring: A system data collector typically is not a human person, but
an automated process, that collects information about a running system and updates
the system model accordingly. Its major purpose is to keep the system model and the
runtime system synchronous as far as possible. A simple example is a system process
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that regularly monitors the installed software on each system nodes and updates the
system model accordingly (or at least changes the state of a changed system node to
i the-r evi ewedo.

MoVE Administrator: A Move Administrator is in charge for the set-up and
maintenance of the MoVE environment.

4.2.2 Use Cases

The following use cases describe the characteristic application scenarios of MoVE in
the context of SecureChange. The use cases are grouped into six categories: Version
Management, MoVE Administration, Model Management, Meta Model Management,
Model Viewing, and Change Handling. These categories will be presented in the
following subsections.

4.2.2.1 Version Management

The main objects handled by the VCS are (partial) models, however they might be
mixed with any other documents that are relevant in the project in a standard file tree
structure. From the point of view of a classical VCS there is no difference of versioning
models from versioning any other documents.

Version management use cases are thus for example Commit Head Revision, Create
New Branch, Merge Branches é and have exactly the
classical versioning management systems such as SVN (see e.g. http://svnbook.red-
bean.com/nightly/en/svn-book.pdf).

Hence we will not describe them here in more detail but rather give a very simple
overview, neglecting the details of the rich functionality handled by the VCS.

For simplicity we assume that the VCS handles a set of documents and models as a
current revision. The latest revision is the so-called HEAD revision. In order to support
parallel development of alternative options a VCS supports branches, i.e. copies of a
certain revision that will have their own independent version history after the branching.
Typicallyt her e is something |ike a frunki nd br

A certain revision of a branch (or trunk) can be checked out by the user into his
working directory, which is just a copy of the file tree from the repository together with
information about the originating repository and revision.

Use Case Commit HEAD Revision

Description The user has applied changes to a set of models that are under
version control and commits the changes back to the (model)
repository

Roles (any user)

Precondition 1. The model designer has checked out a document

subtree of the model repository into his work space and
applied some changes.

2. No other changes to the subtree have been made to the
model repository

3. The changes are consistent with the other models in the

secule

- D2.2 A Configuration Management Process for Lifelong
CHANG@E Adaptable Systems | version 2.7 | page 39/ 135

same

anch,

f

U

W



Postcondition

Remark

Use Case

Description

Roles
Precondition

Postcondition

Use Case

Description

Roles

Precondition

Postcondition

repository

t he
t he

and
ng

The handling of consistency in the set of models is described in
use case fAiCommit Changes of a

The
new

mo d e | repository
revision, refl ecti

Create New Branch

The user defines a new branch in the (model) repository that
represents a copy of the current repository structure, but can be
maintained and developed further independently of the head
revision.

(any user)
None

The model repository holds both the original set of models and
the branch.

Merge Branch

The user has checked out a certain branch into his working
directory. The user can merge the content of his working
directory with the changes made in another branch.

The VCS tools notify the user about conflicts, support the
merge of the changes in both branches (typically by dedicated
doffing and merging tools), and keep track of still unresolved
conflicts.

(any user)

The user has checked out a certain branch into his working
directory.

The working directory holds a new (not yet committed) version
of the branch merged with the changes of the other branch.

4.2.2.2 MoVE Management

This group of use cases is needed in every MoVE project and is used to administrate

the MoVE framework.

Use Case

Description

Set-up a MoVE Environment

The MoVE administrator sets up a MoVE environment; he/she
defines and configures the repository locations and initial
contents of the

 meta model
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Roles
Precondition

Postcondition

Use Case

Description

Roles
Precondition

Postcondition

9 set of models

9 set of MoVE plug-ins and their configurations.
MoVE Administrator
A classical SVN-based system is set up

MoVE project is in a state that every project team member can
check out his view on the repository.

Maintenance of a MoVE Environment

The MoVE administrator updates and re-configures a set of
MoVE plug-ins.

MoVE Administrator
A MoVE project is set up
MoVE project reconfigured/updated

4.2.2.3 Model Management

Use cases of this group enable the user to handle all types of models of the respective
project. (The use cases here are a refinement of the generic version management use
cases of Section 4.2.2.1)

Use Case

Description

Roles

Precondition

Postcondition

Use Case

Description

Roles

Creation of a (Partial) Model

The Model Designer creates a new (partial) model in his
working directory. The modeling tool adapter adds the model to
the repository (cf. SVN add). Additionally it marks the model (by
the SVN property MoVE:Model), to signal the MoVE repository
that it must be handled in a special way.

Model Designer

A MoVE-based repository is already set up, and the user has
checked out a MoVE working directory

The Model Designer can work within his usual work
environment (tool) and can commit or update his models into
the MoVE repository

Initial Check-out a (set of) Model(s)

The user checks out a single model (or a set of models and
other documents) from the model repository into his/her
working directory.

Model Designer
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Precondition

Postcondition

Use Case

Description

Alternative

Roles

Remark

Precondition

Postcondition

The model designer has configured his/her tool adapter to
locate the model repository and the relevant models in the
repository

The adapter has transformed the model as represented in the
model repository into a representation that is maintainable in a
tool

Commit Changes of a Model

The user changes an existing (partial) model in his working
directory (via some tool as e.g. an eclipse UML-model editor).
The model/the working directory is committed via a MoVE
adapter. The models are handed over to the model repository
(and finally to the plug-ins).

We distinguish two steps. In the first step that is only invoked in
case that the HEAD version in the repository changed (and
potential conflicts arise), the SVN specific MoVE client is active.
In the second step, the MoVE Server is active.

Stepl: Conflict detection and resolution: The modeling tool
adapter (the underlying SVN algorithms) identifies potential
merge conflicts. The user can resolve these conflicts via
specific MoVE support for conflict resolution in models (the
Merge Client)

Step2: Plug-in Execution: The MoVE framework checks, which
models are changed, and identifies which plug-ins must be
invoked. Plug-Ins have to major functionality:

- model checking of a model (or a set of models) and may
veto a commit, if the checks are negative

- model transformation: changes to models (e.g. to reflect
state changes) and change propagation to other
models.

Provided no plug-in has vetoed, the MoVE framework finally
commits all changed models to the repository.

If conflicts cannot be resolved or a plug-in vetoes the change
(e.g. possible if model consistency is not preserved), no further
plug-ins are invoked and the commit fails. The Model Designer
has to resolve the conflicts locally in his working directory.

Model Designer

Plug-ins may propagate changes to models that are not
necessarily part of the user's working directory

A MoVE-based repository is already set up, and the user has
checked out a MoVE working directory

User can work within his/her usual work environment (tool) and
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Use Case
Extends Use Case

Description

Roles

Precondition

Postcondition

Use Case
Extends Use Case

Description

Roles

Precondition

Postcondition

can commit or update his models into the MoVE repository. His
local working copy is transferred to the server and becomes the
HEAD version of the repository.

Deletion of a Model
Commit Changes of a Model

User deletes an existing (partial) model and commits it. As a
consequence the plug-ins have to check, whether the deleted
model breaches consistency with other (partial) models.

Model Designer

A MoVE-based repository is already set up, and the user has
checked out a MoVE working directory

MOoVE repository is in a consistent state

System Data Changes
Commit Changes of a Model

A system data monitor checks-out a system model, updates the
collected data, and commits the updated model.

System Data Monitoring

A MoVE-based repository is already set up, and the system
data monitor has checked out a MoVE working directory.

MoVE repository is in a consistent state

4.2.2.4 Meta Model Management

The handling of meta models is somehow a special case of handling (instance)
models. The creation of meta models does not differ from (instance) models, hence it is
not duplicated here. However, there is a difference in the commitment of changes of a

meta model
Section 4.2.2.3).
Use Case

Extends Use Case

Description

which i s an extension of t

Commit Changes of a Meta Model
Commit Changes of a Model

User changes the meta model in his working directory. The
model/the working directory is committed to the MoVE
repository. A dedicated plug-in handles changes about a meta
model. This plug-in

i analyses the changes that were made in the meta
model, and
i either propagates the changes to all partial models, or
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Roles

Precondition

Postcondition

9 vetoes the change (e.g. if model consistency cannot be
maintained)
Meta Model Designer

A MoVE-based repository is already set up, and the user has
checked out a MoVE working directory

Models in the MoVE repository are in a consistent state (e.g. all
(partial) models are consistent with the meta model)

4.2.2.5 Model Viewing

Models maintained with the help of MoVE are accessed by several different
stakeholders (see Section 4.2.1). Not all stakeholders want to change models or are
allowed to change models. These stakeholders have restricted permissions on the
MoVE repository and can only view models of their interest in their desired format.

Use Case

Description

Alternative

Roles
Precondition

Postcondition

Derive a View of the Models

A dedicated adapter can retrieve a view of the models (e.g.
MagicDraw Adapter)

A view cannot only refer to the current revision, but may also
evaluate the history of all model revisions

Observer
A MoVE-based repository is set up

The repository remains unchanged.

4.2.2.6 Change Handling

The management of Changes and Change Propagation is a crucial aspect of our
MoVE framework. However, the handling is implicitly given in the use cases of Model
Management (see Section 4.2.2.3) and Meta Model Management (see 4.2.2.4) and will
be handled by the MoVE Server fully automatically

Use Case
xxX Use Case

Description

Propagate State Changes Among Models
Commit Changes of a Model

In case a user commits a change of a model, a dedicated state-
propagation plug-in:

9 checks first, which model element state attributes have
been changed.

I Second, for each attribute change, the state transition of
an associated state machine is executed.

i the execution of the state transition may lead to
subsequent state changes, also on other model
elements (even in other partial models).

9 This process stops as soon as all models in the

sSecule.,

(CHANGE

N
@
O

D2.2 A Configuration Management Process for Lifelong
Adaptable Systems | version 2.7 | page 44 / 135



repository are stable, which means that no further state
change is possible.

Roles (internally triggered by use case Commit Changes to a Model)
Precondition A MoVE-based repository is already set up
Postcondition Models in the MoVE repository are in a consistent state and no

further state changes possible

4.3 Technical Architecture

This section gives an overview of the technical architecture of MOVE and describes
how the implementation for the concepts shown in the previous sections is planned.

The analysis of requirements presented in Section 4.1 implies a flexible architecture
with exchangeable components. Therefore MoVE consists only of a small number of
core components and a large number of exchangeable and extendible components.
The architecture of MoVE is twofold: it consists of client-side and server-side
components.

To provide typical features of a standard VCS and a stable and well tested
communication protocol, subversion is used as a core component on the client- and
server-side. In this section we will first introduce the components on the client-side,
then describe the architecture of the server-side and in the end give a description of
the interaction of both sides.
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Figure 22 MoVE architecture

4.3.1 Client-Side Architecture

On the client-side a core component called MoVECIient provides an interface for all
communication actions and wraps protocol calls to provide a simple interface for

adapters.

The MoVECIient inherits methods from a general SVN-Connector which is part of the
Eclipse Team Provider Framework. SVN-Connectors are the platform specific
implementations of SVN-Clients, well-known are SVNKit or the JavaHL API.
provide support for different connectors, the MoVECIient overwrites all methods of the
SVN-Connector to propagate calls to an internal SVN-Connector. The internal SVN-
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Connector can be exchanged easily and therefore provides platform independence. If
the connector is not specified, SVN-Kit is used.

4.3.1.1 The MergeClient to resolve conflicts

The MoVECIient provides a model merging tool that allows merging UML models with
advanced methods in case of a conflict. In general subversion only provides merging
tools for text data or binary data. These tools do not provide a proper method to merge
UML models since they do not analyze the data structure and therefore corrupt UML
files. To overcome this problem we developed a sophisticated merging tool based on
EMF Compare called MergeClient.

Figure 23 shows the main window of the MergeClient comparing two versions of a

model.
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Figure 23 Main windows of MergeClient

The MergeClient analyzes models stored in XMl-files and tries to display their structure
in a tree form. In case of a version conflict the MergeClient shows a window with two
trees. On the left side one can see the model currently stored on the subversion server
and on the right side the model which is stored locally. Both models are different
versions of the same root model.

In the first step, the MergeClient tries to match elements of both models that are
similar, this results in a MatchModel. The matching is done with several metrics that
define which features should be used to check similarity. The resulting MatchModel
contains a threshold for every element pair found. This threshold states how similar two
elements are. In the second step, the MatchModel is analyzed and the matched
elements are checked for differences. This results in a DifferenceModel that contains
elements that were defined as similar in the MatchModel and how they vary. The
DiffModel is used to display differences in the MergeClient. Depending on the type of
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difference, a special color is assigned to the model element in the tree. For example
red means that the model element is new on the server-side and not contained in the
local model. With a right click every difference can be merged separately or all
differences can be merged at once.

4.3.1.1 MoVE-Adapters

As mentioned in Section 4.1 one requirement to support model artefacts is the
integration into various modeling tools. To fulfill this requirement we developed
prototypes of plug-ins for two modeling tools:

As an example of a commercial environment we have a plug-in for MagicDraw and as
an open-source example, a plug-in for the Eclipse framework.

Plug-ins adapt data of MoVE to data of modeling tools and vice versa, therefore we call
them MoVE-adapters. MoVE-adapters use the API of the MoVECIient to communicate
with the MoVE-Server and the API of modeling tools to display results, such as model
changes or mode element state changes. Changes are shown by changing the color of
affected model elements or by displaying notifications.

4.3.2 Server-Side Architecture

On the server-side MoVE consists of two core components:

1 A subversion server as a basic VCS,

1 The MoVE-Server with pluggable components to cover non-standard VCS
features.

Subversion has support for a simple event management. Events, such as the creation
of a new revision or the maodification of an unversioned property, trigger the execution
of scripts called hooks. After the set-up of SVN these scripts are only empty templates.
MoVE overwrites the hooks with scripts that start the MoVE-Server.

The MoVE-Server is the core component of MoVE. It loads the changed models from
the SVN-Server and provides a runtime environment for plug-ins. The MoVE-Server is
also responsible to handle communication with the MoVECIient, it does not alter
models but propagates this task to plug-ins and coordinates the appropriate feedback
for the client.

Figure 24 shows an abbreviated message sequence chart of the communication
between all components of MoVE.
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Figure 24 Communication between MoVE components

Message 1 and 2 are just standard commit messages from the client to the SVN-
Server. The subversion server executes the hook-script in step 3, which starts the
MoVE-Server. Steps 4 and 5 depict the execution of plug-ins. The MoVE-Server starts
the plug-ins and after all of them were executed, identifies model changes. If no model
was changed, it returns a positive status message to the subversion server which will
accept the commit and work as expected. The more difficult case is the situation where
plug-ins alter models. The subversion protocol does not directly allow altering files in
any hook because there is no way to propagate these changes back to the client.
Client and server would become inconsistent. To overcome this problem we introduced
a three-way commit: If a plug-in changed a model, the MoVE-Server will return a
negative state to the subversion server and add an error message that contains
logging information together with a serialized version of the changed models. We name
this error message MoVEResult. A more detailed description of the MoVEResult
message is provided in Section 4.3.2.1.

The subversion server will reply the MoVEResult back to the MoVECIient. This
behavior is shown in steps 6 and 7. The MoVECIient reads the changed models from
MoVEResult and propagate the changes to the original models by de-serializing the
models again and writing them to the corresponding files. This is depicted in step 8.

As a result the changed models are stored on the client-side and logging information is
available. To finally store the models on the server, they are committed again but with
a flag that tells the MoVE-Server not to interrupt the process. The last step is to send
the changes and the logging information to the corresponding adapter.

To summarize the process: The first commit is a standard commit like it is common in
subversion. After the changes arrived at the server-side, MoVE is executed and
propagates the changes to plug-ins. If no plug-in changes a model, the process is
finished. If a plug-in changed at least one of the models, a MoVEResult is created that
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stores messages from plug-ins together with the changed models. Packed in an error
message, this message is sent to the client, which overwrites its local models with the
new ones obtained from the MoVEResult.

4.3.2.1 MoVEResult 17 information encapsulation

Figure 25 depicts the build-up of MoVEResult. A MoVEResult is an SVN error
message that is formatted as an XML message with the root tag MoVEResult. It
contains several FileResult blocks; each of it covers information about a single file. In
the example of Figure 25 the name of the file is model.uml. In each FileResult one can
find messages arranged in a Log-tag. As already mentioned these messages are
generated by the plug-ins. The second part of a FileResult is NewModel which is
optionally. If a plug-in changed the corresponding model, this block contains the model
in a serialized form. As a result of this built-up it is possible for the MoVEClIient to give
separate information about each file and update each model.

<MoVEResult>

<FileResult file=model.uml= \

<log=
<message>messagel</message>

<fLog>

<NewModel>
serialized model

</NewModel=

</FileResult>

</MoVEResult>

Figure 25 Build-up of MoVEResult

4.3.2.2 Server-Side Plug-ins

Plug-ins contain the actual project specific functionality. The set of plug-ins can be
different for every project. A configuration file denotes which plug-ins a project uses
and where to find them. Plug-ins are components that extend the plug-in interface
class provided by the MoVE-Server. This class, called Plugininterface, has one
abstract method called handleNotification which is called by the MoVE-Server. The
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Server passes a Versioninformation object to plug-ins. Parts of the Versioninformation
object are: current model, previous versions of the model, the metamodel of the current
model and instances of the current model. With this information the plug-in can alter
the current model and incorporate previous versions of the model. It is also possible to
alter the metamodel or instance models, for example to propagate changes to a
different modeling level.

Each plug-in can send messages to the client. This is also done by the Plugininterface
class. Messages can be separated into different escalation levels:

1 Info for standard information which is not important for the execution of the
plug-in,

1 Warning for messages that show problems of the plug-in which do not stop the
plug-in from execution but could alter the results,

1 Error for problems which are important for the execution of a plug-in. Error
messages can also contain a veto that stop the plug-in immediately from
execution and force the MoVE-Server to send the error message immediately to
the client. This aborts the commit.

All messages are collected by the MoVE-Server and sent to the client after all plug-ins
were executed. If an error message with veto is generated the execution of all plug-ins
is aborted and the messages are sent immediately.

The State machine Plug-in

To cover the needs of the Living Security Process for change propagation and change
handling we implemented a prototype of a state machine controller. We model state
machines according to the UML state diagram notation for the Living Security
metamodel element ModelElement. In our prototype implementation we assume that
ModelElement is a UML class, therefore we implemented state machines for UML
classes. The effort of implementing state machines for arbitrary UML elements should
be minimal.

The basic conception of our state machine implementation is to associate state
machines to a state attribute of the context class. At the current stage each
ModelElement can have one associated state machine and therefore one property
called State. The State property stores the current state of the state machine. State
machines are defined with the W3Clanguage SCXML. SCXML stands for State Chart
XML and is a markup language to describe complex state machines. Apache provides
a SCXML framework for state machines execution called Apache Common SCXML
(http://commons.apache.org/scxml/) which was used in our implementation. To model
guards and invariants for state transitions and states we use OCL. Every state machine
is able to trigger transitions of state machines of different ModelElements. To support
this we added the notion of events to state machine transitions. An event defines
elements to trigger by specifying an OCL query, which gathers the target
ModelElements, and the transition to trigger. Each state machine transition can trigger
several events.

Listing 1 shows an abbreviated example for a SCXML instance of the state machine in
Figure 40.
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http://commons.apache.org/scxml/

<scxml version="1.0" initialstate="initstate">
<state id="initstate">

<initial/>
<transition event="addBSQO" target="added"
cond=" let result: Boolean = self.forME - >asSet()
- >notEmpty() />
</state>

<state id="added">
<transition event="all ModelElements complete" target="complete"
cond="
public definitions context EObject
def treelterator
treelterator(root: EObject) : Set(OclAny) =
root.eClass().eAllReferences ->asSet() - >select( name ='selfBSO' or
name='"BSO_SR' or
name="BSO_ME' or name="selfSR' or name='SR_ME' or name='selfME")
- >asSet() - >iterate(
refl : EReference ;
result : Set(OclAny) = Set{}

result - >union(root.eGet(refl) ->asSet() - >iter ate(
obj : EObject;
result2 : Set(OclAny) = Set{}
result2 - >union(treelterator(obj) -

>union(Set{obj})) - >union(Set{self}))
)
)
def getAttributeValueByName:
getAttributeByName(obj1:EObject, aName:String) : String =
objl.eGet(
objl.eClass().eAllAttributes - >any(name=aName)).oclAsType(String)

enddefinitions

public queries context EObject
result:Boolean = treelterator(self) - >forAll(o1 |
ol.eClass().name ='SR' implies
getAttributeByName(o1,'State") = 'evaluated’)
endqueries  "/>

</state>

<state id="complete">
<transition event="all SRs evaluated" target="evaluated"/>
<transition event="related ME in state pending" target="added" cond="
let result : Boolean = self.forME ->asSet() - >exists(ModelElement me|
me.state="pending’ )"/>

<transition event="new SR added" target="added" cond="let result:
Boolean = self.fulfilled -

>asSet() - >exists(SecurityRequirement r| r.state='added") ">
</state>
<state id="evalua ted">
secure
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<transition event="related ME in state pending" target="added"
cond=" let result: Boolean =

self.forME - >asSet() - >exists(ModelElement me|
me.state="pending N>
</state>
</scxml>

Our prototype assumes that state machines are stored in separate files that have a
filename starting with the Mo d el EI|l emame and nding with xml. All state
machines are placed in a subfolder of the current project which is also versioned with
MoVE.

The process of executing a state machine by the state machine plug-in starts with the
analysis of the changes between the current version of the corresponding model and
the previous version. This is done with a plug-in called ChangePropagationPlug-in.
This plug-in analyses all changes and only calls the state machine plug-in if the state
attribute of a class changed. The state machine plug-in checks if the state transition
was possible and raises an exception (veto error) if not, to prevent users from
versioning inconsistent states. If the state transition is allowed, the SCXML execution
engine is started. The engine executes the triggered transition and therefore might also
start state machines of related model elements. If states are changed during this
process a message is generated by the plug-in and delivered to the user with the help
of a MoVEResult. At the current stage of the plug-in, the user is informed about every
change and gets generic information about the validity of the triggered state change.

A step-by-step example for state-change propagation is presented in chapter 6.4.

4.4 Qutlook on Year 3

The major goals for the next project year are to build a stable implementation based on
SVN and to demonstrate it with a larger example.

The currently existing initial prototype will be extended in various aspects:

1 An extended communication protocol between the MoVE Client and the MoVE
Server to provide the user with a better understanding for error situations,
consistency conflicts, conflict resolution, and change propagation,

1 An extension of the plug-in interface in the MoVE Server for more efficient
model handling and inter model consistency,

1 A consolidated adapter architecture, to simplify the simpler integration of new
tools.

Side-by-side a demonstrator based on the Living Security process will be developed.
Its major purpose is to make the functionality of the MoVE Server that is implemented
Aunder the hoododo, explicit.

secure .

- D2.2 A Configuration Management Process for Lifelong
CHANGQE Adaptable Systems | version 2.7 | page 53/ 135




5 SEAAS

This Section describes the results of activities in Year 2 related to the SeAAS
approach. Section 5.1 stands as a general statement about the objectives, results
achieved, and key questions to be addressed in Year 2. Section 5.2 gives a conceptual
overview of the HOMES case study. Section 5.3 describes the high-level software
architecture for the prototype. Technical details are discussed in 5.4. The application of
the SeAAS approach to efficiently and effectively cope with change is shown on the
HOMES case study in the case study section 7.3.

5.1 Objectives

The following objectives were set for Year 2:

1. The case study from healthcare is replaced by a scenario from the HOMES

case study. The scenario focuses on changing security requirements as a result
of a degrading trust relationship between a Third Service Provider and the
Customer.

The architectural blueprint for the HOMES scenario is mapped to a target
platform that leverages technologies of the OSGi framework, and thereby
facilitated Security as a Service for hardware and software p with a much
smaller footprint. The healthcare scenario was basically realized with SOA and
Web Services technologies, whereas OSGi will be the technology of choice for
the target infrastructure in the HOMES scenario.

The process of adapting the SeAAS infrastructure to enforce new requirements
is embedded in the change driven process for security-engineering.

Thus, the results of Year 2 activities can be stated as follows:

T

In technical terms, we designed and implemented a prototype of the
architectural blueprint of SeAAS as OSGi bundles. We also implemented and
deployed the infrastructure and all needed components to illustrate a real-world
setting involving the four stakeholders. The technical realization of the use case
illustrates how the change use case affects the infrastructure of involved actors.

The SeAAS approach is conceptually integrated into the SecureChange
integrated Process. Input from and Outcome to stakeholders of the Integrated
SecureChange Process is specified.

The process on how to (re-)organize and (re-)configure the SeAAS
infrastructure to accommodate change is sketched. This informal process
description will serve as the starting point for the Model Driven Security
approach which is realized in Year 3.

Specifically, these results will help to answer the following two questions:

A. Does the SeAAS architecture effectively and efficiently support the deployment

of security services necessary respond to changing security requirements as
identified during the various activities of the Integrated SecureChange Process?
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The prototypical demonstrator shows that it is possible to react to changing
business needs by swiftly deploying complex security services according to new
security requirements as identified in a risk analysis as part of the Integrated
SecureChange Process (e.g., a new OSGi Bundle for a non-repudiation service
identified as a treatment during risk analysis).

B. Can deployed security services be easily (re-)configured with declarative
security policies so that they can be adapted to enforce changing technical
requirements?

The prototypical demonstrator shows that the target infrastructure can be
configured at three levels to enforce new requirements:

a. The SeASS Engine level policy providing information about a new
security function to be applied to an interaction (e.g., triggering a non-
repudiation protocol between actors).

b. The SeAAS Service component high-level policy providing information
about a specific type of protocol to be run (e.qg., fair non-repudiation with
trusted third party).

c. The SeAAS Service component technical policy providing technical
information about a endpoints (e.g., Schemas, URLs, WSDL) and
security details (e.g., key-store, algorithms)

5.2 Conceptual Description

As llustrated in the following figure the HOMES case study consists of several
infrastructural components deployed in the domains of three actors (Figure 26):

i The Customer or Service Requester (SR) uses the Home Gateway device to
connect to the internet. He may purchase, install, and use additional services at
home.

1 The Network Operator (NO) owns and operates the infrastructure necessary to
provide connectivity for customers. He advertises, installs and manages additional
value-added services. The latter may be provided by Third Party Service Providers.

1 The Home Gateway device (HOMES) is placed at cust omer 6s home with
security domain. It is owned by the network operator and usually rented to the
Customer. This HOMES Gateway device is the service platform for the case study.

I Third Party Service Providers (SPs) offer additional services for customers. They
are independent from the NO. They have a commercial agreement with the NO.
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Figure 26: Conceptual overview

1 In our case study, the SR regularly consumes news fed by the SP. The SR
accesses the news services via the Home Gateway acting as a proxy to third party
services as well as a single point of access

5.3 Initial Architectural Overview

In the following, we provide a rough technical overview of the key components of the
initial architecture as depicted in Figure 27. We will elaborate on advanced technical
details in the next section.

The Client represents a client computing system to access the various service offered

by the NO and SP. Itis|l ocated in the SR6s security doma
gateway. In our case study the client is registered with the HOMES Feed Server - a

proxy buffering news provided by the SP - and consumes updated news feeds.

The Third Party Service Provider Feed Service actually provides the news feeds. In
our scenario this service is implemented as an OSGI bundle. This comes with two
significant practical advantages for the implementation of our full scale scenario. First,
the SP can reuse the SeAAS implementation and thus consistently and efficiently
enforce new security requirements. Second, full technical compatibility is guaranteed.

The PDP Service is located in the NOO s domain and provides two
components of the scenario: a central policy repository and decision point. The PDP is

queried by the Policy Enforcement Point (PEP)
the HOMES device (SeAAS Engine). For every access of the SR, the PDP Service

selects the matching policy. Applicable rules are then enforced by the Policy
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Enforcement Point (PEP). Both services PDP and SeAAS Engine are implemented as
OSGi bundles.

The HOMES Gateway is our main target of research. In the initial state (before
change) it only provides two OSGI bundles:

a. The Feed Server bundle is a component facilitating access to value-added
services (e.g., news services). In our case, it is responsible for a periodic query
of subscribed feed services offered by the SP. The component buffers and
updates the news feeds. It offers an interface which is used by the SR Client to
subscribe or unsubscribe to news feeds. On a feed update, all currently
registered SR clients receive an updated feed version.

b. The SeAAS Engine is a preinstalled bundle. It is responsible to resolve security
polices from the operators PDP service and enforce policy rules relying on
security services. We designed the SeAAS Engine as an integral part of the
overall architecture which is pluggable into the OSGI remote service framework.

Gateway

«components
0SGI Framework

«components =

Operator (TID)

«components
~ — PDP Service

Bundle

PDP

i

Third Party Service
Provider

«components -

. SeAAS Engine

< . (Pre Installed
SeAAS( (PEP) ) «components

Feed Service

«components
Feed Server

FeedServer

Pull / Receive feed(s)

Client

«components
Feed Client

Add / Remove Feed Listener

FeedClient =

Push / Update feed(s)

Figure 27: Architectural overview

The SeAAS infrastructure has been adapted to support OSGi based infrastructures.
According to the stated objectives, the main goal is to handle changing security
requirements. The development effort is shared between the industrial partner TID and
the scientific partner UIB. TID focuses on the implementation the Feed Service,
covering all invol ved parties SPoements iR
SeAAS paradigm for the OSGI platform and supports TID integrating the platform on
the HOMES device.

and
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5.4 Technical Detalils

The HOMES gateway prototype is provided by TID. It is an in Access Networks MRG-
110-6 and operates on an embedded Linux platform. On top of an embedded Java
Virtual Machine (JVM) the gateway provides and consumes OSGi based services. The
HOMES device provides security at several levels (Figure 28). Due to hardware
limitations, the prototypical implementation of the case study is simplified.

As OSGi actually focuses on the service paradigm within one JVM, an additional
framework facilitating remote services is required to realize the prototype. Currently,
there are two alternatives: the Apache CXF DOSGi and the R-OSGi [4] framework of
the ETH Zurich. Due to the constraints imposed by the embedded target infrastructure,
the framework had to be carefully selected. For the time being, we decided to rely on
R-OSGi as it is a slim and efficient remote service implementation. As an alternative we
may consider the more powerful DOSGIi, which offers a powerful set of libraries with
advanced XML processing capabilities and security features.

HOMES Gateway
Basic Bundies Service
(e.g. OSGI, Bundles
CXF-DOSGI, (e.q. Feeds
Other - -
Java SeAAS, etc.) Scenario)
based
0s Services 0SGI Framework

Services
{e.g. NAC) | | Java Virtual Machine (Embedded Java SE)

Operating System (Embedded Linux)

Figure 28: Software components of HOMES device

Figure 28 illustrates the various security layers and their components on the HOMES
device:

1. Atthe Operating System (OS) level classic security functionality, like network
protection via firewalls and Network Access Control (NAC) offers low level
network security to HOMES users.

2. At the OSGI Framework level, the focus is on the security of bundle lifecycle
operations (e.g. a newly installed bundle should not have any side effects on
other bundles) and on the verification of bundles. This means that only certified
bundles are installed at the device. This is not covered by the SeAAS approach.

3. The OSGI Service level is concerned with application security. It provides
security for remote OSGI services via the SeAAS approach or classical
application integrated security. Further, this level indirectly deals with trust
relationships, since security computation is especially expensive on an
embedded device with limited resources and thus only enforced if it is really
necessary.
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In Section 7.3 the SeAAS approach will be applied to the HOMES case study.

5.5 Outlook on Year 3

In Year 3, we will mainly aim at improving the usability of the SeAAS approach by
complementing it with methods from Model Driven Software Engineering. We will
specifically rely on concepts to support the high-level configuration and administration
of security services in the target infrastructure. This will happen by applying patterns of
the SECTET-framework for model driven security engineering to fit the OSGI platform
as realized for the HOMES case study in Year 2.

We will also evaluate the proposed solution with respect to performance and usability
as compared to alternative approaches.

Performance. Preliminary studies and experiments indicate that SeAAS outperforms
alternative security architectures (endpoint security) and may even have a head over
hybrid approaches, where some of security processing remains with the endpoint. The
performance benefits of SeAAS will be discussed and compared with alternative
approaches in an experimental SOA setting.

Usability. Model Driven Security is an advanced method of security engineering. It
specializes Model Driven Software Engineering towards information security. Model
driven security implicitly claims to improve usability through abstraction. Security
policies can be modeled at various levels of abstraction and granularity facilitating the
integration of domain experts in a collaborative security policy specification and
management process. Technical details are added during the code generation
procedure realized through transformation functions resulting in automatically
generated security policies. A case study will demonstrate that stakeholders are able
to reconfigure the target architecture without having to cope with all the technical
details.
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6 ATM case study

The information about the case study and the models presented in the following
sections are based on the artefacts which have been generated during the application
of the risk assessment methodology on the ATM case study as part of the work done in
WP5.

The same models are used and a subset of them is translated to the language of the
Living Security Engineering Process and the Integrated SecureChange Process to
highlight the conceptual approach of change driven security engineering. For a more
detailed explanation of the overall report on applying the CORAS method to the ATM
Case Study we refer to the Appendix D in Deliverable D5.3.

6.1 General description

The ATM case study is concerned with changes in the operational processes of
managing air traffic in Terminal Areas. Arrival management is a very complex process,
involving different actors. Airport actors are private organizations and public authorities
with different roles, responsibilities and needs. The subsequent introduction of new
tools, i.e., the Queue Managers, and the introduction of a new ATM network for the
sharing and management of information affects the ATM system as a whole at a
process and organizational level.

6.1.1 Change requirement

The introduction of the Arrival Manager (AMAN) affects Controller Working Positions
(CWPs) as well as the Area Control Center (ACC) environment as a whole. The main
foreseen changes in the ACC from an operational and organizational point of view are
the automation of tasks (i.e. the usage of the AMAN for the computation of the Arrival
Sequence) that in advance were carried out by Air Traffic Controllers (ATCOSs) plus a
major involvement of the ATCOs of the upstream Sectors in the management of the
inbound traffic.

These changes will also require the redefinition of the Coordinator of the Arrival
Sequence Role, who will be responsible for monitoring and modifying the sequences
generated by the AMAN, and providing information and updates to the Sectors.

Goa: The AMANOGs interf aces ifferanarblesand awhordzaiona ccess t
need to make information available only to authorized personnel or trusted systems.

In the following two sections the overall impact of the changes on the ATM system are
described from a broad perspective.
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6.1.2 Security properties

Within WP2 we focuson t he change requirement fA@ganizat.
the following security properties as mentioned in the Selected Change Requirements
and Security Properties [7]:
1 Information Protection. Unauthorized actors (or systems) are not allowed to
access confidential queue management information,
1 Information Provision. The provisioning of information regarding queue
management sensitive data by specific actors (or systems) must be guaranteed
24 hours a day, 7 days a week, taking into account the kind of data shared,
their confidentiality level and the different actors involved.

In the following sections the technical solutions of WP2 are applied on the ATM case
study:
1 Living Security Engineering Process,
1 MoVe Tool application,
1 Integrated SecureChange Process,
0 Instantiation of the concepts,
0 Integration with the WP5 risk assessment methodology.
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6.2 Living Security Engineering Process

The Living Security Engineering Process (LSEP) will be applied to the ATM case study
to outline the concept of a change driven security engineering process. The Living
Security Engineering Process realizes the vision of Living Security fulfilling the
following requirements:

R1: Integrated view,

1
1 R2: Domains and responsibilities,
1 RS3: Change propagation,

1

R4: Bidirectional Flow of Information between Models and Executing System,
1 R5: Information Consistency and Retrieval.

In the application of the LSEP on the ATM case study particular emphasis will be given
on the realization and the conceptual underpinning of the requirements R1 and R3.
The goal is to outline the concept of state machines as a means to propagate and
handle changes while maintaining a consistent overall view using models.

The following sections are structured as follows:

i Target description before change: provides a description of the simplified
system model before the change,

9 Target description after change: provides a description of the simplified
system model after the change,

1 Change handling: provides a step-by-step walkthrough on how change is
handled in the Living Security Engineering Process.

6.2.1 ATM system model before change

The target of the analysis is an Area Control Center and the activities of the Air Traffic
Controllers in the arrival management process. The models presented in this section
were created during system modeling and risk modeling workshops with ATM experts.
The models presented in this section as a basis for a step-by-step walkthrough of the
LSEP are a subset of the larger set of models created during the application of the risk
assessment methodology of WP5. For pragmatic reasons only parts of the models are
shown. For a more detailed explanation we refer to the Deliverable D5.3, Appendix D

[8].

Figure 29 depicts a part of the ATM system model before change. The System Model
is an instantiation of the Functional System Meta Model of the Living Security
Engineering Process (cf. Figure 4). For reasons of limited space the System Model
depicted in Figure 29 does not contain any elements of type Information
GBusinessProcessd LBusinessProcesshese additional elements are presented on the
following pages.
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Figure 29 ATM system model before changes

Figure 30 shows an additional view on the ATM system model, showing only elements
of type Information Among the objects of type Information that were identified during

the ATM system modeling workshop the following are relevant for the application of the
Living Security Engineering Process.

«Informations «Informations
Suggestion Traffic data
«Information» «Information»
Change request Input / request
«Informations «Informations
Incoming flight Flight data
data
«Informations
«Informations New Airspace
Meteo data configuration
«Informations «Informations
Radar data Sequence

Figure 30 Elements of type Information from the system model before changes

Radar datais part of Surveillanceinformation and denotes the information that is
provided by the Radarnode and provided via the Technical Roomand the ACC Networko
the Controller Working Positions (CWB. Flight datais information about the flights in the
sector and is provided by the Flight Data Processing System (FDP$ Another important
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piece of information is Sequencewhich is the actual sequence of arrivals in the specific
sector. Before the change the sequence is created by the Tactical Controller (TCQ.

Figure 31 outlines a view on the ATM system model filtering only model elements of
type GBusinessProcessd LBusinessProcesshe process view provides an overview of
all the different tasks that together compose the Arrival Managementprocess. In the
remaining part of the application of the Living Security Engineering Process to the ATM
case study we will focus only on a subset of the processes identified during the system
modeling workshop.

«GBusinessProcess»
Arrival Management [
«LBusinessProcess» | | «LBusinessProcesss «LBusinessProcess» | | «LBusinessProcess» [«LBusiness! «LBusi roces: «LBusinessProcess» | |LBusinessProcess> |
T1 - Controlling the | |T2 - A/C data analsis T3.1 - Creation of | T3.2 - Verfication T3.4 - Stabilization T3.5-PLC T4 -Clearances to T5 - Progressive
A/C in the sector for starting the mental image of [ and application of of proposed coordinates the the A/C for building transfer of the
T — ati | seperation criteria sequence sequence with the prop: whole
o ; other ATS units sequence to the adjacent
sector

«LBusinessProcess»
T3.3 - Contil

monitoring of
proposed sequence

«LBusinessProcess»
T3.3.5 - Variations in
meteo conditions

«LBusinessProcess» «LBusinessProcess»

T3.3.1 - New inputs T73.3.2 - New AIC T3.3.3 - Variations in | | T73.3.4 - Variations in
from PLC / other entering the sector A/C parameters airspace

sectors /CO0 S configuration |

«LBusil >

«LBusi

Figure 31 View on processes from the system model before changes

In particular we will focus on the two tasks T2¢ A/C data analysis for starting the sequence
creationand on T3.1 Creation of mental image of sequendaue to the focus on these two
tasks of the overall Arrival Management process we can build a simpler system model
which serves as the running example in the following sections.

6.2.1.1 Simplified system model before change

Figure 32 depicts a simplified view on the ATM system model highlighting only the two

tasks T2 ¢ A/C data analysis for starting the sequence creatiowd on T3.: Creation of
mental image of sequencd-rom the classes of the complete ATM system model only

those classes that have a direct relation to the two tasks in focus are contained in

Figure 32. In reality the model is much more complex and contains many more detailed

dependency relations. In the following a brief description of the reduced system model

related to Sequence creation will be given.
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«GBusinessProcess» «Roles
Arrival Management TCC
«L BusinessProcesss «LBusinessProcess»
T2 - A/C data analsis T3.1 - Creation of
for starting the mental image of
sequence creation sequence
«Informations «lsnformatlon»
Surveillance sauence
«Information» «Information»
Flight data Radar data

, /

«RunningServices «RunningServices
FDPS CWP_TCC

«Node» <Location» | zNode»
Radar Technical Room [ACC Network

Figure 32 Tasks T2 and T3.1 related to sequence creation before the change

The simplified system model depicted in Figure 32 outlines the two main tasks related
to sequence creation as part of the overall GBusinessProcegsrival Management. The
two tasks of type LBusinesProcesE2 ¢ A/C data aalysis for startinghe sequence creation
and T3.1¢ Creation of mental image of sequeneee tasks carried out by the Role TCC
(Tactical Controller).

The main input to task T2 is Surveillancdnformation which is Flight dataand Radar data
Both of these types of information are provided to the TCCvia the Controller Working
Position of the Tactical Controller (CWP_TQC The Flight datais provided by the
RunningServic&DPSFlight Data Processing System). The FDPSand the CWP_TC@re
connected via the ACC NetworkThe ACONetwork also connects the Technical Roonand
the NodeRadar

The simplified system model depicted in Figure 32 represents our starting point of
analysis, namely the system model before change at time T1.

6.2.1.2 Simplified security model before change

The simplified system model described in the previous section is extended with
security related information as described in the Security Meta Model depicted in Figure
5. Again also in this case we make a simplification of the much more complex case of
the ATM case study. As part of the overall risk assessment workshop many more risks
and threat scenarios have been identified and described in the Deliverable D5.3,
Appendix D [8].
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The security model highlighted in Figure 33 contains two Security Objectivewhich relate
to the two security properties of the ATM case study described in Section 6.1.2, namely
Information protection and information provision.

The security objective SO1 Informatioprotection is of type Confidentiality. The security
objective SO2 Information provisias of type Availability. Both security objectives are
attached to the system model element GBusinessProcesarrival Management The
security objectives define a scope of analysis and that scope is identified via the
dependency relations in the system model. In the case of SO1 and SO2 the scope
contains all model elements which are related to the GBusinessProces#rrival
Management

Within the scope of both security objectives more detailed security requirements are
defined in the context of the model elements connected directly and indirectly with
GBusinessProcesérrival Management The security requirements therefore are a
concretization and refinement of the more abstract security objectives. According to the
Security Meta Model in Figure 5 every security requirement must have another security
requirement or a security objective as parent. That way we can deduct a requirements
tree with the security objectives as the top root nodes.

In our running example on the ATM case study we have the following tree structure of
security requirements as highlighted in Figure 33. The hierarchical relations between
security objectives and security requirements are described in the column Parent. Note
that the security objetive SO1 Information protectioat point T1 has no refinements in
terms of security requirements yet:

1 SO1 Information protection
1 SO2 Information provision
0 SR1 Avoid delays in sequence provision
A SR3 Comply with arrival management procedures
1 SRA4 Avoithlse alarms
0 SR5 Avoid duplication of labgls
0 SR2 Maintain quality of A/C position data
A SR5 Avoid duplication of labgels
1 SR6 Correctly consolidate data from several radar sources

Like the security objectives also the security requirements are always defined in the
context of a specific model element to which they are attached. This is highlighted in
the column Model Element in Figure 33. For each of the identified and listed security
requirements from zero to many Risks can be identified as part of the Living Security
Engineering Process. The security model depicted in Figure 33 contains the following
Risks:

1 R1 ATCO fails to comply with arrival management procedures
1 R2 Creation of false alarims

1 R3 Duplication of labels
1

R4 The consolidation of data froseveral radar sources fails
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«Role»
TCC
-state=EVALUATED

«Node»
Radar

-state=EVALUATED

Figure 33 Simplified system model with security model before changes

Also the risks must always be related to a parent security requirement as is highlighted
in the column Parent and are defined in the context of a specific model element to
which they are related as outlined in Figure 33.

To complete the security model at T1 we have included also one threat, namely TH1
Software error which is related to the risk R4 consolidation of data from several radar
sources fails

At this point in time the whole ATM system is a completely implemented, tested and
running system and the models described in this section can be considered complete.
This state is reflected by the state=EVALUATED all the model elements and all the
security elements shown in Figure 33.

6.2.2 ATM system model after change

The change requirement described in section 6.1.1 is an organizational level change.
The introduction of the AMAN affects not only the Controller Working Positions (CWH,
but the Area Control Center (ACQ environment as a whole. The main foreseen changes
in the ACC from an operational and organizational point of view are the automation of
tasks. This change also requires the redefinition of the Coordinator to that of a Arrival
Sequence Manager (SQM).

In line with the overall description of the ATM system model in section 6.2.1 we will first
describe the overall impact of changes on the ATM system model. For sake of
simplicity and presentational purposes we will then focus on one particular subset of
this change whose handling will then serve as the running example in the outline of the
Living Security Engineering Process.
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