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Executive summary

Long-lived software systems often undergo evolution over an extended period of time.
Evolution of these systems is inevitable as they need to continue to satisfy changing
business needs, new regulations and standards, and the introduction of novel
technologies. Once the system is put in operation, new requirements emerge and
existing requirements change. Parts of the software may have to be modified to correct
errors that are found in operation, to adapt it for a new platform and to improve its
performance or other non-functional properties.

Software systems inevitably have to change if they are to remain useful, but the
change may undermine the security of the systems. It is thus important to design
software systems that are evolvable and secure.

This report reviews the current approaches to software evolution, security requirements
engineering, requirements evolution, evolution in access control, and presents new
research strands in software evolution.
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1 Introduction

Software systems are undergoing continuing change and rapid revolution to respond to
the changes in the environment, changes in user needs, developing concepts and
advancing technologies [1]. Once software is put in operation, new requirements
emerge and existing requirements change. Parts of the software may have to be
modified to correct errors that are found in operation, to adapt it for a new platform and
to improve its performance or other non-functional properties.

Software evolution, thus, is driven by changes that can affect the different artifacts
produced during the software engineering process. The traditional WRSPM model [2]
assumes five main artifacts:

¢ domain knowledge (W) that provides presumed environment facts;

e requirements (R) that indicate what the customer needs from the system,
described in terms of its effect on the environment;

e gpecifications (S) that provide enough information for a developer to build a
system that satisfies the requirements;

« a program (P) that implements the specification using the programming platform;
and a programming platform (M) that provides the basis for programming a
system that satisfies the requirements and specifications.

Changes in such model are based on the traditional waterfall model of software
engineering [3] where a change in one of the artefact from an earlier stage are seen a
cause of change in the artefact from later stages™:

Changes of the domain knowledge may result in changes to the requirements, the
specification and the program associated with a system. Examples of domain
knowledge changes include changes of the business processes associated with the
system, upgrades to the hardware or operating system, changes in the platform, and
changes in privacy and security laws and regulations.

Changes of requirements evolve because organizational, business and user needs
change, because the operating environment change or because of errors and
inconsistencies in the program. Changes of requirements often result in changes in
system specification and program. For example, when requirements change also
security policies change [4], and viceversa in order to preserve the security of the
system.

Changes of the specifications are determined by changes in the requirements. They
include changes to the software architecture, e.g the addition, the removal or the
modification of system functionalities, the update or the modification of the security
policies protecting the system.

Changes of the program are changes to the source code that may be the result of
changes in the requirements and in the specification of the system.

1 The changes to the programming platform can also be considered as changes of the domain knowledge.
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Current research in software evolution has investigated evolution as change in
specification and in the program, but evolution as change in requirements has received
little attention from the research community. Another important aspect that has not
been considered by the research community is how to support systems evolution while
preserving the security of the systems. In fact, if on one side, software systems
inevitably have to evolve to remain useful, on the other side, the change may
undermine their security.

A further observation is that such model of waterfall change is also obsolete from the
point of view of the classification of changes. We just make two examples here. At first
we should consider not just the program and the programming platform as the “final”
artefact but rather the full socio-technical system that is implemented [8]. A second
issue is that changes might happen at different levels independently from each other
(unless everything is considered a requirement). Changes in the program’s APIs might
be due to changes in the threat model (countering new forms of buffer overflows) or
due to upgrade of the operating systems. The reader will not find a new model in this
report. This is the task of the conceptual model of SecureChange.

The report is organized as follows.

Appendix A is a background document, realized before the start of the project, that
summarize the state-of-the-art about general requirements evolution, and discusses
some of the research issues related to this topic. The main research strands identified
are related to the identification of the causes dictating the change of requirements, the
infrastructure for requirements evolution, and the design process. One of the major
causes for requirements to change is the introduction of new laws and regulations for
privacy, security, governance and safety. Thus, research efforts should be devoted to
the developing of tools and techniques for systematically extracting requirements from
laws and regulations in order to prove requirements compliance to such laws and
regulations. An infrastructure for requirements evolution should include tools for
version control, configuration management and visualization that have to
accommodate the kinds of models used to represent requirements. Designs should be
characterized by a high variability and modularity to be suited for evolution. High
variability means supporting alternative designs for a given functionality. Highly
modularity means that a system can have some of its components change with low
impact on other components.

Appendix B is a focussed review on the notion of security requirements engineering.
The appendix discusses open research issues and challenges that may need to be
addressed in order to achieve the goal of security engineering for evolving software
systems. One of the main challenges has been identified is the need for an approach
for reasoning about both software evolution and security engineering. A cross
fertilisation of approaches to managing software evolution with security requirements
engineering is proposed as one way to address the problem of violating security
requirements as result of evolution. Other challenges identified are designing change
tolerant software systems, non-monotonicity of evolving software systems and secure
evolution for adaptive software.

Finally, Appendix C analyzes which are the causes of evolution in access control
systems and provides an overview of the approaches to manage their evolution.
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Abstract. Requirements evolution is a research problem that has re-
ceived little attention hitherto, but deserves much more. For systems to
survive in a volatile world, where business needs, government regulations
and computing platforms keep changing, software systems must evolve
too in order to survive. We discuss the state-of-the-art for research on
the topic, and predict some of the research problems that will need to be
addressed in the next decade. We conclude with a concrete proposal for
a run-time monitoring framework based on (requirements) goal models.

Keywords: Requirements, evolution, monitoring, satisfiability.

1 Introduction

It has been known for decades that changing requirements constitute one of the
greatest risks for large software development projects [1]. That risk manifests itself
routinely in statistics on failure and under-performance for such projects. “Chang-
ing requirements” usually refers to the phenomenon where stakeholders keep chang-
ing their minds on what they want out of a project, and where their priorities lie.
Little attention has been paid to post-deployment requirements changes@, occur-
ring after a system is in operation, as a result of changing technologies, operational
environments, and/or business needs. In this chapter we focus on this class of re-
quirements changes and we refer to them as requirements evolution.

Evolution is a fact of life. Environments and the species that operate within
them — living, artificial, or virtual — evolve. Evolution has been credited with the
most advanced biological species that has lived on earth. The ability to evolve has
also come to be treated as a prerequisite for the survival of a species. And, yet, evo-
lution of the software systems species has only been studied at the level of code and
design, but not at the level of requirements. In particular, there has been consid-
erable research on software evolution, focusing on code reengineering and migra-
tion, architectural evolution, software refactoring, data migration and integration.

L ... with the notable exception of research on traceability mechanisms. Of course, trace-

ability is useful for evolving requirements, but doesn’t actually solve the problem.

K. Lyytinen et al. (Eds.): Design Requirements Workshop, LNBIP 14, pp. 186-214] 2009.
© Springer-Verlag Berlin Heidelberg 2009



Requirements Evolution and What (Research) to Do about It 187

However, the problem of post-deployment evolution of requirements (as opposed
to architecture, design and /or code) hasn’t made it yet into research agendas (see,
for example, the topics that define the scope of a recently held workshop on “Dy-
namic Software Evolution”, http://se.inf.ethz.ch/ moriol/DSE/About.html).

There are important reasons why requirements evolution is about to become a
focal point for research activity in Software Engineering. The change from local,
isolated communities to the global village isn’t happening only for commerce,
news and the environment. It is also happening for software systems. In the past,
operational environments for software systems were stable, changes were local,
and evolution had only local impact. Today, the operational environment of a
growing number of software systems is global, open, partly unknown and always
unpredictable. In this context, software systems have to evolve in order to cope
(“survive” is the technical term for other species). Some of this evolution will
be at the code level, and some at the architectural level. The most important
evolution, however, will have to take place at the requirements level, to ensure
that a system continues to meet the needs of its stakeholders and the constraints
— economic, legal and otherwise — of its operational environment.

An obvious implication of the rise to prominence of requirements evolution is
that the research to be conducted will have to be inter-disciplinary. Researchers
from Management, Organizational Theory, Sociology and Law will have to be
part of the community that studies root causes for change and how to derive
from them new requirements. Evolution mechanisms and theories that account
for them have been developed in Biology, Engineering, Organizational Theory
and Artificial Intelligence. Some of these may serve as fruitful starting points for
the research to be done.

A precondition for any comprehensive solution to the problem of evolving
requirements is that design-time requirements are properly captured and main-
tained during a system’s lifecycle, much like code. Accordingly, we (optimisti-
cally) predict that the days of lip service to requirements are coming to an end, as
Software Engineering Research and Practice opt for lasting technical solutions in
a volatile world. Growing interest in topics such as autonomic software, semantic
web services, multi-agent and/or adaptive software, peer-to-peer computing (. . .
and more!) give some evidence that this optimism is not totally unwarranted.

The main objective of this chapter is to review the past (section 2) and suggest
aresearch agenda on requirements evolution for the future (section 3). After a gen-
eral discussion of topics and issues, we focus on one item of this agenda — monitoring
requirements — to make the discussion more concrete. The remainder of the paper
presents some of our on-going work on the problem of monitoring requirements and
generating diagnoses. Technical details of this work have been presented in |2].

2 The Past

In the area of software evolution, the work of M. Lehman [3] stands out, with
a proposal backed by empirical data for laws of program evolution. These laws
offer a coarse grain characterization of types of software and the nature of its
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evolution over its lifetime. Lehman’s work on program evolution actually started
with a study of the development of OS/360, IBM’s flagship operating system in
the late 60s. The study found that the amount of debugging decreased over time
and concluded that the system would have a troubled lifetime, which it did. A few
years later, Fred Brooks (academic, but also former OS/360 project manager)
excoriated the IBM approach to software management in his book “The Mythical
Man Month” |4]. Using Lehman’s observations as a foundation he formulated his
own “Brooks’ Law”: adding manpower to a late software project makes it later;
all software programs are ultimately doomed to succumb to their own internal
inertia. Fernandez-Ramil et al. [5] offers a comprehensive collection of recent
research on the topic of software evolution.

As noted in the introduction, the focus of much of the research on software
evolution has been on the code. Few software systems come with explicit links to
requirements models. Pragmatically, it is simpler to understand system evolution
by examining code artifacts — files, classes, and possibly UML diagrams. For
example, Girba and Ducasse [6] present a metamodel for understanding software
evolution by analysing artifact history. Their discussion pays little attention to
the problem domain, likely because there is no clear way of reconstructing it.
Similarly, Xing and Stroulia [7] use class properties to recapitulate a series of
UML class diagrams to detect class co-evolution. Again, this study pays no
attention to the causes of these changes, some of which relate to requirements.

We begin this section with a discussion of work that first identified the is-
sue of requirements evolution, summarizing various attempts to characterize the
problem using frameworks and taxonomies. We conclude with a look at cur-
rent approaches to managing evolving requirements, including module selection,
management, and traceability.

2.1 Early Work

When discussing the drivers behind an evolving model, and ways of managing
that evolution, there are many definitions and terminologies in use. Various re-
searchers have attempted to categorize the phenomena of evolving systems, the
majority of whom come from the software maintenance community. The impor-
tance of requirements models throughout the software lifecycle has long been rec-
ognized. Basili and Weiss [8] reported that the majority of changes to a system
requirements document were trivial, requiring less than three hours to implement.
However, a few errors required days or weeks to resolve. Similarly, Basili and Per-
ricone [9] report that of errors detected in a system during implementation, 12%
were due to poor requirements (and 36% due to poor specifications). Rather than
present an overarching temporal list, we categorize pertinent research into cate-
gories and draw distinctions between them. The majority of these papers present
viable approaches to understanding the concepts involved. Where there are dif-
ferences, they are typically the result of different perspectives.
Harker et al. |10] classifies requirements into:

1. enduring — core to the business;
2. mutable — a product of external pressures;
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emergent — surfaced during thorough elicitation;
consequential — identified after product implementation;

adaptive — requirements that support system agility; and finally,

S ok W

migration requirements — those which help during the changeover.

Where Rajlich and Bennett [11] and Lientz and Swanson [12] (see below) are dis-
cussing the process (actions) of managing these changing requirements, Harker
et al. are focusing on the structure of those requirements. There are many terms
one might apply to change and evolution in software. Rowe et al. [13] define
evolvability as “a system’s ability to accept change”, with the addition of the
constraints that it be a least-cost change, as well as one preserving the integrity
of the architecture. It isn’t made clear why the preservation of architectural form
is important — perhaps for backwards compatibility.

They mention four properties of evolvability: generality, adaptability, scal-
ability, and extensibility. There is a two-way relationship among these. From
generality to extensibility there is an increasing amount of change required for a
given requirement; from extensibility to generality there is a increasing amount
of up-front cost. In other words, to build an extensible system is initially cheap,
but costly when the change needs to be made, since radical extensions to the
architecture are required. This dimension characterizes a given system in terms
of an architectural state space — similar to the ‘space of action possibilities’
described in Vicente [14, p. 123].

Another state space model is covered in Favre [15], which presents a ‘3D’
model of evolution. The three dimensions are model abstraction (model, meta-
model, etc.), engineering/implementation, and representation. Each dimension
has an associated series of stages, and Favre uses the intersection of these dimen-
sions to map a particular product in a software space. For example, engineering
stages consist of requirements, architecture, design and implementation — the
traditional phases of software development. If we talk about a system at the
meta-level of requirements, with an implicit representation, an example might
be a conceptual metamodel such as the UML metamodel.

Favre suggests the importance of combining these orthogonal dimensions is
for understanding how the various dimensions co-evolve. For example, it is im-
portant to consider whether the specification is co-evolving with the implemen-
tation, whether the modeling language is keeping pace with the technology, etc.
As Favre concludes, it is important to remember that ‘languages, tools, and
programs evolve in parallel’.

To understand the motivations behind making changes to a system, a seminal
work in the field of software maintenance is Swanson [16] (see also Lientz and
Swanson |12]). They categorize software evolution into adaptive (environmental
changes), corrective and perfective (new internal requirements) maintenance.
Later work has added the notion of preventive maintenance. The context in
which this work was done differs greatly from today; however, this division can
be a useful way of understanding the nature of the changes in the environment
which provoke reaction in the system.
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Rajlich and Bennett |11] propose a different model, reflecting their belief that
the post-delivery lifecycle is more complex than the term ‘maintenance’ reflects.
They divide the post-delivery phase into four stages: evolution (major updates),
servicing (corrective maintenance), phaseout, and closedown. Such a model re-
flects activities undertaken by companies like Microsoft and its Windows family
of products. A requirements model is involved at the evolution (and possibly
the servicing) stage. This model may be at odds with more agile development
techniques, although there is a lack of research into the implications of agile
techniques for software maintenance (although see Svensson and Host [17] for a
preliminary assessment).

The process of managing change is also the subject of Nelson et al. [18]. They
talk about flexibility in the context of business processes. Successful organiza-
tions (and their systems) exhibit adaptability, or the willingness to ‘engage the
unfamiliar’. Flexibility is the ability of such a system to handle change pressures
and adapt. This is characterized as either structural or procedural. There are sev-
eral determinants of each. Structural flexibility relies on modularity, or design
separation; change acceptance, the degree to which the technology has built-
in abilities to adapt; and consistency, the ability to make changes painlessly.
Procedural flexibility is determined by the rate of response, system expertise
(up-to-date knowledge), and coordinated action. Together, these characteristics
define what it means for a system to adapt to a given change event. High levels
of the preceding characteristics imply a high affinity to accommodate change.

Many proposed requirements engineering frameworks ignore change accep-
tance, relying on users to understand the nature of the change, and manually
incorporate it. Buckley et al. [19] offer a taxonomy that describes the HOW,
WHEN, WHERE and WHAT questions of software evolution (but not WHY
or WHO). They suggest that such a taxonomy will help in understanding the
mechanisms of the change, with a view to designing strategies for accommo-
dating these processes. They categorize these questions into four dimensions of
software change: change support, temporal change properties, object of change,
and system properties. They analyze three tools which have seen evolution along
the lines of the taxonomy. Requirements change is not specifically mentioned,
but can be thought of as driving temporal change properties — e.g., a change in
the environment will drive a change in the software.

In an attempt to bring together various software maintenance taxonomies,
Chapin et al. [20] propose a high-level taxonomy for understanding the types of
activities that occur in this area. The ontology is based on an impact model,
examining evolution in the context of change to business processes and change
to software (presumably this can be extended to refer to software-based system).
They classify change events into a cascading, 4-part hierarchy of 12 categories,
reflecting what they say is the wide diversity of concepts that exist in research
and practice. Extending from perfective, adaptive, and corrective, they include
four categories: support interface, documentation, software properties, and busi-
ness rules.
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For example, within business rules they define three changes: reductive, cor-
rective, and enhancive. Their business rules category has the closest relationship
to the concept of requirements. Changes in this category also have the high-
est impact on both software and business processes. According to this defini-
tion then, requirements changes will have the greatest cost for an organization.
This idea certainly fits with the research findings suggesting that fixing require-
ments problems consistitute by far the largest cost in system maintenance (e.g.,
see Standish reports, although these are of uncertain research value). However,
Chapin et al. do not explicitly discuss requirements. For example, they men-
tion ‘change requests’, user-driven needs, as drivers, but make no reference to
updated requirements. They also distinguish between maintenance — changes in
the first 3 categories — and evolution, which (in their definition) primarily affects
business rules. This is certainly the sense this chapter refers to.

Many of the prior papers mention requirements only because an implicit
change in requirements has driven some corresponding change in the imple-
mented software system. However, our research is concerned with the nature
of these requirements changes. This was also the subject of research by Mas-
simo Felici. In [21], he refers to requirements evolving in the early phases of
a system, with perfective maintenance occurring toward the end of a system’s
lifespan. However, this view is at odds with the current view of requirements as
something that exists throughout the project lifecycle.

In [22], the analysis begins with the observation that requirements frameworks
generally do a poor job handling evolving requirements. The PROTEUS classi-
cation of requirements evolution (that of Harker et al.) is presented as a way to
understand how requirements evolve. A requirement is either stable or chang-
ing. If the latter, it can be one of five subtypes: mutable, due to environmental
factors; emergent, due to stakeholder engagement; consequential, resulting from
the interaction of system and environment; adaptive, due to task variation; and
migration, arising from planned business changes. This taxonomy of causes of
requirements evolution is fairly concise yet comprehensive. Felici also discusses
the similar causal taxonomy of Sommerville and Sawyer |23], which they term
‘volatile requirements’. Sommerville and Sawyer use the categories of mutable,
emergent, consequential, and compatibility requirements. Similarly, [24] presents
the EVE framework for characterizing change, but without providing specifics
on the problem beyond a metamodel.

2.2 Requirements Management

Requirements management studies how best to control the impacts of change
on requirements. Properly managing change events — such as new stakeholder
requirements — can be essential to reducing the amount of model evolution that
occurs. A key research contribution in this area is a better understanding of how
exactly these external pressures manifest themselves.

For example, Stark et al. [25] discuss change to requirements during the sys-
tem release process. A release can be a minor version of an existing product, so
this is a legitimate use of the term requirements evolution. They were responsible
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for the development of missile warning software. The study produced some in-
valuable information on how change was occurring in the project: for example,
108 requirements were changed, and of this figure, 59% were additions (scope
creep). They attempt to produce a predictive model of changes, but it isn’t clear
how generalizable such a model would be.

Similar research is reported by Basili and Weiss [§], in the context of another
military project, the A-7 control software. They describe the nature of require-
ments changes on the project. The biggest issue seemed to be that many of the
facts used in the requirements document were simply incorrect (51% of errors).
They also categorize the errors from trivial to formidable. Although only one of
the latter was encountered, it required 4 person-weeks of effort to resolve.

Lormans et al. [26] motivates a more structured approach to requirements
management. They used a formal requirements management system, but en-
countered difficulty in exchanging requirement models with clients. Such ‘mod-
els” were often in text form, or semi-structured representations. They propose a
more elaborate management model that can address some of these challenges.

Wiegers [|27] discusses four common tools for requirements management. To
some degree each support the notion of managing evolving requirements. There
is a question as to how well these tools reflect the reality in the code. Typi-
cally the tools store requirements as objects or relations, and then allow various
operations, such as mapping to test suites or design documents. The biggest
challenge is often maintaining traceability links between requirements and im-
plementation. Roshandel et al. [28] discuss one approach for managing architec-
tural evolution in sync with code. Another approach is to ignore everything but
the source code, and reverse engineering requirements from there, as described
in Yu et al. [29]. Finally, managing requirements will require configuration man-
agement tools similar to CVS, Subversion, and other code repositories. Tools
like diff or patch need analogues in the model domain. Work in model merging,
e.g., Niu et al. [30] will be important here.

Another emerging issue is the design of dynamic, adaptive software-based
system. We discuss one approach to design such a system in section 4. Such
systems are composed of multiple components, which may not be under one’s
direct control. Such systems are often categorized as Software as Service (SaaS)
or Service-Oriented Architecture (SOA) domains. For these domains, we view re-
quirements as the business drivers that specify which components, and in what
priority, should be composed. A paper by Berry et al. [31] provides a useful
‘four-level’ characterization of the nature of the compositions and adaptations
involved: the levels correspond to who (or what) is doing the requirements anal-
ysis: 1) the designer, on the domain; 2) the adaptive system, upon encountering
some new condition; 3) the designer of the system, attempting to anticipate the
nature of the second adaptation; or 4) a designer of new adaptation mechanisms.

Composing these components (or agents, or services) is an emerging research
problem, and one in which requirements evolution will have a major role. Work
on software customization Liaskos [32], for example, provides some insight into
techniques for managing such composition, although it ignores the problem of
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changes in the underlying requirements themselves. Related work in Jureta et al.
[33] makes more explicit the idea that requirements cannot be fully specified prior
to system implementation. They characterize this approach as one in which
there is only one main requirement for the system, namely, that the system
be able to handle any stakeholder requirement. Determining which stakeholder
requirements are reasonable (i.e., within system scope) will be an important
research problem.

Recent work has focused on Commercial Off-The-Shelf (aka COTS) compo-
nents. A change in one component, driven by an evolution in a particular re-
quirement, might impact other components. Etien and Salinesi [34] term this
co-evolution. It is a challenge to integrate these COTS-based systems in such an
environment:

[COTS-based systems| are uncontrollably evolving, averaging up to 10
months between new releases, and are generally unsupported by their
vendors after three subsequent releases. (Boehm |35, p. 9])

The work that led to that analysis, Yang et al. [36], discusses the issue of
COTS-based software and requirements. They claim that defining requirements
before evaluating various COTS options prematurely commits the development
to a product that may turn out to be unsuitable. They argue for a concur-
rent development methodology that assesses COTS feasibility at the same time
as developing the system itself. In other words, they argue for a spiral model
approach (Boehm, 1988) to developing the requirements for such systems (not
surprisingly). Nuseibeh [37] makes a similar point with his ‘Twin Peaks’ model.
A requirements management tool that provided support for understanding the
features, capabilities, and likelihood of change in various COTS products would
be invaluable in such systems. Understanding how the requirements themselves
might evolve would be one important aspect.

Traceability is an aspect of requirements management that identifies inter-
dependencies between elements in the environment to elements within a system.
Traceability is a necessary, but not a sufficient mechanism for managing evolving
requirements. Without a link, the downstream impact of requirements changes
will not be clear. Traceability can be divided into two aspects, after Gotel and
Finkelstein [38]. One needs a trace from the various phenomena in the environ-
ment, to the specification of the requirements for the system. Once specified, a
link should also be established between the specification and the implementation.
The former case is relatively less studied, and is less amenable to formalization.

Requirements monitoring, first proposed in [39], and extended in [40], is one
mechanism for tracing between requirements and code. Monitoring involves in-
serting code into a system to determine how well requirements are being met.
A monitor records the usage patterns of the system, such as numbers of li-
censes in use. This information can be extracted and used to evolve the system,
possibly dynamically. In this sense, monitors are quite similar to control instru-
mentation in, for example, industrial plants. This approach is promising, but
does assume that requirements and environmental conditions can be specified
accurately enough that monitoring is possible.



194 N.A. Ernst, J. Mylopoulos, and Y. Wang

Traceability is more difficult with non-functional requirements, because by
definition these requirements do not have quantitative satisfaction criteria. Cleland-
Huang et al. |41] discuss a probabilistic information retrieval mechanism for
recovering non-functional requirements from class diagrams. Three broad cate-
gories of artifacts are defined. A softgoal model is used to assess change impacts
on UML artifacts, and an information retrieval approach is used to generate the
traceability links between the two models. Ramesh and Jarke [42] give a lengthy
overview of empirical studies of requirements traceability.

Monitoring also has a vital role to play in the design of autonomic systems
(]43]). These are systems that can can self-repair, self-configure, self-optimize
and self-protect. Of course, the ability to self-anything presupposes that such
systems monitor the environment and their performance within that environ-
ment, diagnose failures or underperformance, and compensate by changing their
behaviour.

3 A Research Agenda for 2020

So, assume that we have our operating software system and changes occur that
need to be accommodated, somehow. The changes may be in the requirements of
the system. For example, new functions need to be supported, or system perfor-
mance needs to be enhanced. Increasingly, changes to requirements are caused
by laws and regulations intended to safeguard the public’s interests in areas of
safety, security, privacy and governance. Changes may also be dictated by chang-
ing domain assumptions, such as increased workload caused by increased business
activity. Last, but not least, changes may be dictated by new or evolving tech-
nologies that require migration to new platforms. New or evolving technologies
can also open new opportunities for fulfilling business objectives, for example by
offering new forms of business transactions, as with e-commerce and e-business.

Whatever the cause for a change, there are two basic approaches for dealing
with it. The first, more pedestrian, approach to change has software engineers
deal with it. This approach has traditionally been called software maintenance
and it is generally recognized as the most expensive phase in a software system’s
lifecycle. A second approach for dealing with a change is to make the system
adaptive in the first place, so that it can accommodate changes by using internal
mechanisms, without human intervention or at least with intervention from end
users only. The obvious advantage of this approach is that it makes change more
immediate and less costly. Its main drawback, on the other hand, is that change
needs to be thought out at design time, thereby increasing the complexity of the
design. The recent focus on autonomic and/or adaptive software in the research
community suggests that we are heading for automated approaches to software
evolution, much like other engineering disciplines did decades ago.

Next, we list a number of research strands and discuss some of the problems
that lie within their scope.

Infrastructure for requirements evolution. Research and practice on
code evolution has produced a wealth of research concepts and tools. Version
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control and configuration management, reverse engineering and visualization
tools, refactoring and migration tools, among many. As indicated earlier, soft-
ware of the future will consist not only of code and documentation, but also
requirements and other types of models representing design, functionality and
variability. Moreover, their interdependencies, for example, traceability links, will
have to be maintained consistent and up-to-date for these artifacts to remain
useful throughout a system’s lifetime. Accordingly, the infrastructure for code
evolution will have to be extended to accommodate these other kinds of artifacts.
This is consistent with Model-Driven Software Engineering, as advocated by the
Object Management Group (OMG).

Focusing on requirements, an infrastructure for requirements evolution will
have to include tools for version control, configuration management and visu-
alization. These tools will have to accommodate the kinds of models used to
represent requirements. These models range from UML use cases that represent
functional aspects of the system-to-be, all the way to goal models that capture
stakeholder needs and rationalize any proposed functionality for the system-to-
be. The problem of evolving traceability links from requirements to code has
already been dealt with in the work of Jane Cleland-Huang and her colleagues
(e.g., |44, 141, 145]).

Understanding root causes for change. We are interested here in char-
acterizing generic root causes for change that dictate requirements evolution.
For example, businesses are moving into network-based business models, such
as service value networks and ecosystems. Such trends are bound to generate a
host of new requirements on operational systems that will have to be addressed
by requirements engineers and software reengineers. As another example, Gov-
ernments around the world have been introducing legislation to address grow-
ing concerns for security, privacy, governance and safety. This makes regulatory
compliance another major cause for requirements change. The introduction of
a single Act in the US (Sarbanes-Oxley Act) in 2002 resulted in a monumental
amount of change for business processes as well as software in business organi-
zations. The costs of this change have been estimated at US$5.8B for one year
alone (2005).

We would like to develop tools and techniques for systematically extracting
requirements from laws and regulations. In tackling this research task, it is im-
portant to note that the concepts of law, such as “right” and “obligation”, are
not requirements. Consider a law about privacy that makes it an obligation for
employers to protect and restrict the use of employee personal information stored
in their databases. This obligation may be translated in many different ways into
responsibilities of relevant actors so that the obligation is met. Each of these as-
signments of responsibility corresponds to a different set of requirements — i.e.,
stakeholder needs — that will have to be addressed by the software systems and
the business processes of an organization.

This is a broad, inter-disciplinary and long-term research strand. Some re-
search within its scope has already been done by Annie Anton, Travis Breaux
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and colleagues, e.g., [46]. This is also the topic of Alberto Siena’s PhD thesis,
see [47] for early results.

Evolution mechanisms. Once we have identified what are the changes to re-
quirements, we need to implement them by changing the system-at-hand. This
may be done manually, possibly with tool support, by developing novel reengi-
neering techniques. More interestingly, evolution may be done automatically by
using mechanisms, inspired by different disciplines (Biology, Control Theory,

Economics, Machine Learning, ...). Doing research along this strand will re-
quire much experimentation to evaluate the effectiveness of different evolution
techniques.

A number of research projects are working on design principles for auto-
nomic and adaptive software systems (see, for example, on-going series of ICSE
workshops on Software Engineering for Adaptive and Self-Managing Systems,
http://www.hpi.uni-potsdam.de/giese/events/2008 /seams2008/). Many of these
projects employ a monitor-diagnose-compensate feedback loop in order to sup-
port adaptation of a system in response to undesirable changes of monitored
data. The inclusion of such a feedback loop in support of adaptivity introduces
the problem of designing monitoring, diagnosis and compensation mechanisms in
the architecture of software systems. Control Theory offers a rich set of concepts
of research results on how to design such loops in the realm of real-time con-
tinuous processes. Unfortunately, the development of such a theory for discrete
systems is still in its early stages (though work has been done, see for example
fas).

Design for evolution. Some designs are better suited for evolution than others.
For example, a design that can deliver a given functionality in many different
ways is better than one that delivers it in a single way. Such designs are said to
have high variability.

Variability is an important topic in many scientific disciplines that study
variations among the members of a species, or a class of phenomena. In fact,
the theory of evolution as presented by Darwin [49] holds that variability exists
in the inheritable traits possessed by individual organisms of a species. This
variability may result in differences in the ability of each organism to reproduce
and survive within its environment. And this is the basis for the evolution of
species. Note that a species in Biology corresponds to a high variability software
system in Software Engineering, while an individual organism corresponds to a
particular configuration of a high variability software system.

Variability has been studied in the context of product families [50], where vari-
ation points define choices that exist within the family for a particular feature
of the family. The space of alternative members of a family can be characterized
by a feature model |51]. Feature models capture variability in the design space
of a product family, or a software system for that matter. They tell us what
configurations of features are consistent and can co-exist within one configura-
tion. For example, variation points may arise from the operating platform on
which a family member will run (Windows, Linux, MacOS), or the weight of the
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functionality offered (personal, business, pro). Problem variability, on the other
hand, focuses on variability in the problem to be solved. For instance, schedul-
ing a meeting may be accomplished by having the initiator contact potential
participants to set a time and location. Alternatively, the initiator may submit
her request to a meeting scheduler who does everything. The alternatives here
characterize the structure of the problem to be solved and have nothing to do
with features that the system-to-be will eventually have.

Designing for variability through analysis of both the problem and design
space will remain a fruitful area of research with Requirements Engineering. See
[32] for a PhD thesis that focuses on problem variability.

Variability of biological species changes over time, as variants are created
through mutation or other mechanisms, while others perish. We need compara-
ble mechanisms for software through which the set of possible instances for a
software system changes over time. In particular, it is important to study two
forms of variability change: means-based variability, and ends-based variability.

Means-based variability change leaves the ends/purpose of a software system
unchanged, but changes the means through which the ends can be achieved.
For example, consider a meeting scheduling system that offers a range of alter-
natives for meeting scheduling (e.g., user/system collects timetable constraints
from participants, user/system selects meeting timeslot). Means-based variabil-
ity may expand the ways meetings can be scheduled, for example, by adding
a "meeting scheduling by decree” option where the initiator sets the time and
expects participants to re-arrange their schedules accordingly.

Ends-based variability change, on the other hand, changes the purpose of
the system itself. For instance, the meeting scheduler needs to be turned into
a project management software system, or an office management toolbox. In
this case, care needs to be exercised in managing scarce resources (e.g., rooms,
people’s time). Desai et al. [52] offers a promising direction for research on this
form of variability change. Along a different path, Rommes and America |53]
proposes a scenario-based approach to creating a product line architecture that
does take into account possible long-term changes. through the use of strategic
scenarios.

Modularity is another fundamental trait of evolvable software systems. Mod-
ularity has been researched throughly since the early 70s. A system is highly
modular if it consists of components that have high (internal) cohesion and
low (external) coupling. A highly modular system can have some of its compo-
nents change with low impact on other components. Interestingly, Biology has
also studied how coupling affects evolution. In particular, organisms in nature
continuously co-evolve both with other organisms and with a changing abiotic
environment. In this setting, the ability of one species to evolve is bounded
by the characteristics of other species that it depends on. Accordingly, Kauff-
man [54] introduces the NKC model, named after the three main components
that determine the behaviors of species’ interaction with one another. According
to the model, the co-evolution of a system and its environment is the equilib-
rium of external coupling and internal coupling. |[55] presents a very preliminary



198 N.A. Ernst, J. Mylopoulos, and Y. Wang

attempt to use this model to account for the co-evolution of software systems
along with their environment.

Modularity and variability are clearly key principles underlying the ability
of a species to evolve. It would be interesting to explore other principles that
underlie evolvability.

There are deeper research issues where advances will have a major influence
on solutions for the problem-at-hand. We mention three such issues:

Science of design. According to H. Simon’s vision [56], a theory of design that
encompasses at least three ingredients: (a) the purpose of an artifact, (b) the
space of alternative designs, (c) the criteria for evaluating alternatives. Design
artifacts that come with these ingredients will obviously be easier to evolve.

Model evolution. Models will be an important (perhaps the) vehicle for dealing
with requirements evolution. Unfortunately, the state-of-the-art in modeling is
such that models become obsolete very quickly, as their subject matter evolves.
In Physics and other sciences, models of physical phenomena do not need to
evolve because they capture invariants (immutable laws).

We either need here a different level of abstraction for modeling worlds of in-
terest to design (usually technical, social and intentional), so that they capture
invariants of the subject matter. Alternatively, we need techniques and infras-
tructures for model evolution as their subject matter changes.

Evolutionary designE Extrapolating from Darwin’s theory of evolution where
design happens with no designer [57], we could think of mechanisms through
which software evolves without any master purpose or master designer. An ex-
ample of non-directed design is the Eclipse platform (eclipse.org). Rather than
one centrally directed, purpose-driven technology, Eclipse has evolved into an
ecology supporting multiple components, projects and people, leveraging the
advantages of open-source licences. These software ecologies act as incubators
for new projects with diverse characteristics. It would be fruitful to understand
better the evolutionary processes taking place in these ecologies and invent other
mechanisms for software evolution that do not involve a single master designer
(also known as intelligent design in some places ...) This is in sharp contrast to
Simon’s vision. At the same time, this is an equally compelling one.

4 Monitoring Requirements

Requirement monitoring aims to track a system’s runtime behavior so as to
detect deviations from its requirement specification. Fickas and Feather’s work
(|58, 139]) presents a run-time technique for monitoring requirements satisfac-
tion. This technique identifies requirements, assumptions and remedies. If an
assumption is violated, the associated requirement is denied, and the associated
remedies are executed. The approach uses a Formal Language for Expressing As-
sumptions (FLEA) to monitor and alert the user of any requirement violations.

2 ..or, “Darwin’s dangerous idea” |57)].
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Along similar lines, Robinson has proposed a requirements-monitoring frame-
work named ReqMon [59]. In this framework, requirements are represented in
the goal-oriented requirements modeling language KAOS [60] and through sys-
tematic analysis techniques, monitors are extracted that are implemented in
commercial business process monitoring software.

We present an alternative approach to requirements monitoring and diagno-
sis. The main idea of the approach is to use goal models to capture requirements.
From these, and on the basis of a number of assumptions, we can automatically
derive monitoring specifications and generate diagnoses to recognize system fail-
ures. The proposal is based on diagnostic theories developed in Al, notably in
Knowledge Representation and AI Planning research [61].

The monitoring component monitors requirements and generates log data
at different levels of granularity that can be tuned adaptively depending on
diagnostic feedback. The diagnostic component analyzes generated log data and
identifies errors corresponding to aberrant system behaviors that lead to the
violation of system requirements. When a software system is monitored with
low granularity, the satisfaction of high level requirements is monitored. In this
case, the generated log data are incomplete and many possible diagnoses can
be inferred. The diagnostic component identifies the ones that represent root
causes.

Software requirements models may be available from design-time, generated
during requirements analysis, or they may be reverse engineered from source
code using requirements recovery techniques (for example, Yu et al. [29]). We
assume that bi-directional traceability links are provided, linking source code to
the requirements they implement.

4.1 Preliminaries

Goal models have been used in Requirement Engineering (RE) to model and
analyze stakeholder objectives [60]. Functional requirements are represented as
hard goals, while non-functional requirements are represented as soft goals [62].
A goal model is a graph structure, where a goal can be AND- or OR- decomposed
into subgoals and/or tasks. Means-ends links further decompose leaf level goals
to tasks (“actions”) that can be performed to fulfill them. At the source code
level, tasks are implemented by simple procedures or composite components that
are treated as black boxes for the purposes of monitoring and diagnosis. This
allows a software system to be monitored at different levels of abstraction.

Following [63], if goal G is AND/OR decomposed into subgoals Gy, ..., G,
then all/at-least-one of the subgoals must be satisfied for G to be satisfied.
Apart from decomposition links, hard goals and tasks can be related to each
other through MAKE(++) and BREAK(--) contribution links. If a MAKE (or
a BREAK) link leads from goal G; to goal G2, G1 and G5 share the same (or
inversed) satisfaction/denial labels.

As an extension, we associate goals and tasks with preconditions and postcon-
ditions (hereafter effects, to be consistent with AI terminology) and monitoring
switches. Preconditions and effects are propositional formulae, in Conjunctive
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Normal Form (CNF), whose truth values are monitored and analyzed during
diagnostic reasoning. Monitoring switches can be switched on/off to indicate
whether satisfaction of the requirements corresponds to the goals/tasks is to be
monitored at run time.

The propositional satisfiability (SAT) problem is concerned with determining
whether there exists a truth assignment to variables of a propositional formula
that makes the formula true. If such a truth assignment exists, the formula is
said to be satisfiable. A SAT solver is any procedure that determines whether a
propositional formula is satisfiable, and identifies the satisfying assignments of
variables if it is.

The earliest and most prominent SAT algorithm is DPLL (Davis-Putnam-
Logemann-Loveland) [64]. Even though the SAT problem is inherently
intractable, there have been many improvements to SAT algorithms in recent
years. Chaff (|65]), BerkMin (|66]) and Siege (|67]) are among the fastest SAT
solvers available today. Our work uses SAT4J ([68]), an efficient SAT solver that
inherits a number of features from Chaff.

4.2 Framework Overview

Satisfaction of a software system’s requirements can be monitored at different
levels of granularity. Selecting a level involves a tradeoff between monitoring
overhead and diagnostic precision. Lower levels of granularity monitor leaf level
goals and tasks. As a result, more complete log data are generated, leading
to more precise diagnoses. The disadvantage of fine-grained monitoring is high
overhead and the possible degradation of system performance. Higher levels of
granularity monitor higher level goals. Consequently, less complete log data are
generated, leading to less precise diagnoses. The advantage is reduced monitoring
overhead and improved system performance.

We provide for adaptive monitoring at different levels of granularity by asso-
ciating monitoring switches with goals and tasks in a goal model. When these
switches are turned on, satisfaction of the corresponding goals/tasks is monitored
at run time. The framework adaptively selects a monitoring level by turning these
switches on and off, in response to diagnostic feedback. Monitored goals/tasks
need to be associated with preconditions and effects whose truth values are mon-
itored and are analyzed during diagnostic reasoning. Preconditions and effects
may also be specified for goals/tasks that are not monitored. This allows for
more precise diagnoses by constraining the search space.

Figure [1l provides an overview of our monitoring and diagnostic framework.
The input to the framework is the monitored program’s source code, its cor-
responding goal model, and traceability links. From the input goal model, the
parser component obtains goal/task relationships, goals and tasks to be moni-
tored, and their preconditions and effects. The parser then feeds this data to the
instrumentation and SAT encoder components in the monitoring and diagnostic
layers respectively.



